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Tool Overview

openGauss provides client and server applications (tools) to help users better
maintain openGauss. Table 1-1 lists all the tools provided by openGauss. The tools
are stored in SGPHOME/script and SGAUSSHOME/bin where database servers
are installed.

Table 1-1 Tool overview

Category

Name

Description

Client
tool

gsql

gsql is a database connection tool provided by
openGauss and runs in the command-line interface
(CLI). Users can use gsql to connect to a server and
perform operations and maintenance on the server.
In addition to basic functions for performing
operations on a database, gsql provides several
advanced features for users.

gs_loader

gs_loader is used to import data. gs_loader
converts the syntax supported by control files to the
\COPY syntax, uses the existing \COPY function to
import data, and records the \COPY result in logs.

Server
tool

gs_cgroup

gs_cgroup is a load management tool provided by
openGauss. It can create default Cgroups and user-
defined Cgroups, delete default and user-defined
Cgroups, update resource quotas and limits, display
the configuration files of Cgroups and the Cgroup
tree, and delete all Cgroups.

gs_check

gs_check has been enhanced to incorporate various
check tools, such as gs_check and gs_checkos. It
helps users fully check openGauss runtime, OS,
network, and database running environments, as
well as perform comprehensive checks on various
environments before major operations in
openGauss, ensuring smooth operations.

Issue 01 (2022-03-31)
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Category

Name

Description

gs_checkos

gs_checkos checks OS information, control
parameters, and disk configurations, and configures
control parameters, I/O parameters, network
parameters, and THP services.

gs_checkper
f

gs_checkperf routinely checks openGauss-level
performance (host CPU, Gauss CPU, and I/O usage),
node-level performance (CPU, memory, and I/O
usage), session-/process-level performance (CPU,
memory, and I/O usage), and SSD performance
(read and write performance). It provides
openGauss load information for users so that they
can fine-tune database performance accordingly.

gs_collector

When openGauss is faulty, gs_collector collects OS
information, log information, and configuration file
information to locate the fault.

gs_dump

gs_dump exports database information. It can
export complete, consistent data of database
objects (such as databases, schemas, tables, and
views) without affecting the normal access of users
to the databases.

gs_dumpall

gs_dumpall exports database information. It can
export complete, consistent data of openGauss
without affecting the normal access of users to the
database.

gs_guc

gs_guc is used to set parameters in openGauss
configuration files (postgresql.conf or
pg_hba.conf). The default parameter values in a
configuration file are consistent with those for a
standalone database.

gs_encrypt

gs_encrypt is used to encrypt entered plaintext
strings.

gs_om

gs_om, provided by openGauss, helps you maintain
openGauss, including starting and stopping
openGauss, querying the openGauss status,
generating static configuration files, updating
dynamic configuration files, replacing SSL
certificates, starting and stopping Kerberos
authentication, and displaying help information and
version numbers.

gs_plan_sim
ulator

gs_plan_simulator collects data related to
execution plans and reproduces execution plans in
other environments to locate execution plan
problems.

Issue 01 (2022-03-31)
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Category | Name Description

gs_restore gs_restore, provided by openGauss, is used to
import data that was exported using gs_dump. It
can also be used to import files exported by
gs_dump.

gs_ssh gs_ssh, provided by openGauss, helps users run the
same command on multiple nodes in openGauss.

Issue 01 (2022-03-31) Copyright © Huawei Technologies Co., Ltd. 3
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Client Tool

After the database is deployed, you need certain tools to conveniently connect to
a database for operations and commissioning. openGauss provides some tools for
database connections. You can use these tools to easily connect to the database
and perform operations on it.

2.1 gsql
2.2 gs_loader

2.1 gsql

gsql is a database connection tool provided by openGauss and runs in the CLI.
Users can use gsql to connect to a server and perform operations and
maintenance on the server. In addition to basic functions for performing
operations on a database, gsql provides several advanced features for users.

Overview
Basic Features

e Connect to the database: For details, see "Working with Databases >
Connecting to a Database > Using gsql to Connect to a Database > Remotely
Connecting to a Database" in Developer Guide.

(10 NOTE

If the gsql client is used to connect to a database, the connection timeout period will
be 5 minutes. If the database has not correctly set up a connection and authenticated
the identity of the client within this period, gsql will time out and exit.

To resolve this problem, see Troubleshooting.

e Run SQL statements: Interactively entered SQL statements and specified SQL
statements in a file can be run.

¢ Run meta-commands: Meta-commands help the administrator view
database object information, query cache information, format SQL output,
and connect to a new database. For details about meta-commands, see
Meta-Command Reference.

Advanced Features

Issue 01 (2022-03-31) Copyright © Huawei Technologies Co., Ltd. 4
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Table 2-1 lists the advanced features of gsql.

Table 2-1 Advanced features of gsql

Feature Description
Name

Variables | gsql provides a variable feature that is similar to the shell
command of Linux. The following \set meta-command of gsql can
be used to set a variable:

\set varname value

To delete a variable, run the following command:
\unset varname

NOTE

e Avariable is a simple name-value pair, where the value can be any
characters in any length.

e Variable names must consist of case-sensitive letters (including non-
Latin letters), digits, and underscores(_).

e If the \set varname meta-command (without the second parameter) is
used, the variable is set without a value specified.

e If the \set meta-command without parameters is used, values of all
variables are displayed.

For details about variable examples and descriptions, see

variables.
SQL Common SQL statements can be set to variables using the variable
substitutio | feature of gsql to simplify operations.

n For details about examples and descriptions about SQL

substitution, see SQL substitution.

Customize | Prompts of gsql can be customized. Prompts can be modified by
d prompt | changing the reserved variables of gsql: PROMPTT, PROMPTZ2, and
PROMPT3.

These variables can be set to customized values or the values
predefined by gsql. For details, see Prompt.

Issue 01 (2022-03-31) Copyright © Huawei Technologies Co., Ltd. 5
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Feature
Name

Description

Automatic
command

completio

n

According to the openGauss syntax rules, gsql supports automatic
command completion by pressing Tab. This function is enabled
when the --with-readline option is specified during compilation
and the -r parameter is specified during client connection. For
example, if you enter crea and then press Tab, gsql will change it
to create.

NOTE

Automatic completion of database SQL keywords such as SELECT,
CREATE, and TABLE is supported.

Automatic completion of user-defined identifiers such as table names
and view names is supported.

Automatic completion of meta-command options S and + is not
supported.

Automatic completion of system catalogs prefixed with pg_ is
supported.

Completion of column types is not supported during table creation.
No completion is supported after the SELECT operation.
Automatic completion of constants and macros is not supported.

The select * from a,b... statement does not support automatic
completion from the second table. The insert into t1 (col1, col2, ...)
statement does not support automatic completion from the second
column.

Automatic completion of parameters after with in the CREATE
TABLESPACE statement is not supported.

The local and global indexes cannot be automatically completed during
index creation, and the rebuild index cannot be automatically completed
during index modification.

Automatic completion of parameters of the user and superuser levels in
the SET statement is supported.

Automatic completion of IF EXISTS is not supported.

Automatic completion of 7able name.Column name is not supported, for
example, alter sequence <name> owned by tableName.colName and
owned by.

Automatic completion of user-defined operators is not supported. If you
copy and paste a command and press Tab, the command format may be
incorrect. As a result, the command cannot be executed.

Issue 01 (2022-03-31)
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Feature Description
Name

Historical | gsql can record historical client operations. This function is enabled

client by specifying the -r parameter when a client is connected. The
operation | number of historical records can be set using the \set command.
records For example, \set HISTSIZE 50 indicates that the number of

historical records is set to 50. \set HISTSIZE 0 indicates that the
operation history is not recorded.

NOTE

e The default number of historical records is 32. The maximum number of
historical records is 500. If interactively entered SQL commands contain
Chinese characters, only the UTF-8 encoding environment is supported.

e For security reasons, the records containing sensitive words, such as
PASSWORD and IDENTIFIED, are regarded sensitive and not recorded in
historical information. This indicates that you cannot view these records
in command output histories.

Variables

To set a variable, run the \set meta-command of gsql. For example, to set
variable foo to bar, run the following command:

openGauss=# \set foo bar

To reference the value of a variable, add a colon (:) before the variable. For

example, to view the value of variable foo, run the following command:
openGauss=# \echo :foo
bar

The variable reference method is suitable for regular SQL statements and
meta-commands.

gsql pre-defines some special variables and plans the values of these
variables. To ensure compatibility with later versions, do not use these
variables for other purposes. For details about special variables, see Table 2-2.

(10 NOTE

e All the special variables consist of upper-case letters, digits, and underscores(_).

e To view the default value of a special variable, run the \echo :varname meta-
command, for example, \echo : DBNAME.

Table 2-2 Settings of special variables

Variable | Setting Method Description
s

DBNAME | \set DBNAME dbname Name of the connected database. This
variable is set again when a database is
connected.

Issue 01 (2022-03-31)
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Variable
S

Setting Method

Description

ECHO

\set ECHO all | queries

e |[f this variable is set to all, only the
query information is displayed. This has
the same effect as specifying the -a
parameter when gsql is used to
connect to a database.

e |[f this variable is set to queries, the
command line and query information
are displayed. This has the same effect
as specifying the -e parameter when
gsql is used to connect to a database.

ECHO_HI
DDEN

\set ECHO_HIDDEN on |
off | noexec

When a meta-command (such as \dg) is
used to query database information, the
value of this variable determines the
query behavior.

e |[f this variable is set to on, the query
statements that are called by the
meta-command are displayed, and
then the query result is displayed. This
has the same effect as specifying the -
E parameter when gsql is used to
connect to a database.

e [f this variable is set to off, only the
query result is displayed.

e [f this variable is set to noexec, only
the query information is displayed, and
the query is not run.

ENCODI
NG

\set ENCODING
encoding

Character set encoding of the current
client.

FETCH_C
OUNT

\set FETCH_COUNT
variable

e [f the value is an integer greater than
0, for example, 1, n lines will be
selected from the result set to the
cache and displayed on the screen
when the SELECT statement is run.

e If this variable is not set or set to a
value less than or equal to 0, all results
are selected at a time to the cache
when the SELECT statement is run.

NOTE

A proper variable value helps reduce the

memory usage. The recommended value range
is from 100 to 1000.

HOST

\set HOST hostname

Specifies the name of a connected host.

Issue 01 (2022-03-31)
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Variable
S

Setting Method

Description

IGNOREE
OF

\set IGNOREEOF variable

e |[f this variable is set to a number, for
example, 10, the first nine EOF
characters entered (generally by
pressing Ctrl+D) in gsql are ignored
and the gsql program exits when Ctrl
+D is pressed tenth times.

e If this variable is set to a non-numeric
value, the default value is 10.

e [f this variable is deleted, gsql exits
when an EOF is entered.

LASTOID

\set LASTOID oid

Specifies the last OID, which is the value
returned by an INSERT or lo_import
command. This variable is valid only
before the output of the next SQL
statement is displayed.

ON_ERR
OR_ROLL
BACK

\set
ON_ERROR_ROLLBACK
on | interactive | off

e [f the value is on, an error that may
occur in a statement in a transaction
block is ignored and the transaction
continues.

e |[f the value is interactive, the error is
ignored only in an interactive session.

e If the value is off (default value), the
error triggers the rollback of the
transaction block. In
on_error_rollback-on mode, a
SAVEPOINT is set before each
statement of a transaction block, and
an error triggers the rollback of the
transaction block.

ON_ERR
OR_STOP

\set ON_ERROR_STOP
on | off

e on: specifies that the execution stops if
an error occurs. In interactive mode,
gsql returns the output of executed
commands immediately.

e off (default value): specifies that an
error, if occurring during the execution,
is ignored, and the execution
continues.

PORT

\set PORT port

Specifies the port number of a connected
database.

USER

\set USER username

Specifies the database user you are
currently connected as.

Issue 01 (2022-03-31)
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Variable | Setting Method Description
s

VERBOSI | \set VERBOSITY terse| | This variable can be set to terse, default,
TY defanigivebose or verbose to control redundant lines of
error reports.

e terse: Only critical and major error
texts and text locations are returned
(which is generally suitable for single-
line error information).

e default: Critical and major error texts
and text locations, error details, and
error messages (possibly involving
multiple lines) are all returned.

e verbose: All error information is
returned.

SQL substitution

gsql, like a parameter of a meta-command, provides a key feature that
enables you to substitute a standard SQL statement for a gsql variable. gsql
also provides a new alias or identifier for the variable. To replace the value of
a variable using the SQL substitution method, add a colon (:) before the

variable. For example:
openGauss=# \set foo 'HR.area$S'
openGauss=# select * from :foo;
area_id | area_name

+.

4 | Middle East and Africa
3| Asia
1| Europe
2 | Americas
(4 rows)

The above command queries the HR.area$ table.

NOTICE

The value of a variable is copied character by character, and even an
asymmetric quote mark or backslash (\) is copied. Therefore, the input
content must be meaningful.

Prompt

The gsql prompt can be set using the three variables in Table 2-3. These
variables consist of characters and special escape characters.

Issue 01 (2022-03-31)
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Table 2-3 Prompt variables

COPY statement (such

as COPY FROM STDIN)
is run and data input is
expected.

Variab | Description Example
le
PROM | Specifies the normal PROMPTT can be used to change the
PT1 prompt used when gsql | prompt.
requests a new e Change the prompt to [locall:
command. openGauss=> \set PROMPT1 %M
The default value of [local:/tmp/gaussdba_mppdb]
PROMPTT is: e Change the prompt to name:
%/%R%# openGauss=> \set PROMPT1 name
name
e Change the prompt to =:
openGauss=> \set PROMPT1 %R
PROM | Specifies the prompt PROMPTZ2 can be used to display the
PT2 displayed when more prompt:
input is expected openGauss=# \set PROMPT2 TEST
openGauss=# select * from HR.area$S TEST;
becagse the command area id|  area name
that is not terminated +
with a semicolon (;) or a ;Iiurop_e
" mericas
quote ( ) is not closed. 4 | Middle East and Africa
3| Asia
(4 rows))
PROM | Specifies the prompt PROMPT3 can be used to display the
PT3 displayed when the COPY prompt.

openGauss=# \set PROMPT3 '>>>>'
openGauss=# copy HR.areaS from STDIN;
Enter data to be copied followed by a newline.
End with a backslash and a period on a line by
itself.

>>>>1 aa

>>>>2 bb

>>>>\,

The value of the selected prompt variable is printed literally. However, a value
containing a percent sign (%) is replaced by the predefined contents
depending on the character following the percent sign (%). For details about
the defined substitutions, see Table 2-4.

Table 2-4 Defined substitutions

Symbol

Description

%M

Specifies the full host name (with domain name). The full
name is [local] if the connection is over a Unix domain socket,
or [local:/dir/name] if the Unix domain socket is not at the
compiled default location.

%m

Specifies the host name truncated at the first dot. It is [local]
if the connection is over a Unix domain socket.

Issue 01 (2022-03-31)
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Symbol Description

%> Specifies the number of the port that the host is listening on.

%n Replaced with the database session username.

%/ Replaced with the name of the current database.

%~ Similar to %/. However, the output is tilde (~) if the database

is your default database.

%# Uses # if the session user is the database administrator.

Otherwise, uses >.

%R e In PROMPT1 normally =, but A if in single-line mode, or ! if
the session is disconnected from the database (which can
happen if \connect fails).

e In PROMPT2 %R is replaced with a hyphen (-), an asterisk
(*), a single or double quotation mark, or a dollar sign ($),
depending on whether gsql expects more input because the
query is inside a /*...*/ comment or inside a quoted or dollar-
escaped string.

%X Specifies the transaction status.

e An empty string when it is not in a transaction block

e An asterisk (*) when it is in a transaction block

e An exclamation mark (!) when it is in a failed transaction
block

e A question mark (?) when the transaction status is
indefinite (for example, because there is no connection)

%digits Replaced with the character with the specified byte.

%:name Specifies the value of the name variable of gsql.

%comma | Specifies command output, similar to substitution with the "A"

nd symbol.

%[ ...%] | Prompts may contain terminal control characters which, for

example, change the color, background, or style of the prompt
text, or change the title of the terminal window. For example:
openGauss=> \set PROMPT1 '%[%033[1;33;40m%]%n@%/%R
%([%033[0m%]%#'

The output is a boldfaced (1;) yellow-on-black (33;40) prompt
on VT100-compatible and color-capable terminals.

Environment Variables

Issue 01 (2022-03-31)
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User Guide

Table 2-5 Environment variables related to gsql

Name Description
COLUMNS If \set columns is set to 0, this parameter controls
the width of the wrapped format. This width
determines whether to change the wide output
mode into the vertical output mode if automatic
expansion is enabled.
PAGER If the query results do not fit on the screen, they are
redirected through this command. You can use the
\pset command to disable the pager. Typically, the
more or less command is used for viewing the query
result page by page. The default is platform-
dependent.
NOTE
Display of the less command is affected by the LC CTYPE
environment variable.
PSQL_EDITOR The \e and \ef commands use the editor specified by
the environment variables. The variables are
EDITOR examined in the order listed. The default editor on

PSQL_EDITOR_LINE
NUMBER_ARG

When the \e or \ef command is used with a line
number parameter, this variable specifies the
command-line parameter used to pass the starting
line number to the editor. For editors, such as Emacs
or vi, this is a plus sign. Include a space in the value
of the variable if space is needed between the option

name and the line number. For example:
PSQL_EDITOR_LINENUMBER_ARG = '+'
PSQL_EDITOR_LINENUMBER_ARG='"--line '

A plus sign (+) is used by default on Unix.

PSQLRC

Specifies the location of the user's .gsqlrc file.

SHELL

Has the same effect as the \! command.

TMPDIR

Specifies the directory for storing temporary files.
The default value is /tmp.

Prerequisites

The user has the permission to access the database.

Background

Use the gsql command to connect to the remote database service. When
connecting to the remote database service, enable remote connection on the
server. For details, see "Database Usage > Connecting to a Database > Using gsql
to Connect to a Database > Remotely Connecting to a Database" in the Developer
Guide.
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Step 1

Step 2

Step 3

Procedure
Connect to the openGauss server using the gsql tool.

The gsql tool uses the -d parameter to specify the target database name, the -U
parameter to specify the database username, the -h parameter to specify the host
name, and the -p parameter to specify the port number.

(11 NOTE

If the database name is not specified, the default database name generated during
initialization will be used. If the database username is not specified, the current OS
username will be used by default. If a variable does not belong to any parameter (such as -
d and -U), and -d is not specified, the parameter will be used as the database name. If -d is
specified but -U is not specified, the parameter will be used as the database username.

Example 1: Connect to port 15400 of the postgres database on the local PC as
user omm:

gsql -d postgres -p 15400

Example 2: Connect to the port 15400 of the remote postgres database as user
jack.

gsql -h 70.780.723.163 -d postgres -U jack -p 15400

Example 3: postgres and omm do not belong to any parameter, and they are used
as the database name and the username, respectively.

gsql postgres omm -p 15400

Equals

gsql -d postgres -U omm -p 15400

For details about the gsql parameters, see Command Reference.
Run a SQL statement.

The following takes creating database human_staff as an example:

CREATE DATABASE Auman_staff,
CREATE DATABASE

Ordinarily, input lines end when a command-terminating semicolon is reached. If
the command is sent and executed without any error, the command output is
displayed on the screen.

Execute gsql meta-commands.

The following takes the listing of all openGauss databases and description
information as an example.

openGauss=# \l
List of databases

Name | Owner | Encoding | Collate | Ctype | Access privileges
human_resource | omm | SQL_ASCII | C |C |
postgres | omm | SQL_ASCII | C |C |
template0 | omm | SQL_ASCII | C |C | =c/omm +
| | | | | omm=CTc/omm
template | omm | SQL_ASCII | C |C | =c/omm +

| | | | | omm=CTc/omm
human_staff | omm | SQL_ASCII | C |C |
(5 rows)

Issue 01 (2022-03-31) Copyright © Huawei Technologies Co., Ltd. 14
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For details about gsql meta-commands, see Meta-Command Reference.
----End
Example

Run the following command to create a tablespace EXAMPLE:

openGauss=# CREATE TABLESPACE EXAMPLE RELATIVE LOCATION 'tablespacel/tablespace_1";
CREATE TABLESPACE

After the tablespace is created, run the following command to create a schema
HR:

openGauss=# CREATE schema HR;
CREATE SCHEMA

The example shows how to spread a command over several lines of input. Note
the prompt change:

openGauss=# CREATE TABLE HR.areaS(
openGauss(# area_ID NUMBER,
openGauss(# area_NAME VARCHAR2(25)
openGauss(# )tablespace EXAMPLE;
CREATE TABLE

Query the table definition:

openGauss=# \d HR.area$S
Table "hr.areas"
Column | Type | Modifiers

+

area_id | numeric |
area_name | character varying(25) |
Tablespace: "example"

Insert four lines of data into HR.areaS:

openGauss=# INSERT INTO HR.area$S (area_ID, area_NAME) VALUES (1, 'Europe');

INSERT O 1

openGauss=# INSERT INTO HR.area$S (area_ID, area_NAME) VALUES (2, 'Americas');

INSERT O 1

openGauss=# INSERT INTO HR.area$S (area_ID, area_NAME) VALUES (3, 'Asia');

INSERT O 1

openGauss=# INSERT INTO HR.area$S (area_ID, area_NAME) VALUES (4, 'Middle East and Africa');
INSERT O 1

Change the prompt:

openGauss=# \set PROMPT1 '%n@%m %~%R%#'
omm@/[local] openGauss=#

Query the table:

omm@/[local] openGauss=#SELECT * FROM HR.area$;
area_id | area_name

1 | Europe

4 | Middle East and Africa

2 | Americas

3| Asia
(4 rows)

Use the \pset command to display the table in different ways:

omm@I[local] openGauss=#\pset border 2
Border style is 2.
omm@[local] openGauss=#SELECT * FROM HR.area$;

+
t
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| area_id | area_name |
+ + +
| 1| Europe |

| 2 | Americas |
I
I
+

3| Asia |
4 | Middle East and Africa |

(4 rows)

omm@I[local] openGauss=#\pset border 0

Border style is 0.

omm@[local] openGauss=#SELECT * FROM HR.area$;
area_id area_name

1 Europe
2 Americas
3 Asia
4 Middle East and Africa
(4 rows)
omm@I[local] openGauss=#\pset border 2
Border style is 2.
omm@[local] openGauss=#SELECT * FROM HR.area$;

+

| area_id | area_name |
+ + +
| 1| Europe |
| 2 | Americas |
| 3| Asia
I
+

I
4 | Middle East and Africa |

ot Tr

(4 rows)

omm@[local] openGauss=#\pset border 0

Border style is 0.

omm@[local] openGauss=#SELECT * FROM HR.areas$;
area_id area_name

1 Europe
2 Americas
3 Asia
4 Middle East and Africa
(4 rows)
omm@I[local] openGauss=#\pset border 2
Border style is 2.
omm@[local] openGauss=#SELECT * FROM HR.area$;

+

| area_id | area_name |
+ +

+

| 1| Europe |

| 2 | Americas |

| 3| Asia |

| 4 | Middle East and Africa |

ot Tr

(4 rows)

omm@I[local] openGauss=#\pset border 0

Border style is 0.

omm@[local] openGauss=#SELECT * FROM HR.area$;
area_id area_name

1 Europe

2 Americas

3 Asia

4 Middle East and Africa
(4 rows)

Use the meta-command:

omm@[local] openGauss=#\a \t \x

Output format is unaligned.

Showing only tuples.

Expanded display is on.

omm@[local] openGauss=#SELECT * FROM HR.area$;

Issue 01 (2022-03-31) Copyright © Huawei Technologies Co., Ltd.
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area_id|2
area_name|Americas

area_id|1
area_name|Europe

area_id|4
area_name|Middle East and Africa

area_id|3
area_name|Asia
omm@[local] openGauss=#

Obtaining Help Information

Procedure

After connecting to the database, run the following command to obtain the

help information:
gsql --help

The following help information is displayed:

Usage:
gsql [OPTION]... [DBNAME [USERNAME]]

General options:
-¢, --command=COMMAND run only single command (SQL or internal) and exit
-d, --dbname=DBNAME database name to connect to (default: "omm")
-f, --file=FILENAME execute commands from file, then exit

After connecting to the database, run the following command to obtain the

help information:
help

The following help information is displayed:

You are using gsql, the command-Lline interface to gaussdb.
Type: \copyright for distribution terms

\h for help with SQL commands

\? for help with gsql commands

\g or terminate with semicolon to execute query

\q to quit

Examples

Step 1 Run the following command to connect to the database:
gsql -d postgres -p 15400

postgres is the name of the database to be connected, and 15400 is the port
number of the primary database node.

If information similar to the following is displayed, the connection succeeds:

gsql ((openGauss x.x build 290d125f) compiled at 2020-05-08 02:59:43 commit 2143 last mr 131
Non-SSL connection (SSL connection is recommended when requiring high-security)
Type "help" for help.

openGauss=#

Step 2 View the gsql help information. For details, see Table gsql online help.
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Table 2-6 gsql online help

Description

Example

Query the copyright.

\copyright

View SQL statements
supported by
openGauss.

View SQL statements supported by openGauss.

To query all SQL statements supported by openGauss,

run the following command:
openGauss=# \h
Available help:

ABORT

ALTER APP WORKLOAD GROUP

For example, view parameters of the CREATE

DATABASE command:

openGauss=# \help CREATE DATABASE

Command: CREATE DATABASE

Description: create a new database

Syntax:

CREATE DATABASE database_name

[ [ WITH ] {[ OWNER [=] user_name ]|

[ TEMPLATE [=] template ]|
[ ENCODING [=] encoding ]|
[ LC_COLLATE [=] lc_collate ]|
[ LC_CTYPE [=] lc_ctype ]|
[ DBCOMPATIBILITY [=] compatibility_type ]|
[ TABLESPACE [=] tablespace_name ]|
[ CONNECTION LIMIT [=] connlimit ]J}[...] ];

View the help
information about gsql

For example, view commands supported by gsql:
openGauss=# \?

General
commands. \copyright show FusionlInsight LibrA usage and distribution
terms
\g [FILE] or; execute query (and send results to file or |pipe)
\h(\help) [NAME] help on syntax of SQL commands, * for all
commands
\parallel [on [num]|off] toggle status of execute (currently off)
\q quit gsql
----End

Command Reference

For details about gsql parameters, see Table Common parameters, Table Input
and output parameters, Table Output format parameters, and Table

Connection parameters.

Table 2-7 Common parameters

Parameter Description Value Range

MMAND

-C, -- Specifies that gsql is to run a string -
command=CO command and then exit.
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Parameter

Description

Value Range

-d, --
dbname=DBNA
ME

Specifies the name of the database to
connect to.

In addition, gsql allows you to use
extended database names, that is,
connection strings in the format of
'postgres[ql]://[user[:password] @]
[netloc][:port]|, ...][/dbname][?
param1=value1&...]' or '[key=value]
[...]' as database names. gsql parses
connection information from the
connection strings and preferentially uses
the information.

Character string

£ -
file=FILENAME

Specifies that files are used as the
command source instead of interactively-
entered commands. After the files are
processed, gsql exits. If FILENAME is -
(hyphen), then standard input is read.

NOTE
Environment scenario: one primary and one
standby (8 CPUs and 32 GB memory)

Test result: It takes about 8 minutes and 21
seconds to read a 200 MB data file.

It takes about 18 minutes and 41 seconds to
read a 500 MB data file.

Suggestion: The file read time increases with
the file data volume. If the file size is too
large, the file needs to be read again when an
exception occurs. In addition, the I/O of the
system OS will be overloaded. It is
recommended that the file size be about 500
MB.

An absolute path
or relative path
that meets the
OS path naming
convention

-, --list Lists all available databases and then -
exits.
-v, --set, -- Sets variable NAME to VALUE. -

variable=NAME
=VALUE

For details about variable examples and
descriptions, see variables.

-X, --no-gsqlrc

Does not read the startup file (neither the
system-wide gsqlrc file nor the user's
~/.gsqlrc file).
NOTE

The startup file is ~/.gsqglrc by default or it can

be specified by the environment variable
PSQLRC.
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transaction

Parameter Description Value Range
-1 ("one"), -- When gsql uses the -f parameter to -
single- execute a script, START TRANSACTION

and COMMIT are added to the start and
end of the script, respectively, so that the
script is executed as one transaction. This
ensures that the script is executed
successfully. If the script cannot be
executed, the script is invalid.

NOTE

If the script has used START TRANSACTION,
COMMIT, or ROLLBACK, this parameter is

invalid.
-?, —-help Displays help information about gsql -
command parameters, and exits.
-V, --version Prints the gsql version and exits. -

Table 2-8 Input and output parameters

Paramet
er

Description

Value Range

_a’ -
echo-all

Prints all input lines to standard output as they
are read.
CAUTION

When this parameter is used in some SQL statements,

the sensitive information, such as user password, may
be disclosed. Use this parameter with caution.

_e, -
echo-
queries

Displays all SQL commands sent to the server to
the standard output as well.
CAUTION

When this parameter is used in some SQL statements,

the sensitive information, such as user password, may
be disclosed. Use this parameter with caution.

-E, --
echo-
hidden

Echoes the actual queries generated by \d and
other backslash commands.

K, --
with-
key=KEY

Uses gsql to decrypt imported encrypted files.
NOTICE

e For key characters, such as the single quotation
mark (') or double quotation mark (") in shell
commands, Linux shell checks whether the input
single quotation mark (') or double quotation mark
(") matches. If no match is found, Linux shell does
not enter the gsql program until input is complete.

e Stored procedures and functions cannot be
decrypted and imported.
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Paramet
er

Description

Value Range

-L, --log-
file=FILE
NAME

Writes normal output source and all query
output into the FILENAME file.

CAUTION

e When this parameter is used in some SQL
statements, the sensitive information, such as user
password, may be disclosed. Use this parameter
with caution.

e This parameter retains only the query result in the
corresponding file, so that the result can be easily
found and parsed by other invokers (for example,
automatic O&M scripts). Logs about gsql
operations are not retained.

An absolute
path or relative
path that meets
the OS path
naming
convention

_m’ -
maintena
nce

Allows openGauss to be connected when a two-
phase transaction is being restored.

NOTE
The parameter is for engineers only. When this
parameter is used, gsql can be connected to the
standby server to check data consistency between the
primary server and standby server.

-n, --no-
libedit

Closes command line editing.

_0, -
output=FI
LENAME

Puts all query output into the FILENAME file.

An absolute
path or relative
path that meets
the OS path
naming
convention

_q’ -
quiet

Indicates the quiet mode and no additional
information will be printed.

By default, gsql
displays various
information.

_S’ -
single-
step

Runs in single-step mode. It indicates that the
user is prompted before each command is sent to
the server. This option can be also used for
canceling execution. Use this option to debug
scripts.
CAUTION

When this parameter is used in some SQL statements,

the sensitive information, such as user password, may
be disclosed. Use this parameter with caution.

=S, --
single-
line

Runs in single-line mode where a line break
terminates an SQL command, as a semicolon
does.
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er
-C, -- When -C is used to connect to a local or remote
enable- database, you can use this option to enable the
client- encrypted database function.
encryptio
n
Table 2-9 Output format parameters
Parameter | Description Value
Range
-A, --no- Switches to unaligned output mode. The default
align output
mode is
aligned.
-F, --field- Specifies the field separator. The default is the -
separator=S | vertical bar (]).
TRING
-H, --html Turns on the HTML tabular output. -
-P, -- Specifies the print option in the \pset format in -
pset=VAR[= | the command line.
ARG] NOTE
The equal sign (=), instead of the space, is used here to
separate the name and value. For example, enter -P
format=latex to set the output format to LaTeX.
-R, --record- | Sets the record separator. -
separator=S
TRING
-r Enables the function of recording historical client This
operations. function is
disabled by
default.
-t, --tuples- | Prints only tuples. -
only
-T, --table- Specifies options to be placed within the HTML -
attr=TEXT table tag.
Use this parameter with the -H,--html parameter
to specify the output to the HTML format.
-X, -- Turns on the expanded table formatting mode. -
expanded
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-z, --field- Sets the field separator in the unaligned output -
separator- mode to be blank.
Z€ro Use this parameter with the -A, --no-align

parameter to switch to unaligned output mode.
-0, --record- | Sets the record separator in the unaligned output | -
separator- mode to be blank.
Z€ro Use this parameter with the -A, --no-align

parameter to switch to unaligned output mode.
-2, -- Uses a pipe to transmit the password. This -
pipeline parameter cannot be used on devices and must be

used together with the -c or -f parameter.
-g, Prints all SQL statements from a file. -

Table 2-10 Connection parameters

Parameter

Description

Value Range

-h, --
host=HOSTNAM
E

Specifies the host name of the machine
on which the server is running or the
directory for the Unix-domain socket.

If the host name
is omitted, gsql
connects to the
server of the local
host over the Unix
domain socket or
over TCP/IP to
connect to local
host without the

username=USER
NAME

Unix domain
socket.
-p, --port=PORT | Specifies the port nhumber of the The default value
database server. is 5432.
You can modify the default port number
using this parameter.
-U, -- Specifies the user that connects to the Character string.

database.
NOTE

e If this parameter is specified, you also
need to enter your password for identity
authentication when connecting to the
database. You can enter the password
interactively or use the -W parameter to
specify a password.

e To connect to a database, add an escape

character before any dollar sign ($) in the

user name.

The default user is
the current user
that operates the
system.
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-W, -- Specifies the password when the -U The password
password=PASS | parameter is used to connect to a must meet the
WORD remote database. complexity
NOTE requirement.

When the server where the primary database
node is located connects to the local primary
database node, the trust connection is used
by default and this parameter is ignored.

To connect to a database, add an escape
character before any backslash (\) or back
quote (°) in the password.

If this parameter is not specified but
database connection requires your password,
you will be prompted to enter your password
in interactive mode. The maximum length of
the password is 999 bytes, which is restricted
by the maximum value of the GUC
parameter password_max_length.

Meta-Command Reference

This section describes meta-commands provided by gsql after the openGauss
database CLI tool is used to connect to a database. A gsql meta-command can be
anything that you enter in gsql and begins with an unquoted backslash.

Precautions

The format of the gsql meta-command is a backslash (\) followed by a
command verb, and then a parameter. The parameters are separated from the
command verb and from each other by any number of whitespace characters.

To include whitespace in a parameter, you can quote it with single quotation
marks ("). To include single quotation marks in a parameter, add a backslash
in front of it. Anything contained in single quotation marks is furthermore
subject to C-like substitutions for \n (new line), \t (tab), \b (backspace), \r
(carriage return), \f (form feed), \digits (octal), and \xdigits (hexadecimal).

Within a parameter, text enclosed in double quotation marks ("") is taken as
a command line input to the shell. The command output (with any trailing
newline removed) is taken as a parameter.

If an unquoted parameter begins with a colon (:), the parameter is taken as a
gsql variable and the value of the variable is used as the parameter value
instead.

Some commands take an SQL identifier (such as a table name) as a
parameter. These parameters follow the SQL syntax rules: Unquoted letters
are forcibly converted to lowercase letters, while double quotation marks ("")
protect letters from case conversion and allow incorporation of whitespace
into the identifier. Within double quotation marks, paired double quotation
marks reduce to a single double quotation mark in the result name. For
example, FOO"BAR"BAZ is interpreted as fooBARbaz, and "Aweird""name"
becomes A weird"name.
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e Parameter parsing stops when another unquoted backslash appears. An
unquoted backslash is taken as the beginning of a new meta-command. The
special sequence \\ (two backslashes) marks the end of parameters and
continues parsing SQL statements if any. In this way, SQL statements and gsql
commands can be freely mixed in a line. However, the parameters of a meta-
command cannot continue beyond the end of a line in any situations.

Meta-Commands

For details about meta-commands, see Table Common meta-commands, Table
Query buffer meta-commands, Table Input and output meta-commands,
Table Information display meta-commands, Table Formatting meta-
commands, Table Connection meta-commands, Table OS meta-commands,
Table Variable meta-commands, and Table Large object meta-commands.

NOTICE

FILE mentioned in the following commands indicates a file path. This path can be
an absolute path such as /home/gauss/file.txt or a relative path, such as file.txt.
By default, a file.txt is created in the path where the user runs gsql commands.

Table 2-11 Common meta-commands

Parameter Description Value Range

\copyright Displays the openGauss version and -
copyright information.

\g [FILE] or; | Performs a query operation and sends -
the result to a file or pipe.

\h(\help) Provides syntax help on the specified If NAME is not
[NAME] SQL statement. specified, then gsql
will list all the
commands for which
syntax help is
available. If NAME is
an asterisk (*), syntax
help on all SQL
statements is
displayed.
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Parameter

Description

Value Range

\parallel [on
[num]|off]

Controls the parallel execution function.

°
NO

on: The switch is enabled and the
maximum number of concurrently
executed tasks is num.

off: This switch is disabled.
TE

Parallel execution is not allowed in a
running transaction and a transaction
cannot be started during parallel
execution.

Parallel execution of \d meta-commands
is not allowed.

If SELECT statements are run concurrently,
customers can accept the problem that
the return results are displayed randomly
but they cannot accept it if a core dump
or process response failure occurs.

The SET statements are not allowed in
concurrent tasks because they may cause
unexpected results.

Temporary tables cannot be created. If
temporary tables are required, create
them before parallel execution is enabled,
and use them only in the parallel
execution. Temporary tables cannot be
created in parallel execution.

When \parallel is executed, num
independent gsql processes can be
connected to the database server.

The duration of all the jobs specified
using \parallel cannot exceed
session_timeout. Otherwise, the
database may be disconnected during
parallel execution.

One or more commands following
\parallel on are executed only after
\parallel off is executed. Therefore, each
\parallel on must correspond to one
\parallel off. Otherwise, the commands
following \parallel on cannot be
executed.

The default value of
num is 1024.

NOTICE

e The maximum
number of
connections
allowed by the
server is
determined based
on
max_connection
and the number of
current
connections.

e Set the value of
num based on the
allowed number of
connections.

\q

Exits the gsql program. In a script file,
this command is run only when a script

ter

minates.
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Table 2-12 Query buffer meta-commands

Parameter

Description

\e [FILE] [LINE]

Uses an external editor to edit the query buffer or
file.

\ef [FUNCNAME [LINE]]

Uses an external editor to edit the function
definition. If LINE is specified, the cursor will point
to the specified line of the function body.

\p Prints the current query buffer to the standard
output.

\r Resets (clears) the query buffer.

\w FILE Outputs the current query buffer to a file.

Table 2-13 Input and output meta-commands

Parameter

Description

\copy { table [ ( column_list ) ] |
(query) }{from|to}

{ filename | stdin | stdout | pstdin
| pstdout } [ with ] [ binary ]

[ oids ] [ delimiter [ as ]
'character' ] [ null [ as ] 'string' ]
[ csv [ header ] [ quote [ as ]
'character' ] [ escape [ as ]
'character' ] [ force quote
column_Llist | * ] [ force not null
column_Llist ] ] [parallel integer]

After logging in to the database on any psql
client, you can import and export data. This
is an operation of running the SQL COPY
command, but not the server that reads or
writes data to a specified file. Instead, data
is transferred between the server and the
local file system. This means that the
accessibility and permissions of the file are
the permissions of the local user rather than
the server. The initial database user
permission is not required.
NOTE

\COPY applies only to small-scale data import in

good format. It neither preprocesses invalid

characters nor provides error tolerance. COPY is
preferred for data import.

\COPY specifies the number of clients to import
data to implement parallel import of data files.
Currently, the value ranges from 1 to 8.

The parallel import using \COPY has the
following constraints: Parallel import of
temporary tables is not supported. Parallel import
within transactions is not supported. Parallel
import of binary files is not supported. Parallel
import of data encrypted using AES-128 is not
supported. In these cases, even if the parallel
parameter is specified, a non-parallel process is
performed.

\echo [STRING]

Writes a character string to the standard
output.
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Parameter Description

\i FILE Reads content from F/LE and uses them as
the input for a query.

\i+ FILE KEY Runs commands in an encrypted file.

\ir FILE Is similar to \i, but resolves relative path
names differently.

\ir+ FILE KEY Is similar to \i+, but resolves relative path
names differently.

\o [FILE] Saves all query results to a file.

\gecho [STRING] Prints a character string to the query result
output.

(11 NOTE

In Table 2-14, option S indicates displaying the system object and PATTERN indicates

displaying the additional description information and the name of the object to be
displayed.

Table 2-14 Information display meta-commands

Parame
ter

Description

Value Range

Example

\d[S+]

Lists all tables, views, and
sequences of all schemas in
search_path. When objects
with the same name exist in
different schemas in
search_path, only the
object in the schema that
ranks first in search_path is
displayed.

List all tables,
views, and
sequences of all
schemas in

search_path.
openGauss=# \d

\d[S+]
NAME

Lists the structure of
specified tables, views, and
indexes.

List the structure

of table a.
openGauss=# \dtable+
a

\d+
[PATTER
N]

Lists all tables, views, and
indexes.

If PATTERN is
specified, only
tables, views, and
indexes whose
names match
PATTERN are
displayed.

List all tables,
views, and
indexes whose
names start with

f.
openGauss=# \d+ f*
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ter
\da[S] Lists all available aggregate | If PATTERN is List all available
[PATTER | functions, together with specified, only aggregate
N] their return value types and | aggregate functions whose
the data types. functions whose names start with
names match f, together with
PATTERN are their return value
displayed. types and the
data types.
openGauss=# \da f*
\db[+] Lists all available If PATTERN is List all available
[PATTER | tablespaces. specified, only tablespaces
N] tablespaces whose names
whose names start with p.
match PATTERN openGauss=# \db p*
are displayed.
\dc[S+] | Lists all available If PATTERN is List all available
[PATTER | conversions between specified, only conversions
N] character sets. conversions between
whose names character sets.
match PATTERN openGauss=# \dc *
are displayed.
\dC[+] Lists all type conversions. If PATTERN is List all type
[PATTER specified, only conversion whose
N] conversions patten names
whose names start with c.
match PATTERN openGauss=# \dC c*
are displayed.
\dd[S] Lists descriptions about If PATTERN is not | List all visible
[PATTER | objects matching PATTERN. | specified, all objects.
N] visible objects are | openGauss=# \dd
displayed. The
objects include
aggregations,
functions,
operators, types,
relations (table,
view, index,
sequence, and
large object), and
rules.
\ddp Lists all default permissions. | If PATTERN is List all default
[PATTER specified, only permissions.
N] permissions openGauss=# \ddp
whose names
match PATTERN
are displayed.

Issue 01 (2022-03-31)

Copyright © Huawei Technologies Co., Ltd.

29




openGauss

Tool Reference 2 Client Tool
Parame | Description Value Range Example
ter
\dD[S+] | Lists all available domains. If PATTERN is List all available
[PATTER specified, only domains.
N] domains whose openGauss=# \dD
names match
PATTERN are
displayed.
\ded[+] | Lists all Data Source objects. | If PATTERN is List all Data
[PATTER specified, only Source objects.
N] objects whose openGauss=# \ded
names match
PATTERN are
displayed.
\det[+] | Lists all external tables. If PATTERN is List all external
[PATTER specified, only tables.
N] tables whose openGauss=# \det
names match
PATTERN are
displayed.
\des[+] | Lists all external servers. If PATTERN is List all external
[PATTER specified, only servers.
N] servers whose openGauss=# \des
names match
PATTERN are
displayed.
\deu[+] | Lists user mappings. If PATTERN is List user
[PATTER specified, only mappings.
N] mappings whose openGauss=# \deu
names match
PATTERN are
displayed.
\dew[+] | Lists foreign-data wrappers. | If PATTERN is List foreign-data
[PATTER specified, only wrappers.
N] wrappers whose openGauss=# \dew
names match
PATTERN are
displayed.
\df[ant | Lists all available functions, | If PATTERN is Lists all available
w][S+] | together with their specified, only functions,
[PATTER | parameters and return functions whose together with
N] types. a indicates an names match their parameters

aggregate function, n
indicates a common
function, t indicates a
trigger, and w indicates a
window function.

PATTERN are
displayed.

and return types.
openGauss=# \df
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ter
\dF[+] Lists all text search If PATTERN is List all text search
[PATTER | configurations. specified, only configurations.
N] configurations openGauss=# \dF+
whose names
match PATTERN
are displayed.
\dFd[+] | Lists all text search If PATTERN is List all text search
[PATTER | dictionaries. specified, only dictionaries.
N] dictionaries whose | openGauss=# \dFd
names match
PATTERN are
displayed.
\dFp[+] | Lists all text search parsers. | If PATTERN is List all text search
[PATTER specified, only parsers.
N] parsers whose openGauss=# \dFp
names match
PATTERN are
displayed.
\dFt[+] Lists all text search If PATTERN is List all text search
[PATTER | templates. specified, only templates.
N] templates whose | openGauss=# \dFt
names match
PATTERN are
displayed.
\dg[+] Lists all database roles. If PATTERN is List all database
[PATTER | NOTE specified, only roles whose
N] Since the concepts of "users" | roles whose names start with j
and "groups” have been names match and end with e.
unified into "roles", this PATTERN are openGauss=# \dg j?e
command is now equivalent to :
\du. To be compatigle with displayed.
earlier versions, two
commands are reserved.
\dl An alias for \lo_list, which - List all large
shows a list of large objects. objects.
openGauss=# \dl
\dL[S+] | Lists available procedural If PATTERN is List available
[PATTER | languages. specified, only procedural
N] languages whose | languages.
names match openGauss=# \dL
PATTERN are
displayed.
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Parame
ter

Description

Value Range

Example

\dm[S+]
[PATTER
N]

Lists materialized views.

If PATTERN is
specified, only
materialized
views whose
names match
PATTERN are
displayed.

Lists materialized

views.
openGauss=# \dm

\dn[S+]
[PATTER
N]

Lists all schemas
(namespace).

If PATTERN is
specified, only
schemas whose
names match
PATTERN are
displayed. By
default, only
schemas you
created are
displayed.

List information
about all schemas
whose names

start with d.
openGauss=# \dn+ d*

\do[S]
[PATTER
N]

Lists all available operators
with their operand and
return types.

If PATTERN is
specified, only
operators whose
names match
PATTERN are
displayed. By
default, only
operators you
created are
displayed.

List all available
operators with
their operand and

return types.
openGauss=# \do

\dO[5+]
[PATTER
N]

Lists collations.

If PATTERN is
specified, only
collations whose
names match
PATTERN are
displayed. By
default, only
collations you
created are
displayed.

List collations.
openGauss=# \dO
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ter
\dp Lists tables, views, and If PATTERN is List tables, views,
[PATTER | related permissions. specified, only and related
N] The following result about tables and views permissions.
\dp is displayed: whose names openGauss=# \dp
rolename=xxxx/yyyy --Assigning match PATTERN
permissions to a role are displayed,
=xxxx/yyyy --Assigning permissions
to public
xxxx indicates assigned
permissions, and yyyy
indicates roles with the
assigned permissions. For
details about permission
descriptions, see Table
Description of permissions.
\drds Lists all modified If PATTERN is List all modified
[PATTER | configuration parameters. specified, only configuration
N1 These settings can be for collations whose parameters of the
[PATTER | roles, for databases, or for names match postgres
N2]] both. PATTERN1 and PATTERN are database.
PATTERN2 indicate a role displayed. If the openGauss=# \drds *
pattern and a database default value is postgres
pattern, respectively. used or * is
specified, all
settings are listed.
\dT[S+] | Lists all data types. If PATTERN is List all data types.
[PATTER specified, only openGauss=# \dT
N] types whose
names match
PATTERN are
displayed.
\du[+] Lists all database roles. If PATTERN is List all database
[PATTER | NOTE specified, only roles.
N] Since the concepts of "users" | roles whose openGauss=# \du

and "groups" have been
unified into "roles", this
command is now equivalent to
\dg. To be compatible with
earlier versions, two
commands are reserved.

names match
PATTERN are
displayed.
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Parame
ter

Description

Value Range

Example

\dE[S+]
[PATTER
N]

\di[S+]
[PATTER
N]

\ds[S+]
[PATTER
N]

\dt[S+]
[PATTER
N]
\dv[S+]
[PATTER
N]

In this group of commands,
the letters E, i, s, t, and v
stand for a foreign table,
index, sequence, table, or
view, respectively. You can
specify any or a
combination of these letters
sequenced in any order to
obtain an object list. For
example, \dit lists all
indexes and tables. If a
command is suffixed with a
plus sign (+), physical
dimensions and related
descriptions of each object
will be displayed.

If PATTERN is
specified, only
objects whose
names match
PATTERN are
displayed. By
default, only
objects you
created are
displayed. You can
specify PATTERN
or S to view other
system objects.

List all indexes

and views.
openGauss=# \div

\dx[+]
[PATTER
N]

Lists the extensions of the
installed database.

If PATTERN is
specified, only
extensions whose
names match
PATTERN are
displayed.

List the extensions
of the installed

database.
openGauss=# \dx

\U[+]

Lists the names, owners,
character set encodings,
and permissions of all the
databases on the server.

List the names,
owners, character
set encodings,
and permissions
of all the
databases on the

server.
openGauss=# \l

\sf[+]
FUNCN
AME

Displays function
definitions.

NOTE
If the function name contains
parentheses, enclose the
function name with quotation
marks and add the parameter
type list following the double
quotation marks. Also enclose
the list with parentheses.

Assume a
function
function_a and a
function
func()name. This
parameter will be

as follows:
openGauss=# \sf
function_a
openGauss=# \sf
"func()name" (argtype1,
argtype2)
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ter

\z Lists all tables, views, and If a pattern is List all tables,

[PATTER | sequences in the database given, it is a views, and

N] and their access regular sequences in the

permissions. expression, and database and

only matched their access
tables, views, and | permissions.
sequences are openGauss=# \z
displayed.

Table 2-15 Description of permissions

Parameter

Description

r

SELECT: allows you to read data from specified tables
and views.

UPDATE: allows you to update columns for specified
tables.

INSERT: allows you to insert data to specified tables.

DELETE: allows you to delete data from specified tables.

TRUNCATE: allows you to delete all data from specified
tables.

REFERENCES: allows you to create foreign key
constraints. This parameter does not take effect because
foreign keys are not supported.

TRIGGER: allows you to create a trigger on specified
tables.

EXECUTE: allows you to use specified functions and the
operators that are realized by the functions.

USAGE:

e For procedural languages, allows you to specify a
procedural language when creating a function.

e For schemas, allows you to access objects included in
specified schemas.

e For sequences, allows you to use the nextval function.
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Parameter

Description

C

CREATE:

e For databases, allows you to create schemas within a
database.

e For schemas, allows you to create objects in a
schema.

e For tablespaces, allows you to create tables in a
tablespace and set the tablespace to default one
when creating databases and schemas.

CONNECT: allows you to access specified databases.

TEMPORARY: allows you to create temporary tables.

ALTER: allows users to modify the attributes of a
specified object.

DROP: allows users to delete a specified object.

COMMENT: allows users to define or modify comments
of a specified object.

INDEX: allows users to create indexes on specified tables.

VACUUM: allows users to perform ANALYZE and
VACUUM operations on specified tables.

Authorization options for preceding permissions.

Table 2-16 Formatting meta-commands

Parameter Description

\a Controls the switchover between unaligned mode
and aligned mode.

\C [STRING] Sets the title of any table being printed as the
result of a query or cancels such a setting.

\f [STRING] Sets a field separator for unaligned query output.

\H e If the text format schema is used, switches to

the HTML format.

e |f the HTML format schema is used, switches to
the text format.

\pset NAME [VALUE]

Sets options affecting the output of query result
tables. For details about the value of NAME, see
Table Adjustable printing options.

\t [on|off]

Switches the information and row count footer of
the output column name.
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Parameter

Description

\T [STRING]

Specifies attributes to be placed within the table
tag in HTML output format. If the parameter is not
configured, the attributes are not set.

\x [on]|offlauto]

Switches expanded table formatting modes.

Table 2-17 Adjustable printing options

Option

Description

Value Range

border

The value must be a number.
In general, a larger number
indicates wider borders and
more table lines.

e The value is an integer
greater than 0 in HTML
format.

e The value range in other
formats is as follows:

- 0: no border
- 1T:internal dividing line
- 2:table frame

expanded (or
X)

Switches between regular
and expanded formats.

e When the expanded format
is enabled, query results are
displayed in two columns,
with the column name on
the left and the data on the
right. This format is useful
if the data does not fit the
screen in the normal
"horizontal" format.

e The expanded format is
used when the query
output is wider than the
screen. Otherwise, the
regular format is used. The
regular format is effective
only in the aligned and
wrapped formats.

fieldsep

Specifies the field separator
to be used in unaligned
output format. In this way,
you can create tab- or
comma-separated output
required by other programs.
To set a tab as field
separator, type \pset fieldsep
"\t'. The default field

separator is a vertical bar (']').
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Option

Description

Value Range

fieldsep_zero

Sets the field separator to be
used in unaligned output
format to zero bytes.

footer

Enables or disables the
display of table footers.

format

Selects the output format.
Unique abbreviations are
allowed. (This means a single
letter is sufficient.)

Value range:

e unaligned: Write all
columns of a row on one
line, separated by the
currently active column
separator.

e aligned: This format is
standard and human-
readable.

e wrapped: This format is
similar to aligned, but
includes the packaging
cross-line width data value
to suit the width of the
target column output.

e html: This format outputs
table to the markup
language for a document.
The output is not a
complete document.

e latex: This format outputs
table to the markup
language for a document.
The output is not a
complete document.

e troff-ms: This format
outputs table to the
markup language for a
document. The output is
not a complete document.

null

Sets a character string to be
printed in place of a null
value.

By default, nothing is printed,
which can easily be mistaken
for an empty character string.

numericlocale

Enables or disables the
display of a locale-specific
character to separate groups
of digits to the left of the
decimal marker.

e on: The specified separator
is displayed.

e off: The specified separator
is not displayed.

If this parameter is ignored,
the default separator is
displayed.
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Description

Value Range

pager

Controls the use of a pager
for query and gsql help
outputs. If the PAGER
environment variable is set,
the output is piped to the
specified program. Otherwise,
a platform-dependent default
is used.

e on: The pager is used for
terminal output that does
not fit the screen.

e off: The pager is not used.

e always: The pager is used
for all terminal output
regardless of whether it fits
the screen.

recordsep

Specifies the record separator
to be used in unaligned
output format.

recordsep_zero

Specifies the record separator
to be used in unaligned
output format to zero bytes.

tableattr (or T)

Specifies attributes to be
placed inside the HTML table
tag in HTML output format
(such as cellpadding or
bgcolor). Note that you do
not need to specify border
because it has been used by
\pset border. If no value is
given, the table attributes do
not need to be set.

title

Specifies the table title for
any subsequently printed
tables. This can be used to
give your output descriptive
tags. If no value is given, the
title does not need to be set.

t)

tuples_only (or

Enables or disables the
tuples-only mode. Full display
may show extra information,
such as column headers,
titles, and footers. In
tuples_only mode, only the
table data is displayed.

feedback

Specifies whether to output
the number of result lines.
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Table 2-18 Connection meta-commands

Parameter Description Value Range
\c[onnect] Connects to a new database. The current | -
[DBNAME|- database is postgres. If a database name
USER|- HOST|- | contains more than 63 bytes, only the
PORT|-] first 63 bytes are valid and are used for
connection. However, the database name
displayed in the command line of gsql is
still the name before the truncation.
NOTE
If the database login user is changed during
reconnection, you need to enter the password
for the new user. The maximum length of the
password is 999 bytes, which is restricted by
the maximum value of the GUC parameter
password_max_length.
\encoding Sets the client character set encoding. This command
[ENCODING] shows the current
encoding if it has
no parameter.
\conninfo Outputs information about the current -
database connection.

Table 2-19 OS meta-commands

Parameter

Description

Value Range

\cd [DIR]

Changes the current working
directory.

An absolute path or
relative path that
meets the OS path
naming convention

\setenv NAME
[VALUE]

Sets the NAME environment -
variable to VALUE. If VALUE is not
provided, do not set the
environment variable.

\timing [on|off]

Toggles a display of how long each | e
SQL statement takes, in
milliseconds.

on: enables the

display function.

off: disables the

display function.

\! [COMMAND]

Escapes to a separate Unix shell or -
runs a Unix command.
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Table 2-20 Variable meta-commands

Parameter

Description

\prompt [TEXT] NAME

Prompts the user to use texts to specify a variable
name.

\set [NAME [VALUE]]

Sets the internal variable NAME to VALUE. If more
than one value is given, NAME is set to the

concatenation of all of them. If only one parameter
is provided, the variable is set with an empty value.

Some common variables are processed in another
way in gsql, and they are the combination of
uppercase letters, numbers, and underscores. Table
2-21 describes a list of variables that are processed
in a way different from other variables.

\unset NAME

Unsets or deletes the variable name of gsql.

Table 2-21 Common \set commands

Command Description

Value Range

\set VERBOSITY | This variable can be set to default, verbose,

Value range:

P value

value or terse to control redundant lines of error default,
reports. verbose,
terse
\set If this variable is set, the script execution Value range:

ON_ERROR_STO | stops immediately. If this script is invoked

from another script, that script will be
stopped immediately as well. If the primary
script is invoked using the -f option rather
than from one gsql session, gsql will return
error code 3, indicating the difference

(The error code for critical errors is 1.)

between the current error and critical errors.

on/off, true/
false, yes/no,
1/0
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Command Description

Value Range

\set RETRY Determines whether to enable the retry
[retry_times] function if statement execution encounters
errors. The parameter retry_times specifies
the maximum number of retry times and
the default value is 5. Its value ranges from
5 to 10. If the retry function has been
enabled, when you run the \set RETRY
command again, the retry function will be
disabled.

The configuration file retry_errcodes.conf
shows a list of errors. If these errors occur,
retry is required. This configuration file is
placed in the same directory as that for
executable gsql programs. This
configuration file is configured by the
system rather than by users and cannot be
modified by the users.

The retry function can be used in the
following error scenarios:

e YYO0O01: TCP communication errors. Print
information: Connection reset by peer.

e YY002: TCP communication errors. Print
information: Connection reset by peer.

e YY003: Lock timeout. Print information:
Lock wait timeout.../wait transaction
xxx sync time exceed xxx.

e YY004: TCP communication errors. Print
information: Connection timed out.

e YY0O05: Failed to deliver the SET query
command. Print information: ERROR SET
query.

e YY0O06: Failed to apply for memory. Print
information: memory is temporarily
unavailable.

e YY007: Communication library error. Print
information: Memory allocate error.

e YY008: Communication library error. Print
information: No data in buffer.

e YY009: Communication library error. Print
information: Close because release
memory.

e YY010: Communication library error. Print
information: TCP disconnect.

e YY011: Communication library error. Print
information: SCTP disconnect.

Value range
of
retry_times:
5-10
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e YY012: Communication library error. Print
information: Stream closed by remote.

e YY013: Communication library error. Print
information: Wait poll unknown error.

e YY014, YYO15, 53200, 08006, 08000,
57P01, XX003, XX009

If an error occurs, gsql queries connection
status of every database node. If the
connection status is abnormal, gsql sleeps
for 1 minute and tries again. In this case,
the retries in most of the primary/standby
switchover scenarios are involved.

NOTE

1. Statements in transaction blocks cannot be
retried upon a failure.

2. Retry is not supported if errors are found
using ODBC or JDBC.

3. For SQL statements with unlogged tables, the
retry is not supported if a node is faulty.

4. For gsql client faults, the retry is not
supported.

Table 2-22 Large object meta-commands

Parameter Description

\lo_list Displays a list of all openGauss large objects stored in
the database, along with comments provided for them.

PATTERN

The various \d commands accept a PATTERN parameter to specify the object
name to be displayed. In the simplest case, a pattern is just the exact name of the
object. The characters within a pattern are normally folded to lower case, similar
to those in SQL names. For example, \dt FOO will display the table named foo. As
in SQL names, placing double quotation marks (") around a pattern prevents
them being folded to lower case. If you need to include a double quotation mark
(") in a pattern, write it as a pair of double quotation marks ("") within a double-
guote sequence, which is in accordance with the rules for SQL quoted identifiers.
For example, \dt "FOO""BAR" will be displayed as a table named FOO"BAR
instead of foo"bar. You cannot put double quotation marks around just part of
PATTERN, which is different from the normal rules for SQL names. For example,
\dt FOO"FOO"BAR will be displayed as a table named fooFOObar if just part of a
pattern is quoted.

Whenever the PATTERN parameter is omitted completely, the \d commands
display all objects that are visible in the current schema search path, which is
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equivalent to using an asterisk (*) as the PATTERN. An object is regarded to be
visible if it can be referenced by name without explicit schema qualification. To see
all objects in the database regardless of their visibility, use a dot within double
asterisks (*.*) as the PATTERN.

Within a PATTERN, the asterisk (*) matches any sequence of characters (including
no characters) and a question mark (?) matches any single character. This
notation is comparable to Unix shell file name PATTERN. For example, \dt int*
displays tables whose names begin with int. But within double quotation marks,
the asterisk (*) and the question mark (?) lose these special meanings and are just
matched literally.

A PATTERN that contains a dot (.) is interpreted as a schema name pattern
followed by an object name pattern. For example, \dt foo*.*bar* displays all tables
(whose names include bar) in schemas starting with foo. If no dot appears, then
the PATTERN matches only visible objects in the current schema search path.
Again, a dot within double quotation marks loses its special meaning and is
matched literally.

Advanced users can use regular-expression notations, such as character classes.
For example [0-9] can be used to match any digit. All regular expression special
characters, except the following, work as specified in POSIX regular expressions:

e Adot (.) is used as a separator.

e An asterisk (*) is translated into an asterisk prefixed with a dot (.*), which is a
regular-expression marking.

e A question mark (?) is translated into a dot (.).
e Adollar sign ($) is matched literally.

You can, as required, write ?, (R+|), (R|), and R to the following PATTERN
characters: ., R*, and R?. The dollar sign ($) does not need to work as a regular-
expression character since the PATTERN must match the whole name, which is
different from the usual interpretation of regular expressions. In other words, the
dollar sign ($) is automatically appended to your PATTERN. If you do not expect a
PATTERN to be anchored, write an asterisk (*) at its beginning or end. All regular-
expression special characters within double quotation marks lose their special
meanings and are matched literally. Regular-expression special characters in
operator name patterns (such as the \do parameter) are also matched literally.

Troubleshooting

Low Connection Performance

e log_hostname is enabled, but DNS is incorrect.

Connect to the database, and run show log_hostname to check whether
log_hostname is enabled in the database.

If it is enabled, the database kernel will use DNS to check the name of the
host where the client is deployed. If the primary database node is configured
with an incorrect or unreachable DNS server, the database connection will
take a long time to set up. For details about this parameter, see the
description of log_hostname in section "GUC Parameter Description > Error
Reports and Logs > Log Content" in the Developer Guide.

e The database kernel slowly runs the initialization statement.
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Problems are difficult to locate in this scenario. Try using the strace Linux
trace command.

strace gsqgl -U MyUserName -W MyPassWord -d postgres -h 127.0.0.1 -p 23508 -r -c '\q'

The database connection process will be printed on the screen. If the
following statement takes a long time to run:

sendto(3, "Q\0\0\0\25SELECT VERSION()\0", 22, MSG_NOSIGNAL, NULL, 0) = 22
poll([{fd=3, events=POLLIN|POLLERR}], 1, -1) = 1 ([{fd=3, revents=POLLIN}])

It indicates that the SELECT VERSION() statement was run slowly.

After the database is connected, you can run the explain performance select
version() statement to find the reason why the initialization statement was
run slowly. For more information, see "Performance Tuning > SQL Tuning
Guide > SQL Execution Plan" in the Developer Guide.

An uncommon scenario is that the disk of the machine where the primary
database node resides is full or faulty, affecting queries and leading to user
authentication failures. As a result, the connection process is suspended. To
solve this problem, simply clear the data disk space of the primary database
node.

TCP connection is set up slowly.

Adapt the steps of troubleshooting slow initialization statement execution.
Use strace. If the following statement is run slowly:

connect(3, {sa_family=AF_FILE, path="/home/test/tmp/gaussdb_Llt1/.s.PGSQL.61052"}, 110) = 0

or

connect(3, {sa_family=AF_INET, sin_port=htons(61052), sin_addr=inet_addr("127.0.0.1")}, 16) = -1
EINPROGRESS (Operation now in progress)

It indicates that the physical connection between the client and the database
is set up slowly. In this case, check whether the network is unstable or has
high throughput.

Problems in Setting Up Connections

gsql: could not connect to server: No route to host

This problem occurs generally because an unreachable IP address or port
number was specified. Check whether the values of -h and -p parameters are
correct.

gsql: FATAL: Invalid username/password,login denied.

This problem occurs generally because an incorrect username or password
was entered. Contact the database administrator to check whether the
username and password are correct.

gsql: FATAL: Forbid remote connection with trust method!

For security purposes, remote login in trust mode is forbidden. In this case,
you need to modify the connection authentication information in the
pg_hba.conf file. For details, see "Database Security Management > Client
Access Authentication > Configuration File Reference" in the Developer Guide.

(11 NOTE

Do not modify the configurations of the openGauss host in the pg_hba. conf file.
Otherwise, the database may become faulty. It is recommended that service
applications be deployed outside the openGauss.

If -h 127.0.0.1 is specified, the database connection is successful. If -h
127.0.0.1 is removed, the connection fails.
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Run the show unix_socket_directory SQL statement to check whether the
Unix socket directory used by the primary database node is the same as that
specified by $PGHOST in the shell directory.

If they are different, set SPGHOST to the directory specified by
unix_socket_directory.

For more information about unix_socket_directory, see "GUC Parameter
Description > Connection and Authentication > Connection Settings" in
Developer Guide.

The "libpg.so" loaded mismatch the version of gsql, please check it.

This problem occurs because the version of libpg.so used in the environment
does not match that of gsql. Run the ldd gsql command to check the version
of the loaded libpg.so, and then load correct libpg.so by modifying the
environment variable LD_LIBRARY_PATH.

gsql: symbol lookup error: xxx/gsqgl: undefined symbol: libpgVersionString

This problem occurs because the version of libpqg.so used in the environment
does not match that of gsql (or the PostgreSQL libpq.so exists in the
environment). Run the ldd gsql command to check the version of the loaded
libpg.so, and then load correct libpg.so by modifying the environment
variable LD_LIBRARY_PATH.

gsql: connect to server failed: Connection timed out

Is the server running on host "xx.xxx.xxx.xxx" and accepting TCP/IP
connections on port Xxxx?

This problem is caused by network connection faults. Check the network
connection between the client and the database server. If you cannot ping
from the client to the database server, the network connection is abnormal.
Contact network management personnel for troubleshooting.

ping -c 4 10.10.10.1

PING 10.10.10.1 (10.10.10.1) 56(84) bytes of data.

From 10.10.10.1: icmp_seq=2 Destination Host Unreachable

From 10.10.10.1 icmp_seq=2 Destination Host Unreachable

From 10.10.10.1 icmp_seq=3 Destination Host Unreachable

From 10.10.10.1 icmp_seq=4 Destination Host Unreachable

--- 10.10.10.1 ping statistics ---

4 packets transmitted, O received, +4 errors, 100% packet loss, time 2999ms

gsql: FATAL: permission denied for database "postgres"

DETAIL: User does not have CONNECT privilege.

This problem occurs because the user does not have the permission to access
the database. To solve this problem, perform the following steps:

a. Connect to the database as the system administrator dbadmin.
gsql -d postgres -U dbadmin -p 15400

b. Grant the user with the permission to access the database.
GRANT CONNECT ON DATABASE postgres TO user1;
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{11 NOTE

Actually, some misoperations may also cause a database connection failure, for
example, entering an incorrect database name, username, or password. In this
case, the client tool will display the corresponding error messages.

gsql -d postgres -p 15400

gsql: FATAL: database "postgres" does not exist

gsql -d postgres -U user1 -W gauss@789 -p 15400
gsql: FATAL: Invalid username/password,login denied.
e gsql: FATAL: sorry, too many clients already, active/non-active: 197/3.
This problem occurs because the number of system connections exceeds the
allowed maximum. Contact the database administrator to release
unnecessary sessions.

You can check the number of connections as described in Table 2-23.

You can view the session status in the PG_STAT_ACTIVITY view. To release
unnecessary sessions, use the pg_terminate_backend function.

select datid,pid,state from pg_stat_activity;
datid | pid | state

13205 | 139834762094352 | active
13205 | 139834759993104 | idle
(2 rows)

The value of pid is the thread ID of the session. Terminate the session using
its thread ID.

SELECT PG_TERMINATE_BACKEND(139834759993104);

If a command output similar to the following is displayed, the session is
successfully terminated.

PG_TERMINATE_BACKEND

Table 2-23 Viewing the number of session connections

Description Command

View the maximum Run the following command to view the upper
number of sessions limit of the number of USER1's session

connected to a connections. -1 indicates that no upper limit is set
specific user. for the number of user1's session connections.

SELECT ROLNAME,ROLCONNLIMIT FROM PG_ROLES WHERE
ROLNAME="user1";
rolname | rolconnlimit
+
userl | -1
(1 row)
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View the maximum Run the following command to view the upper
number of sessions limit of the number of postgres's session
connected to a connections. -1 indicates that no upper limit is set
specific database. for the number of postgres's session connections.

SELECT DATNAME,DATCONNLIMIT FROM PG_DATABASE WHERE
DATNAME="postgres’;

datname | datconnlimit
postgres | -1
(1 row)

View the number of Run the following command to view the number of
session connections session connections that have been used by
that have been used postgres. 1 indicates the number of session

by a specific database. | connections that have been used by postgres.
SELECT COUNT(*) FROM PG_STAT_ACTIVITY WHERE
DATNAME="postgres’;

count

gsqgl: wait XXX.XXX.XXX.XXX:XXXX timeout expired

When gsql initiates a connection request to the database, a 5-minute timeout
period is used. If the database cannot correctly authenticate the client request
and client identity within this period, gsql will exit the connection process for

the current session, and will report the above error.

Generally, this problem is caused by the incorrect host and port (that is, the
xxx part in the error information) specified by the -h and -p parameters. As a
result, the communication fails. Occasionally, this problem is caused by
network faults. To resolve this problem, check whether the host name and
port number of the database are correct.

gsql: could not receive data from server: Connection reset by peer.

Check whether primary database node logs contain information similar to
"FATAL: cipher file "/data/dbnode/server.key.cipher" has group or world
access". This error is usually caused by tampering with the permissions for
data directories or some key files by mistake. For details about how to correct
the permissions, see related permissions for files on other normal instances.

gsql: FATAL: GSS authentication method is not allowed because XXXX user
password is not disabled.

In pg_hba.conf of the target primary database node, the authentication
mode is set to gss for authenticating the IP address of the current client.
However, this authentication algorithm cannot authenticate clients. Change
the authentication algorithm to sha256 and try again. For details, see
"Database Security Management > Client Access Authentication >
Configuration File Reference" in Developer Guide.
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(11 NOTE

e Do not modify the configurations of the openGauss host in the pg_hba. conf file.
Otherwise, the database may become faulty.

e |t is recommended that service applications be deployed outside the openGauss.
Other Faults

e There is a core dump or abnormal exit due to the bus error.

Generally, this problem is caused by changes in loading the shared dynamic
library (.so file in Linux) during process running. Alternatively, if the process
binary file changes, the execution code for the OS to load machines or the
entry for loading a dependent library will change accordingly. In this case, the
OS kills the process for protection purposes, generating a core dump file.

To resolve this problem, try again. In addition, do not run service programs in
openGauss during O&M operations, such as an upgrade, preventing such a
problem caused by file replacement during the upgrade.

(10 NOTE

A possible stack of the core dump file contains dl_main and its function calling. The
file is used by the OS to initialize a process and load the shared dynamic library. If the
process has been initialized but the shared dynamic library has not been loaded, the
process cannot be considered completely started.

2.2 gs_loader

Overview

gs_loader is used to import data. gs_loader converts the syntax supported by
control files to the \COPY syntax, uses the existing \COPY function to import data,
and records the \COPY result in logs.

Log Level Configuration

Permissions

Set the log levels for developers to view. After the setting, the tool running
information is printed on the console.

export gs_loader_log_level=debug

export gs_loader_log_level=info

export gs_loader_log_level=warning
export gs_loader_log_level=error

The user can be a common user or the database administrator. If the user is a
common user, the administrator needs to grant permissions to the common user.
The administrator account can be used directly.

Create a user.
CREATE USER load_user WITH PASSWORD 'example@123';

Create related tables and grant permissions.

GRANT ALL ON FUNCTION copy_error_log_create() TO load_user;
GRANT ALL ON SCHEMA public TO load_user;
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SELECT copy_error_log_create();

SELECT copy_summary_create();

GRANT ALL PRIVILEGES ON public.pgxc_copy_error_log To load_user;
GRANT ALL PRIVILEGES ON public.gs_copy_summary To load_user;

Environment
You need to add the tool path to PATH.

New System Catalogs

The gs_copy_summary table is added to record the COPY execution result
summary, including the number of successful rows, number of error rows, number
of ignored rows, and number of empty rows.

The copy_summary_create function is added to create the gs_copy_summary
table.

The format of the gs_copy_summary table is as follows:

relname | public.sqlldr_tbl

begintime | 2021-09-03 16:00:11.7129-04

endtime | 2021-09-03 16:00:15.259908-04

id | 21870

pid | 47582725060352

readrows | 100000

skiprows |0

loadrows | 111

errorrows | 0

whenrows | 99889

allnullrows | 0

detail | 111 Rows successfully loaded.
| 0 Rows not loaded due to data errors.
| 99889 Rows not loaded because all WHEN clauses were failed.
| 0 Rows not loaded because all fields were null.

User Guide

Step 1 (Optional) For common users only.

Create a user.

CREATE USER load_user WITH PASSWORD 'example@123';

Create related tables and grant permissions.

GRANT ALL ON FUNCTION copy_error_log_create() TO load_user;
GRANT ALL ON SCHEMA public TO load_user;

SELECT copy_error_log_create();

SELECT copy_summary_create();

GRANT ALL PRIVILEGES ON public.pgxc_copy_error_log To load_user;
GRANT ALL PRIVILEGES ON public.gs_copy_summary To load_user;

Step 2 Create a table and a control file, and prepare a data file.

Create the loader_tbl table.

CREATE TABLE loader_tbl
(
ID NUMBER,
NAME VARCHAR2(20),
CON VARCHAR2(20),
DT DATE
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Create the loader.ctl control file.

LOAD DATA
truncate into table loader_tbl
WHEN (2:2) ="
fields terminated by ',
trailing nullcols
(
id integer external,
name char(32),
con ":id || '-' || :name",
dt date
)

Create the data.csv data file.

1,0K,,2007-07-8
2,0K,,2008-07-8
3,0K,,2009-07-8
4,0K,,2007-07-8
43,DISCARD,,2007-07-8

m

32,DISCARD,,2007-07-8
a,ERROR int,,2007-07-8
8,ERROR date,,2007-37-8

"

8,ERROR fields,,2007-37-8

5,0K,,2021-07-30
Step 3 Import data.

Before importing the data, ensure that gs_loader has the execute permission.
Ensure that the current path has the write permission on files. (gs_loader
generates some temporary files during processing and automatically deletes them
after the import is complete.)

gs_loader control=loader.ctl data=data.csv db=postgres bad=loader.bad errors=5 port=8000
passwd=example@123 user=load_user

Execution result:

gs_loader: version 0.1

5 Rows successfully loaded.

log file is:

loader.log

----End
Parameter Description

Table 2-24 gs_loader parameter description

Parameter | Description Parameter Type/
Value Range
help Displays help information. -
user Database connection user (equivalent to | Character string
-U).
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Parameter | Description Parameter Type/
Value Range

-U Database connection user (equivalent to | Character string
user).

passwd User password (equivalent to -W). Character string

-W User password (equivalent to passwd). Character string

db Database name (This parameter is Character string
mandatory and is equivalent to -d).

-d Database name (This parameter is Character string
mandatory and is equivalent to db).

host Specifies the host name of the machine | See the gsql --host
on which the server is running or the parameter.
directory for the Unix-domain socket
(equivalent to -h).

-h Specifies the host name of the machine | See the gsql --host
on which the server is running or the parameter.
directory for the Unix-domain socket
(equivalent to host).

port Port number of the database server See the gsql --port
(equivalent to -p). parameter.

-p Port number of the database server See the gsql --port
(equivalent to port). parameter.

create Specifies whether to create the The value can be true
pgxc_copy_error_log and or false. The default
gs_copy_summary tables. value is true.

clean Specifies whether to clear the content in | The value can be true
the preceding two tables. or false. The default

value is true.

data (Mandatory) Data file. You can specify Character string
multiple data files or use wildcards (*)
and question marks (?) to represent
multiple data files.

control (Mandatory) Name of a control file. Character string

log Name of a log file. Character string

bad Name of the file recording the error Character string

rows. You can also specify a directory to
generate the file based on the data file
name.
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Parameter

Description

Parameter Type/
Value Range

discard

Name of the file recording the rows that
fail to be matched by WHEN. You can
also specify a directory to generate the
file based on the data file name.

Character string

errors

Maximum number of error rows in a
data file.

Integer. Default value:

0

skip

Number of first rows that can be skipped
in a data file.

Integer. Default value:

0

bindsize

Only syntax compatibility is
implemented, but functions are not
implemented.

rows

Only syntax compatibility is
implemented, but functions are not
implemented.

/\ CAUTION

All parameters are in lowercase and are compatible with the gsql login mode,
including -p port number, -h host, -d database, -U username, and -W password.

Control Files

e Syntax
LOAD [ DATA]

[CHARACTERSET char_set_name]

[INFILE [directory_path] [filename ] ]
[BADFILE [directory_path] [filename ] ]

[{ INSERT | APPEND | REPLACE | TRUNCATE }]

INTO TABLE ta

ble_name

[{ INSERT | APPEND | REPLACE | TRUNCATE }]
TERMINATED [BY] { 'string' }

OPTIONALLY E
TRAILING NUL

NCLOSED BY { 'string' }
LCOLS

[ WHEN { (start:end) | column_name } {= | !=} 'string' ]

[(

col_name [ [ POSITION ({ start:end }) T ["sql_string"] ]| [ FILLER [column_type [external] ] 1 |
[ CONSTANT "string" ] | [ SEQUENCE ( { COUNT | MAX | integer } [, incr] ) J[[NULLIF (COL=BLANKS)]

[..]
)]

e Parameter description
- CHARACTERSET
Specifies a character set.

Value range: a string

- INFILE
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The current keyword is invalid and needs to occupy a separate row in the
control file. The keyword is omitted during running. You need to specify
the corresponding data file in the gs_loader command line parameters.

BADFILE

The current keyword is invalid and is omitted during running. If BADFILE
is not specified in the gs_laoder command line parameters, a BADFILE
file will be generated based on the name of the corresponding control
file.

INSERT | APPEND | REPLACE | TRUNCATE

Specifies the import mode.

INSERT: If the table contains data, an error is reported.

APPEND: Data is inserted directly.

REPLACE: If the table contains data, all data is deleted and then inserted.

TRUNCATE: If the table contains data, all data is deleted and then
inserted.

table_name

Specifies the name (possibly schema-qualified) of an existing table.
Value range: an existing table name

TERMINATED [BY] { 'string' }

Specifies the string that separates columns within each row of the file,
and it cannot be larger than 10 bytes.

Value range: The delimiter cannot contain any of the following
characters: \.abcdefghijklmnopqgrstuvwxyz0123456789

Value range: The default value is a tab character in text format and a
comma in CSV format.

OPTIONALLY ENCLOSED BY { 'string' }
Specifies a quotation mark in CSV format.
Default value: single quotation marks (")
TRAILING NULLCOLS

Specifies how to handle the problem that multiple columns of a row in a
source data file are lost during data import.

WHEN { (start:end) | column_name } {=| =}

Filters rows by character string between start and end or by column
name.

Value range: a string
POSITION ({ start:end })

Processes columns and obtains the corresponding character strings
between start and end.

"sql_string"

Processes columns and calculates column values based on column
expressions.

Value range: a string
FILLER
Processes columns. If FILLER occurs, this column is skipped.
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- CONSTANT
Processes columns and sets the inserted columns to constants.
Value range: a string
- SEQUENCE ( { COUNT | MAX | integer } [, incr] )
Processes columns and generates the corresponding sequence values.

®  COUNT: The count starts based on the number of rows in the table.

= MAX: The count starts from the maximum value of this column in
the table.

® integer: The count starts from the specified value.

®  jncr: indicates the increment each time.
- NULLIF

Leaves columns empty. Currently, only the COL POSITION() CHAR
NULLIF (COL=BLANKS) syntax is supported.

/A\ CAUTION

OPTIONS, INFILE, and BADFILE are not supported. Syntax errors are not
reported only in specific scenarios.
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Server Tools

During the use of openGauss, installation, upgrade, and health management are
required. To facilitate openGauss maintenance, openGauss provides a set of

management tools.
3.1 gs_cgroup

3.2 gs_check

3.3 gs_checkos

3.4 gs_checkperf
3.5 gs_collector

3.6 gs_dump

3.7 gs_dumpall

3.8 gs_guc

3.9 gs_encrypt

3.10 gs_om

3.11 gs_plan_simulator
3.12 gs_restore
3.13 gs_ssh

3.1 gs_cgroup

Background

When jobs are batch processed in a cluster, loads on servers significantly vary due
to the complexity of batch processing. To fully use cluster resources, you need to
manage loads. gs_cgroup is a load management tool provided by openGauss. It
can create default Cgroups and user-defined Cgroups, delete default and user-
defined Cgroups, update resource quotas and allocations, display the configuration

files of Cgroups and the Cgroup tree, and delete all Cgroups.

gs_cgroup creates Cgroups configuration files for the OS user of a database and
generates Cgroups that the OS user sets in the OS. gs_cgroup also allows users to
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add or delete Cgroups, update Cgroup resource quotas, allocate CPU cores or I/O
resources, set exception thresholds, and handle the exceptions. gs_cgroup is
responsible only for Cgroups operations performed on the node where the current
OS resides, and needs to be centrally configured across nodes by invoking the
same statement.

For details, see "Resource Load Management" in Developer Guide.

Examples

e Commands executed by a common user or the database administrator:

a.

Prerequisites: The GAUSSHOME environment variable is used as the
database installation directory and user root has created default Cgroups
for common users.

Create Cgroups and set corresponding resource quota so that jobs of the
database can be specified to a Cgroup and use its resources. The
database administrator creates Class Cgroups for each database user.

Create class and workload Cgroups.
gs_cgroup -c -S class7 -s 40

Create the class1 Cgroup and allocate 40% of Class resources to it.
gs_cgroup -c -S class1 -G grp7-g 20

Create the grp1 Workload Cgroup under the class1 Cgroup and
allocate 20% of class1 Cgroup resources to the Workload Cgroup.

Delete the created grp1 Cgroup and class1 Cgroup.
gs_cgroup -d -S class7 -G grp7

Delete the created grp1 Cgroup.
gs_cgroup -d -S class7

Delete the created class1 Cgroup.

NOTICE

If a Class Cgroup is deleted, its Workload Cgroups will be deleted as
well.

Update the resource quota for created Cgroups.

Update dynamic resource quota.
gs_cgroup -u -S class7 -G grp1-g 30

Update the resources allocated to the grp1 Workload Cgroup under
the class1 Cgroup for the current user to 30% of class1 resources.

Update the resource limitation quota.
gs_cgroup --fixed -u -S class7 -G grp7 -g 30

Set the number of CPU cores allocated to the grp1 Cgroup to 30% of
cores allocated to its parent Cgroup class1.

Update the range of the CPU cores in the Gaussdb Cgroup.
gs_cgroup -u -T Gaussdb -f 0-20

Update the number of CPU cores used by the GaussDB process to 0-20.
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{11 NOTE

The -f parameter can only be used to set the range of the CPU cores in the
Gaussdb Cgroup. For other Cgroups, if you need to set the number of cores, use
the --fixed parameter.

Set exception handling information. (class:wg group must exist.)

Terminate a job under the class:wg Cgroup when job congestion
lasts for 1200s or job execution lasts for 2400s.

gs_cgroup -S class -G wg -E " blocktime=1200,elapsedtime=2400" -a

Specify the termination action performed when the size of spilled job
data in the class:wg group reaches 256 MB or the size of broadcast
job data in the group reaches 100 MB.

gs_cgroup -S class -G wg -E " spillsize=256,broadcastsize=100" -a

Demote a job under the Class Cgroup when the total CPU time taken
to execute the job on all nodes reaches 100s.

gs_cgroup -S class -E "allcputime=700" --penalty

Demote a job under the Class Cgroup when the total time taken to
execute the job on all nodes reaches 2400s and the skew of the CPU

time reaches 90 percent.
gs_cgroup -S class -E " qualificationtime=2400,cpuskewpercnt=90"

NOTICE

To set exception handling information for a Cgroup, ensure that the
Cgroup has been created. Multiple specified thresholds are separated
by commas (,). If no operation is specified, --penalty is used by
default.

Set the number of cores per CPU have for a Cgroup.

Set the range of cores for the class:wg Cgroup to 20% of Class cores.
gs_cgroup -S class -G wg -g 20 —fixed -u

NOTICE

The range of cores for the Class or Workload Cgroup must be specified by
the --fixed parameter.

Roll back the previous step.
gs_cgroup --recover

{11 NOTE

The --recover parameter can only roll back the latest addition, deletion, or
modification made to the Class and Workload Cgroups.

View information about Cgroups that have been created.

View Cgroup information in configuration files.
gs_cgroup -p

Cgroup configuration
gs_cgroup -p

Top Group information is listed:
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GID: 0 Type: Top Percent(%): 1000( 50) Name: Root Cores: 0-47
GID: 1 Type: Top Percent(%): 833( 83) Name: Gaussdb:omm Cores: 0-20
GID: 2 Type: Top Percent(%): 333( 40) Name: Backend Cores: 0-20
GID: 3 Type: Top Percent(%): 499( 60) Name: Class Cores: 0-20

Backend Group information is listed:

GID: 4 Type: BAKWD Name: DefaultBackend TopGID: 2 Percent(%): 266(80) Cores:
0-20

GID: 5 Type: BAKWD Name: Vacuum TopGID: 2 Percent(%): 66(20) Cores: 0-20

Class Group information is listed:

GID: 20 Type: CLASS Name: DefaultClass  TopGID: 3 Percent(%): 166(20) MaxLevel: 1
RemPCT: 100 Cores: 0-20

GID: 21 Type: CLASS Name: class1 TopGID: 3 Percent(%): 332(40) MaxLevel: 2
RemPCT: 70 Cores: 0-20

Workload Group information is listed:
GID: 86 Type: DEFWD Name: grp1:2 ClsGID: 21 Percent(%): 99(30) WDLevel: 2
Quota(%): 30 Cores: 0-5

Timeshare Group information is listed:

GID: 724 Type: TSWD Name: Low Rate: 1
GID: 725 Type: TSWD Name: Medium Rate: 2
GID: 726 Type: TSWD Name: High Rate: 4
GID: 727 Type: TSWD Name: Rush Rate: 8

Group Exception information is listed:
GID: 20 Type: EXCEPTION Class: DefaultClass
PENALTY: QualificationTime=1800 CPUSkewPercent=30

GID: 21 Type: EXCEPTION Class: class1
PENALTY: AllCpuTime=100 QualificationTime=2400 CPUSkewPercent=90

GID: 86 Type: EXCEPTION Group: class1:grp1:2
ABORT: BlockTime=1200 ElapsedTime=2400

Table 3-1 lists the Cgroup configuration shown in the above
example.

Table 3-1 Cgroup configuration

GID Type Name Percentage (%) Remarks

0 Top Root 1000 indicates that | -
Cgroup the total system
resources are
divided into 1000
pieces.

50 in the
parentheses
indicates 50% of
I/O resources.

openGauss does
not control 1/O
resources through
Cgroups. Therefore,
the following
Cgroup information
is only about CPU.
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GID

Type

Name

Percentage (%)

Remarks

Gaussdb
:omm

Only one database
program runs in a
cluster. The default
quota of the
Gaussdb:omm
Cgroup is 833. That
is, the ratio of
database programs
to non-database
programs is 5:1
(833:167).

Backend

Class

The number 40 in
the parentheses
indicates that the
Backend Cgroup
takes up 40% of
the resources of
the
Gaussdb:dbuser
Cgroup. The
number 60 in the
parentheses
indicates that the
Class Cgroup takes
up 60% of the
resources of the
Gaussdb:dbuser
Cgroup.

Backen
d
Cgroup

Default
Backend

Vacuum

The numbers 80
and 20 in the
parentheses
indicate the
percentages of
Backend Cgroup
resources taken by
the
DefaultBackend
and Vacuum
groups,
respectively.

TopGID:
specifies the
GID (2) of the
Backend group
in the Top
Cgroup.

20

Class
Cgroup

Default
Class

The number 20 in
the parentheses
indicates that the
DefaultClass
Cgroup takes up
20% of the Class
Cgroup resources.
The number 40 in

e TopGID: GID
(3) of the
Class
Cgroups in a
Top Cgroup
to which the
DefaultClass
and class1
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GID |Type |Name | Percentage (%) Remarks
21 class1 the parentheses Cgroups

indicates that the belong.
class1 Cgroup e MaxLevel:
takes up 40% of maximum
the Class Cgroup number of
resources. There levels for
are only two Class Workload
Cgroups currently. Cgroups in a
Therefore, the Class
system resource Cgroup. This
quotas for the parameter is
Class Cgroups set to 1 for
(499) are allocated DefaultClass
in the ratio of because it
20:40 (166:332). has no

Workload

Cgroups.

e RemPCT:
percentage

of remaining
resources in
a Class
Cgroup after
its resources
are allocated
to Workload
Cgroups. For
example, the
percentage
of remaining
resources in
the class1
Cgroup is
70%.
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GID Type Name Percentage (%) Remarks
86 Worklo | grp1:2 In this example, e CIsGID: GID
ad (This this Workload of the class1
Cgroup | hameis | €group takes up Cgroup to
compos 30% of class1 which this
ed of Cgroup resources Workload
the (332 x 30% = 99). Cgroup
hame of belongs.
a e WDLevel:
Workloa Level of this
d Workload
Cgroup Cgroup in
and its the
level in correspondin
the g Class
Class Cgroup.
Cgroup.
This
grp1:2
Cgroup
is the
first
Workloa
d
Cgroup
under
the
class1
Cgroup,
and its
level is
2. Each
Class
Cgroup
contains
a
maximu
m of 10
levels of
Workloa
d
Cgroups
y
724 Timesh | Low - Rate: rate of
are - resources
725 Cgroup | Medium | - allocated to a
726 High ) Timeshare
Cgroup. The
Low Cgroup
has the
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GID Type Name Percentage (%) Remarks

727 Rush - minimum rate 1
and the Rush
Cgroup has the
maximum rate
8. The resource
rate for
Rush:High:Med
ium:Low is
8:4:2:1 under a
Timeshare
Cgroup.

ii. View the Cgroup tree in the OS.

gs_cgroup -P displays a Cgroup tree. In the tree, shares indicates the
value of cpu.shares, which specifies the dynamic quota of CPU
resources in the OS, and cpus indicates the value of cpuset.cpus,
which specifies the dynamic quota of CPUSET resources in the OS
(number of cores that a Cgroup can use).

gs_cgroup -P

Mount Information:
cpu:/dev/cgroup/cpu
blkio:/dev/cgroup/blkio
cpuset:/dev/cgroup/cpuset
cpuacct:/dev/cgroup/cpuacct

Group Tree Information:
- Gaussdb:wangrui (shares: 5120, cpus: 0-20, weight: 1000)
- Backend (shares: 4096, cpus: 0-20, weight: 400)
- Vacuum (shares: 2048, cpus: 0-20, weight: 200)
- DefaultBackend (shares: 8192, cpus: 0-20, weight: 800)
- Class (shares: 6144, cpus: 0-20, weight: 600)
- class1 (shares: 4096, cpus: 0-20, weight: 400)
- RemainWD:1 (shares: 1000, cpus: 0-20, weight: 100)
- RemainWD:2 (shares: 7000, cpus: 0-20, weight: 700)
- Timeshare (shares: 1024, cpus: 0-20, weight: 500)
- Rush (shares: 8192, cpus: 0-20, weight: 800)
- High (shares: 4096, cpus: 0-20, weight: 400)
- Medium (shares: 2048, cpus: 0-20, weight: 200)
- Low (shares: 1024, cpus: 0-20, weight: 100)
- grp1:2 (shares: 3000, cpus: 0-5, weight: 300)
- TopWD:1 (shares: 9000, cpus: 0-20, weight: 900)
- DefaultClass (shares: 2048, cpus: 0-20, weight: 200)
- RemainWD:1 (shares: 1000, cpus: 0-20, weight: 100)
- Timeshare (shares: 1024, cpus: 0-20, weight: 500)
- Rush (shares: 8192, cpus: 0-20, weight: 800)
- High (shares: 4096, cpus: 0-20, weight: 400)
- Medium (shares: 2048, cpus: 0-20, weight: 200)
- Low (shares: 1024, cpus: 0-20, weight: 100)
- TopWD:1 (shares: 9000, cpus: 0-20, weight: 900)

Parameter Description
e -a[--abort]
Terminates a job when it exceeds an exception threshold.
e -bpct

Specifies the percentage of resources of the Top Backend Cgroup taken by a
Backend Cgroup. The -B backendname parameter must be specified as well.
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Value Range

- The value ranges from 1 to 99. If this parameter is not set, the default
CPU quota accounts for 20% of the Vacuum Cgroup and 80% of the
DefaultBackend Cgroup, respectively. The quota sum for the Vacuum and
DefaultBackend Cgroups must be less than 100%.

-B name

Specifies the name of a Backend Cgroup. Only the -u parameter can be used
to change the resource quota for this Cgroup.

The -b percent and -B backendname parameters need to be specified to set
the resource proportion of database backend threads.

Value range: a string with a maximum of 64 bytes.
-C
Creates a Cgroup and specifies its name.

A common user can specify -c and -S classname to create a Class Cgroup. If -
G groupname is specified as well, a Workload Cgroup will be created under
the Class Cgroup. The Workload Cgroup is at the bottom layer in the Class
Cgroup (Layer-4 is the bottom layer.)

-d
Deletes Cgroups.

A common user can specify -d and -S classname parameters to delete the
created Class Cgroups. If the -G groupname parameter is specified as well, a
Workload Cgroup under the Class Cgroup is deleted, and related threads are
put into the DefaultClass:DefaultWD:1 Cgroup. If the Workload Cgroups to
be deleted locate at a high level (Level 1 is the top level), adjust hierarchy of
lower-level Cgroups, create the new Cgroups-related threads, and load them
to the new Cgroups.

-E data

Specifies the exception thresholds, including blocktime, elapsedtime,
allcputime, spillsize, broadcastsize, qualificationtime, and
cpuskewpercent. The thresholds are separated by commas (,). 0 indicates
that the setting is canceled. If the parameter is set to an invalid value, an
error will be prompted.

Table 3-2 Exception threshold types

Excepti | Description Value Operatio
on Range (0 n upon
Thresh Indicates Exception
old Setting
Type Canceled)
blockti | Job blocking duration. The unit is 0-UINT_MAX | abort
me second. blocktime includes the total

time spent in global and local

concurrent queuing.
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Excepti | Description Value Operatio
on Range (0 n upon
Thresh Indicates Exception
old Setting
Type Canceled)
elapsed | Execution time of a job that has not 0-UINT_MAX | abort
time been finished. The unit is second. The
time indicates the duration from the
start point of execution to the current
time point.
allcputi | Total CPU time spent in executing a 0-UINT_MAX [ abort,
me job on all nodes. The unit is second. penalty
cpuske | CPU time skew of a job executed on 0-100 abort,
wperce | nodes. The value depends on the penalty
nt setting of qualificationtime.
qualific | Interval for checking the CPU skew. 0-UINT_MAX | none
ationti | The unit is second. This parameter
me must be set together with
cpuskewpercent.
spillsize | Amount of job data spilled to disks 0-UINT_MAX | abort
on nodes. The unit is MB.
broadc | Size of broadcast operators of a job 0-UINT_MAX | abort
astsize | on nodes. The unit is MB.
-h [--help]

Displays the command help information.

-H

Collects SGAUSSHOME information among the current users.
Value range: a string with a maximum of 1023 characters.

f

Specifies the range of core quantity used by the Gaussdb Cgroup. The range
format can be a-b or a. For other Cgroups, use the --fixed parameter to set
the range of core quantity.

--fixed

Specifies the percentage of cores allocated for a Cgroup's parent group that

the Cgroup can use, or specifies the I/O resources.

--fixed is set together with -s, -g, -t, and -b when the kernel range ratio is

set.

The ratio is between 0 and 100. The sum of kernels of the same level is less
than or equal to 100. The value 0 indicates that the kernel number of a level
is same as that of the upper level. The CPU quota for all the Cgroups is set to
0 by default. -f and --fixed cannot be configured at the same time. After --
fixed is set, the -f range will be automatically invalid. The ratio will be
displayed in -p as the quota value.

When the |/O resource quota is set, -R, -r, -W, and -w are used together.
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-g pct

Specifies the percentage of resources in a Class Cgroup taken by a Workload
Cgroup. The -G groupname parameter needs to be specified as well. The -g
pct parameter can be used with the -c parameter to create a Cgroup or with
the -u parameter to update a Workload Cgroup.

Value range: 1 to 99. By default, the CPU quota of a Workload Cgroup is 20%.
The sum of CPU quotas for all Workload Cgroups must be less than 99%.

-G name

Specifies the name of a Workload Cgroup. The -S classname parameter needs
to be set to specify the Class Cgroup to which the Workload Cgroup belongs.
The -G name parameter can be used with -c to create a Cgroup, with -d to
delete a Cgroup, and with -u to update the resource quota for a Cgroup. Note
that name in the -G name parameter cannot be a default Timeshare Cgroup
name, including Low, Medium, High, and Rush.

If a user creates a Workload Cgroup, the name must contain any colons (:).
Names of Cgroups must be different.

Value range: a string with a maximum of 28 bytes
-N [--group] name

Shows the Cgroup name, class:wg for short.

P

Shows information about Cgroup configuration files.
-p

Shows the structure of the Cgroup tree.

--penalty

Demotes a job when the job exceeds an exception threshold. If no operation is
specified, --penalty is used by default.

-r data

Only updates the upper limit of data reading for I/O resources, that is, sets
the value of blkio.throttle.read_bps_device. This parameter is a string
consisting of major:minor value, in which major indicates the major device
number of the disk to be accessed, minor indicates the minor device number,
and value indicates the upper limit of the number of read operations. The
upper limit ranges from 0 to ULONG_MAX, and 0 indicates that the number
of read operations is not restricted. This parameter needs to be used with the
-u parameter and Cgroup names. If both the Class Cgroup name and
Workload Cgroup name are specified, this parameter is used for the
Workload Cgroup.

Value range: a string with a maximum of 32 characters.
-R data

Only updates the upper limit of I/O resources used to read data per second,
that is, sets the value of blkio.throttle.read_iops_device. The value of this
parameter is the same as that of the -r parameter. This parameter needs to
be used with the -u parameter and Cgroup names. If both the Class Cgroup
name and Workload Cgroup name are specified, this parameter is used for
the Workload Cgroup.

Value range: a string with a maximum of 32 characters.
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--recover

Rolls back only the latest addition, deletion, or modification made to the Class
and Workload Cgroups.

--revert

Restores to the default status of the Cgroup.

-D mpoint

Specifies a mount point. The default mount point is /dev/cgroup/subsystem.
-m

Mounts the Cgroup.

-M

Unmounts the Cgroup.

-U

Specifies the database username.

--refresh

Updates the status of the Cgroup.

-s pct

Specifies the percentage of resources in the top Class Cgroup taken by a Class
Cgroup. The -S classname parameter needs to be specified as well. The -s pct

parameter can be used with the -c parameter to create a Cgroup or with the -
u parameter to update a Class Cgroup.

Value range: 1 to 99. By default, the CPU quota of the Class Cgroup is set to
20%. In R6C10, the CPU quota of the Class Cgroup is set to 40%. During the
upgrade, the quota is not updated. The sum of the CPU quota of the newly
created Class Cgroup and the default DefaultClass quota must be less than
100%.

-S name

Specifies the name of a Class Cgroup. This parameter can be used with -c to
create a Cgroup, with -d to delete a Cgroup, or with -u to update resource
quota for a Cgroup. The name of a sub-Class Cgroup cannot contain the colon
().

Value range: a string with a maximum of 31 bytes.

-t percent

Specifies the percentage of resources for top Cgroups (Root, Gaussdb: omm,
Backend, and Class Cgroups). The -T nhame parameter needs to be specified as
well. If this parameter is used to specify resource percentage for the -T Root
Cgroup, the name shown in the Cgroup configuration file is Root. percent
indicates the percentage of the value of blkio.weight, and its minimum value
is 10%. The CPU resource quota, such as the value of cpu.shares cannot be
changed. If this parameter is used to specify resource percentage for the
Gaussdb:omm Cgroup, the parameter value indicates the percentage of CPU
resources taken by the Gaussdb:omm Cgroup. (The cpu.shares value for the
Gaussdb:omm Cgroup can be obtained based on the quota 1024 for the Root
Cgroup and the condition that only one database is available for the current
system.) The 1/O resource quota is 1000 and will not change. If this parameter
is used to specify resource percentage for the Class or Backend Cgroup, the
parameter value indicates the percentage of resources in the Gaussdb Cgroup
taken by the Class or Backend Cgroup.
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Value range: 1 to 99. By default, the quota of the Class Cgroup is 60%, and
the quota of the Backend Cgroup is 40%. Modify the quota of the Class
Cgroup and automatically update the quota of the Backend Cgroup so that
the sum quota of the Backend and Class Cgroups is 100%.

-T hame

Specifies the names of top Cgroups.

Value range: a string with a maximum of 64 bytes.

-u

Updates Cgroups.

-V [--version]

Displays version information about the gs_cgroup tool.
-w data

Only updates the upper limit of I/O resources used to write data per second,
that is, sets the value of blkio.throttle.write_bps_device. The value of this
parameter is the same as that of the -r parameter. The -u parameter and the
Cgroup name need to be specified as well. If both the Class Cgroup name and
Workload Cgroup name are specified, this parameter is used for the
Workload Cgroup.

Value range: a string with a maximum of 32 characters.
-W data

Only updates the upper limit of I/O resources used to write data per second,
that is, sets the value of blkio.throttle.write_iops_device. The value of this
parameter is the same as that of the -r parameter. The -u parameter and the
Cgroup name need to be specified as well. If both the Class Cgroup name and
Workload Cgroup name are specified, this parameter is used for the
Workload Cgroup.

Value range: a string with a maximum of 32 characters.

(1 NOTE

Use the following method to obtain the major:minor value for the disk. For example,
obtain the number of the disk corresponding to the /mpp directory.

> df

Filesystem  1K-blocks ~ Used Available Use% Mounted on
/dev/sda1l 524173248 41012784 456534008 9% /
devtmpfs 66059264 236 66059028 1% /dev
tmpfs 66059264 88 66059176 1% /dev/shm
/dev/sdb1 2920486864 135987592 2784499272 5% /data
/dev/sdc1 2920486864 24747868 2895738996 1% /datal
/dev/sdd1 2920486864 24736704 2895750160 1% /mpp
/dev/sdel 2920486864 24750068 2895736796 1% /mpp1
> |s -l /dev/sdd

brw-rw---- 1 root disk 8, 48 Feb 26 11:20 /dev/sdd

Issue 01 (2022-03-31)

Copyright © Huawei Technologies Co., Ltd. 68



openGauss
Tool Reference

3 Server Tools

NOTICE

Check the disk number of sdd rather than sdd1. Otherwise, an error will be
reported.

If the length of 1/O quota limitation after the upgrade exceeds the allowed
maximum length of the string, the update will not be saved in the configuration
file. If the maximum length of the string is set to 96 and I/O resources of more
than eight disks are updated, the string limitation may be exceeded. The update
will not be saved in the configuration file though the update succeeds.

3.2 gs_check

Background

Precautions

Syntax

gs_check has been enhanced to unify functions of various check tools, such as
gs_check and gs_checkos. It helps you fully check openGauss runtime, OS,
network, and database running environments; as well as perform comprehensive
checks on various environments before major operations in openGauss, ensuring
smooth operation.

e Parameter -i or -e must be set. -i specifies a single item to be checked, and -e
specifies an inspection scenario where multiple items will be checked.

e If -i is not set to a root item or no such items are contained in the check item
list of the scenario specified by -e, you do not need to enter the name or
password of a user with the root permissions.

e You can run --skip-root-items to skip root items.

e |f the MTU values are inconsistent, the check may be slow or the check
process may fail to respond. When the inspection tool displays a message,
change the MTU values of the nodes to be the same and then perform the
inspection.

e If the switch does not support the configured MTU value, process response
failures may be caused due to communication problems even if the MTU
values are the same. In this case, you need to adjust the MTU based on the
switch.

e Check a single-item.
gs_check -i ITEM [...] [-U USER] [-L] [-l LOGFILE] [-o OUTPUTDIR] [--skip-root-items][--set][--routing]

e Check a scenario.
gs_check -e SCENE_NAME [-U USER] [-L] [-l LOGFILE] [-o OUTPUTDIR] [--skip-root-items] [--time-
out=SECS][--set][--routing] [--skip-items]

e Display help information.
gs_check -? | --help

e Display version information.
gs_check -V | --version
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Parameter Description

-U

Specifies the name of a user who runs openGauss.

Value range: Name of a user who runs openGauss

-L

Locally performs the check.

-i

Specifies a check item. Its format is -i CheckXX For details about check items,
see Table 3-3.

-e

Specifies scenario check items. Default scenarios include inspect (routine
inspection), upgrade (pre-upgrade inspection), binary_upgrade (local pre-

upgrade inspection), health (health check inspection), and install
(installation). You can also compile scenarios as required.

-1

Specifies the log file path. The path must be suffixed with .log.
-0

Specifies the path of the check result output folder.
--skip-root-items

Skips the check items that require root permissions.
--skip-items

Skips specified check items.

--format

Specifies the format of the result report.

--set

Specifies abnormal items that can be fixed.

--cid

Checks the ID used only by the internal check process.
--time-out

Specifies the timeout period. The unit is second. The default value is 1500s.
The user-defined value cannot be less than 1500s.

--routing

Specifies the network segment for service IP addresses. The format is /P
address.Subnet mask.

--disk-threshold="PERCENT"

Specifies the alarm threshold when you check disk usage. You can specify the
integer value that ranges from 1 to 99. The default value is 90. This
parameter is not mandatory for other check items.

-?, --help

Displays help information.
-V, --version

Displays version information.
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Table 3-3 openGauss status checklist

Status

Check Item

Description

--set
Supported
or Not

(O

CheckCPU

Checks the CPU usage of the host.
If idle is greater than 30% and
iowait is less than 30%, this item
passes the check. Otherwise, this
item fails the check.

No

CheckFirewall

Checks the firewall status of the
host. If the firewall is disabled,
this item passes the check.
Otherwise, this item fails the
check.

Yes

CheckTimeZone

Checks whether nodes in
openGauss use the same time
zone. If they do, this item passes
the check. Otherwise, this item
fails the check.

No

CheckSysParams

Checks whether the values of OS
parameters for each node are as
expected. If the parameters do not
meet the requirements of the
warning field, a warning is
reported. If the parameters do not
meet the requirements of the NG
field, this item fails the check, and
the failed parameters are printed.

For details, see OS Parameters.

Yes

CheckOSVer

Check the OS version of each
node in openGauss. If versions are
consistent with those in the
version compatibility list and
information about versions of OSs
running on nodes in openGauss is
included in the same version list,
the item passes the check.
Otherwise, this item fails the
check.

No

CheckNTPD

Checks the NTPD service. If the
service is enabled and the time
difference across nodes is within 1
minute, this item passes the
check. Otherwise, this item fails
the check.

No
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Status

Check Item

Description

--set
Supported
or Not

CheckTHP

Checks the THP service. If the
service is enabled, this item passes
the check. Otherwise, this item
fails the check.

Yes

CheckSshdService

Checks whether the sshd service is
started. If yes, this item passes the
check. Otherwise, this item fails
the check.

No

CheckCrondServic
e

Checks whether the crontab
service is started. If yes, this item
passes the check. Otherwise, this
item fails the check.

Yes

CheckCrontabLeft

Checks whether the crontab file
contains remaining Gauss
information. If no, this item passes
the check. Otherwise, this item
fails the check.

Yes

CheckDirLeft

Checks whether the /opt/huawei/
Bigdata/, /var/log/Bigdata/,

and /home/omm directories exist.
If they do not exist or exist only in
the mount directory, this item
passes the check. Otherwise, this
item fails the check.

Yes

CheckProcessLeft

Checks whether the gaussdb and
omm processes exist. If no, this
item passes the check. Otherwise,
this item fails the check.

Yes

CheckStack

Checks stack depths. If the stack
depths across nodes are
inconsistent, a warning is
reported. If the stack depths are
consistent and greater than or
equal to 3072, this item passes
the check. If the stack depths are
consistent but less than 3072, this
item fails the check.

Yes

CheckOmmUserE
Xist

Checks whether user omm exists.
If no, this item passes the check.
Otherwise, this item fails the
check.

Yes
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Status Check Item

Description

--set
Supported
or Not

CheckPortConflict

Checks whether database node
ports are occupied. If they are not,
this item passes the check.
Otherwise, this item fails the
check.

Yes

CheckSysPortRan
ge

Checks the value range of the
system parameter
ip_local_port_range. If the value
range is 26000 to 65535, this item
passes the check. Otherwise, this
item fails the check.

Yes

CheckEtcHosts

If localhost is not configured

for /etc/hosts, there is a mapping
whose comment contains
#openGauss, or the names of
hosts having the same IP address
are different, this item fails the
check. Otherwise, this item passes
the check. In addition, if host
names are the same but IP
addresses are different, this item
also fails the check.

No

CheckCpuCount

Checks the number of CPU cores.
If the number is different from
that of available CPUs, this item
fails the check. If the two
numbers are the same but
unavailability messages exist, a
warning is reported. If the CPU
information of all nodes is
different, this item fails the check.

No

CheckHyperThrea
d

Checks hyper-threading. If it is
started, this item passes the
check. Otherwise, this item fails
the check.

No

CheckMemIinfo

Checks whether the total memory
size of each node is the same. If
yes, this item passes the check.
Otherwise, a warning is reported.

No
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Status Check Item

Description

--set
Supported
or Not

CheckSshdConfig

Checks the /fetc/ssh/sshd_config
file.

(a)PasswordAuthentication=yes;
(b)MaxStartups=1000;
(c)UseDNS=no;

(d) ClientAlivelnterval is greater
than 10800 or equal to 0.

If the above information is
configured, this item passes the
check. If a and c configurations
are incorrect, a warning is
reported. If b and d configurations
are incorrect, this item fails the
check.

Yes

CheckMaxHandle

Checks the maximum handle
value of the OS. If the value is
greater than or equal to 1 million,
this item passes the check.
Otherwise, this item fails the
check.

Yes

CheckKernelVer

Checks the kernel version of each
node. If the version information is
consistent, this item passes the
check. Otherwise, a warning is
reported.

No

CheckEncoding

Checks the system code of each
node in openGauss. If the codes
are consistent, this item passes
the check. Otherwise, this item
fails the check.

No

CheckBootltems

Checks whether there are
manually added startup items. If
no, this item passes the check.
Otherwise, this item fails the
check.

No

CheckDropCache

Checks whether there is a
dropcache process running on
each node. If yes, this item passes
the check. Otherwise, this item
fails the check.

No
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Status

Check Item

Description

--set
Supported
or Not

CheckFilehandle

Checks the following conditions. If
both the conditions are met, this
item passes the check. Otherwise,
this item fails the check.

e The number of processes
opened by each gaussdb
process does not exceed
800,000.

e The number of handles used by
the slave process does not
exceed that of handles used by
the master process.

No

CheckKeyProAd;j

Checks all key processes. If the
omm_adj value for all key
processes is 0, this item passes the
check. Otherwise, this item fails
the check.

No

CheckMaxProcMe
mory

Checks whether the value of
max_process_memory on the
database nodes is greater than 1
GB. If no, this item passes the
check. Otherwise, this item fails
the check.

Yes

Device

CheckSwapMemo
ry

Checks the swap memory and
total memory sizes. If the check
result is 0, this item passes the
check. Otherwise, a warning is
reported. If the result is greater
than the total memory, this item
fails the check.

Yes

CheckLogicalBlock

Checks the logical block size of a
disk. If the result is 512, this item
passes the check. Otherwise, this
item fails the check.

Yes

ChecklOrequestqu
eue

Checks the 1/O value. If the value
is 32768, this item passes the
check. Otherwise, this item fails
the check.

Yes
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or Not

CheckMaxAsylOre
quests

Checks the maximum number of
asynchronous requests. If the
number of asynchronous I/O
requests is greater than
104857600 and greater than the
number of database instances on
the current node x 1048576, this
item passes the check. Otherwise,
this item fails the check.

Yes

ChecklOConfigure

Checks the 1/O configuration. If
the result is deadline, this item
passes the check. Otherwise, this
item fails the check.

Yes

CheckBlockdev

Checks the size of the pre-read
block. If the result is 16384, this
item passes the check. Otherwise,
this item fails the check.

Yes

CheckDiskFormat

Checks the XFS format
information about a disk. If the
result is
rw,noatime,inode64,allocsize=16
m, this item passes the check.
Otherwise, a warning is reported.

No

ChecklnodeUsage

Checks openGauss paths
GAUSSHOME/PGHOST/
GPHOMEE/GAUSSLOG/tmp and
instance directories.

Checks the usage of the above
directories. If the usage exceeds
the warning threshold (60% by
default), a warning is reported. If
the usage exceeds the NG
threshold (80% by default), this
item fails the check. If the usage
is less than or equal to the NG
threshold, this item passes the
check.

No

Issue 01 (2022-03-31)

Copyright © Huawei Technologies Co., Ltd.

76



openGauss
Tool Reference

3 Server Tools

Status

Check Item

Description

--set
Supported
or Not

CheckSpaceUsage

Checks openGauss paths
GAUSSHOME/PGHOST/
GPHOME/GAUSSLOG/tmp and
instance directories.

Checks the usage of the above
directories. If the usage exceeds
the warning threshold (70% by
default), a warning is reported. If
the usage exceeds the NG
threshold (90% by default), this
item fails the check. Also checks
the available space of the
GAUSSHOME/PGHOST/
GPHOME/GAUSSLOG/tmp/data
directory. If the space is less than
the threshold, this item fails the
check. Otherwise, this item passes
the check.

No

CheckDiskConfig

Checks whether disk
configurations are consistent. If
the names, sizes, and mount
points of disks are the same, this
item passes the check. If any of
them is inconsistent, a warning is
reported.

No

CheckXid

Checks the value of xid. If the
value is greater than 1 billion, a
warning is reported. If the value is
greater than 1.8 billion, this item
fails the check.

No

CheckSysTabSize

Checks the system catalog
capacity of each instance. If the
available capacity of each disk is
greater than the total capacity of
system catalogs for all instances
on the disk, this item passes the
check. Otherwise, this item fails
the check.

No

Cluster

CheckClusterState

Checks the fencedUDF status. If it
is down, a warning is reported. In
this case, check the openGauss
status. If it is Normal, this item
passes the check. Otherwise, this
item fails the check.

No
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CheckDBParams

For the primary database node,
checks the size of the shared
buffer and the Sem parameter.

For database nodes, checks the
size of the shared buffer and the
maximum number of connections.

The shared buffer size should be
greater than 128 KB, greater than
shmmax, and greater than
shmall x PAGESIZE.

If there is the primary database
node, Sem must be greater than
the rounded up result of
(Maximum number of database
node connections + 150)/16.

If the above items are met, this
item passes the check. If any of
them is not met, this item fails
the check.

Yes

CheckDebugSwitc
h

Checks the value of the
log_min_messages parameter in
the configuration file of each
instance on each node. If the
value is empty, the default log
level warning is used. In this case,
if the actual log level is not
warning, a warning is reported.

Yes

CheckUpVer

Checks the version of the upgrade
package on each node in
openGauss. If the versions are
consistent, this item passes the
check. Otherwise, this item fails
the check. You need to specify the
path of the upgrade software
package.

No

CheckDirPermissi
ons

Checks permissions for the node
directories (instance Xlog path,
GAUSSHOME, GPHOME,
PGHOST, and GAUSSLOG). If the
directories allow for the write
permission and at most 750
permissions, this item passes the
check. Otherwise, this item fails
the check.

Yes
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CheckEnvProfile

Checks the environment variables
(SGAUSSHOME,
SLD_LIBRARY_PATH, and SPATH)
of nodes and those of the CMS,
CMA, and database node
processes. If there are node
environment variables that are
correctly configured and process
environment variables exist, this
item passes the check. Otherwise,
this item fails the check.

No

CheckGaussVer

Checks whether the gaussdb
version of each node is consistent.
If the versions are consistent, this
item passes the check. Otherwise,
this item fails the check.

No

CheckPortRange

Checks the port range. If the value
of ip_local_port_range is within
the threshold (26000 to 65535 by
default) and an instance port is
out of the range, this item passes
the check. Otherwise, this item
fails the check.

No

CheckReadonlyM
ode

Checks the read only mode. If the
value of
default_transaction_read_only
on the database nodes in
openGauss is off, this item passes
the check. Otherwise, this item
fails the check.

No

CheckCatchup

Checks whether the CatchupMain
function can be found in the
gaussdb process stack. If no, this
item passes the check. Otherwise,
this item fails the check.

No

CheckProcessSta-
tus

Checks the owner of the gaussdb
processes. If their owner is only
user omm, this item passes the
check. Otherwise, this item fails
the check.

No
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CheckSpecialFile

Checks whether the files in the
tmp directory (PGHOST), OM
directory (GPHOME), log
directory (GAUSSLOG), data
directory, and program directory
(GAUSSHOME) contain special
characters or whether there are
files that do not belong to user
omm. If none of them exists, this
item passes the check. Otherwise,
this item fails the check.

No

CheckCollector

Checks whether information is
successfully collected in the
output directory. If yes, this item
passes the check. Otherwise, this
item fails the check.

No

CheckLargeFile

Checks whether there is a file over
4 GB in the directory of each
database node. If there is such a
file in any database node
directory and its subdirectories,
this item fails the check.
Otherwise, this item passes the
check.

No

CheckProStartTim
e

Checks whether the interval for
starting key processes exceeds 5
minutes. If no, this item passes
the check. Otherwise, this item
fails the check.

No

CheckDilateSysTa
b

Checks whether a system catalog
is bloated. If no, this item passes
the check. Otherwise, this item
fails the check.

Yes

CheckMpprcFile

Checks whether the environment
variable isolation file is modified.
If no, this item passes the check.
Otherwise, this item fails the
check.

No

Databas
e

CheckLockNum

Checks the number of database
locks. If a result is returned, this
item passes the check.

No
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CheckArchivePara
meter

Checks the database archive
parameter. If the parameter is not
enabled or is enabled for
database nodes, this item passes
the check. If it is enabled but not
for database nodes, this item fails
the check.

Yes

CheckCurConnCo
unt

Checks the number of database
connections. If the number is less
than 90% of the maximum
connection quantity, this item
passes the check. Otherwise, this
item fails the check.

No

CheckCursorNum

Checks the number of cursors in
the database. If a result is
returned, this item passes the
check. Otherwise, this item fails
the check.

No

CheckMaxDatano
de

Checks the maximum number of
database nodes. If the number is
less than the number of nodes
configured in the XML file
multiplied by the number of
database nodes (90 x 5 by
default), a warning is reported.
Otherwise, this item passes the
check.

Yes

CheckPgPrepared-
Xacts

Checks the pgxc_prepared_xacts
parameter. If no 2PC transactions
are found, this item passes the
check. Otherwise, this item fails
the check.

Yes

CheckPgxcgroup

Checks the number of
redistributed records in the
pgxc_group table. If the result is
0, this item passes the check.
Otherwise, this item fails the
check.

No

CheckLockState

Checks whether openGauss is
locked. If no, this item passes the
check. Otherwise, this item fails
the check.

No
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CheckldleSession

Checks the number of non-idle
sessions. If the result is 0, this
item passes the check. Otherwise,
this item fails the check.

No

CheckDBConnecti
on

Checks whether the database can
be connected. If yes, this item
passes the check. Otherwise, this
item fails the check.

No

CheckGUCValue

Checks the result of
[(max_connections +
max_prepared_transactions) x
max_locks_per_transaction]. If it
is greater than or equal to 1
million, this item passes the
check. Otherwise, this item fails
the check.

Yes

CheckPMKData

Checks whether the PMK schema
of the database contains
abnormal data. If no, this item
passes the check. Otherwise, this
item fails the check.

Yes

CheckSysTable

Checks the system catalog. If the
check can be performed, this item
passes the check.

No

CheckSysTabSize

Checks the system catalog
capacity of each instance. If the
available capacity of each disk is
greater than the total capacity of
system catalogs for all instances
on the disk, this item passes the
check. Otherwise, this item fails
the check.

No

CheckTableSpace

Checks tablespace paths. If no
tablespace path and openGauss
path are nested and no
tablespace paths are nested, this
item passes the check. Otherwise,
this item fails the check.

No
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CheckTableSkew

Checks the skew of table data. If a
table has unbalanced data
distribution among openGauss
database nodes, and the database
node with the most data has over
100,000 records more than the
database node with the least
data, this item fails the check.
Otherwise, this item passes the
check.

No

CheckDNSkew

Checks the skew of table data at
the database node level. If the
database node with the most
amount of data has 5% more
than the database node with the
smallest amount of data, this item
fails the check. Otherwise, this
item passes the check.

No

CheckUnAnalyzeT
able

Checks for a table that has not
been analyzed. If there is such a
table and the table contains at
least one record, this item fails
the check. Otherwise, this item
passes the check.

Yes

CheckCreateView

If the query statement for
creating a view contains sub-
queries, and parsing and rewriting
sub-query results lead to
duplicate aliases, the check result
is failed. Otherwise, the check
result is passed.

No

CheckHashlndex

Checks whether there are hash
indexes. If yes, this item fails the
check. Otherwise, this item passes
the check.

No

CheckNextvallnDe
fault

Checks whether a DEFAULT
expression contains nextval
(sequence). If yes, this item fails
the check. Otherwise, this item
passes the check.

No
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CheckNodeGroup
Name

Checks whether the name of a
Node Group contains non-
SQL_ASCII characters. If yes, this
item fails the check. Otherwise,
this item passes the check.

Yes

CheckPgxcRedistb

Checks whether any temporary
table remains in the database
after data redistribution. If yes,
this item fails the check.
Otherwise, this item passes the
check.

No

CheckReturnType

Checks whether a user-defined
function contains invalid return
value types. If yes, this item fails
the check. Otherwise, this item
passes the check.

No

CheckSysadminUs
er

Checks whether there are
database administrators in
addition to the owner of
openGauss. If yes, this item fails
the check. Otherwise, this item
passes the check.

No

CheckTDDate

Checks whether the ORC table in
a Teradata database contains
columns of the date type. If yes,
this item fails the check.
Otherwise, this item passes the
check.

No

CheckDropColum
n

Checks whether there are tables
on which DROP COLUMN has
been performed. If yes, this item
fails the check. Otherwise, this
item passes the check.

No

CheckDiskFailure

Checks for disk faults. If there is
an error during full data query in
openGauss, this item fails the
check. Otherwise, this item passes
the check.

No

Network

CheckPing

Checks the connectivity of all
nodes in openGauss. If all their IP
addresses can be pinged from
each other, this item passes the
check. Otherwise, this item fails
the check.

No
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CheckRXTX

Checks the RX/TX value for backlIP
of a node. If it is 4096, this item
passes the check. Otherwise, this
item fails the check.

Yes

CheckMTU

Checks the MTU value of a NIC
corresponding to backIP of a
node (ensure consistent PICs after
bonding). If the result is not 8192
or 1500, a warning is reported. In
this case, if MTU values in
openGauss are the same, this item
passes the check. Otherwise, this
item fails the check.

Yes

CheckNetWorkDr
op

Checks the packet loss rate of
each IP address within 1 minute. If
the rate does not exceed 1%, this
item passes the check. Otherwise,
this item fails the check.

No

CheckBond

Checks whether BONDING_OPTS
or BONDING_MODULE_OPTS is
configured. If no, a warning is
reported. In this case, checks
whether the bond mode of each
node is the same. If yes, this item
passes the check. Otherwise, this
item fails the check.

Yes

CheckMultiQueue

Checks cat /proc/interrupts. If
multiqueue is enabled for NICs
and different CPUs are bound, this
item passes the check. Otherwise,
this item fails the check.

Yes

CheckUsedPort

Checks the value of
net.ipv4.ip_local_port_range. If
the value is greater than or equal
to the default value of the OS
(32768 to 61000), this item passes
the check.

Checks the number of random
TCP ports. If the number is less
than 80% of the total number of
random ports, this item passes the
check.

No
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CheckNICModel

Checks whether NIC models or
driver versions are consistent
across nodes. If yes, this item
passes the check. Otherwise, a
warning is reported.

No

CheckRouting

Checks the number of IP
addresses on the service network
segment for each node. If the
number exceeds 1, a warning is
reported. Otherwise, this item
passes the check.

No

CheckNetSpeed

When the network is fully loaded,
checks whether the average NIC
receiving bandwidth is greater
than 600 MB. If yes, this item
passes the check.

When the network is fully loaded,
checks the network ping value. If
it is shorter than 1s, this item
passes the check.

When the network is fully loaded,
checks the NIC packet loss rate. If
it is less than 1%, this item passes
the check.

No

Others

CheckDataDiskUs
age

Checks the usage of the disk
database node directory. If the
usage is lower than 90%, this
item passes the check. Otherwise,
this item fails the check.

No

(11 NOTE

Constraints on the CheckNetSpeed check item are as follows:

e Do not use -L to check CheckNetSpeed, because doing so cannot produce enough
network load and the check result will be inaccurate.

e If the number of nodes is less than six, the network load produced by speed_test may

not fully occupy the bandwidth, and the check result will be inaccurate.

Defining a Scenario

Step 1 Log in as the OS user omm to the primary database node.

Step 2 Create the scenario configuration file scene_XXXxxml in the $GPHOME/[script/
gspylib/inspection/config directory.
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Step 3 Write check items to the scenario configuration file in the following format:

<?xml version="1.0" encoding="utf-8" ?>

<scene name="XXX" desc="check cluster parameters before XXX.">
<configuration/>

<allowitems>

<item name="CheckXXX"/>

<item name="CheckXXX"/>

</allowitems>

</scene>

item name indicates the check item name.
Note: You need to ensure that the user-defined XML file is correct.

Step 4 Run the following command in the home/package/script/gspylib/inspection/
config directory to deploy the file on each node where the check is to be
performed:

scp scene_upgrade.xml SIA1000068994: home/package/script/gspylib/inspection/config/
LI NOTE

home/package/script/gspylib/inspection/config is the absolute path of the new scenario
configuration file.

Step 5 Switch to user omm and run the following command to view the check result:
gs_check -e XXX

--—-End

Defining a Check Item

Step 1 Add a check item. Modify the script/gspylib/inspection/config/items.xml file in
the following format:

<checkitem id="10010" name="CheckCPU">

<title>

<en>Check the CPU usage.</en>

<en>Check CPU Idle and I/O wait</en>

</title>

<threshold>

StandardCPUldle=30;

StandardWI0=30

</threshold>

<suggestion>

<zh>If the available space is insufficient and the CPU is heavily loaded, scale out the CPU node. If iowait is
too high, replace this disk with a high-performance one, which is the current performance bottleneck.</zh>.
</suggestion>

<standard>

<zh>Check the CPU usage of the host. If the value of idle is greater than 30% and the value of iowait is
less than 30%, this item passes the check. Otherwise, this item fails the check.</zh>

</standard>

<category>os</category>

<permission>user</permission>

<scope>all</scope>

<analysis>default</analysis>

</checkitems>

e id: specifies the check item ID.

e name: specifies the name of the check script.

e title: specifies the name of the check item. It allows multiple languages.
<zh>: checks content of Chinese version.
<en>: checks content of English version.
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Step 2

e standard: specifies the check standards. It allows multiple languages.

e suggestion: provides advice on how to fix check item problems. It allows

multiple languages.

e threshold: specifies the check item threshold. Multiple values are separated

using semicolons (;), for example, Key1=Value1;Key2=Value2.

e category: specifies the check item type. It is optional. Its value can be os,

device, network, cluster, database, or other.

e permission: specifies the permission required for checking an item. It is
optional. Its value can be root or user (default).

e scope: specifies the node scope where an item is checked. It is optional. cn-

indicates that only the primary database node resides is checked. local-
indicates that only the current node is checked. all- is the default value,
indicating that all nodes in openGauss are checked.

e analysis: specifies how the check result is analyzed. default- is the default
value, indicating that the result on every node is checked, and that an item

passes the check only if it passes the check on all the nodes. consistent-

indicates that each node returns a result, and that an item passes the check if

all the results are consistent. custom- indicates other ways.

Note: You need to ensure that the user-defined XML file is correct.

Create a check script named Check XXXX.py in the script/gspylib/inspection/

items directory. The directory should contain multiple folders, each storing a type

of scripts. The format is as follows:

class CheckCPU (Baseltem):

def __init__(selh:

super(CheckCPU, seff).__init__(self__class__.__name_)
selfidle = None

selfwio = None

selfstandard = None

def preCheck(self):

# check the threshold was set correctly

if (not selfthreshold.has_key('StandardCPU/dle’)
or not selfthreshold.has_key('StandardWiO)):
raise Exception( "threshold can not be empty")
selfidle = selfthreshold[ 'StandardCPUldle’|
selfwio = selfthreshold[ 'StandardW/O'|

# format the standard by threshold
selfstandard = selfstandard.format(idle=se/fidle, iowait=selfwio)

def doCheck(self:

cmd = "sar 71 5 2>&1"

output = SharedFuncs.runShellCmd(cmd)
selfresult.raw = output

# check the result with threshold

d = next(n.split() for n in output.splitlines() if "Average”in n)
jowait = d[-3]

idle = d[-1]

rst = ResultStatus.OK

vals =[]

if (iowait > selfwio):

rst = ResultStatus.NG

vals.append( "The %s actual value %s is greater than expected value %s" % ("IOWait", iowait, selfwio))

if (idle < selfidle):

rst = ResultStatus.NG

vals.append("The %s actual value %s is less than expected value %s" % ("Idle", idle, selfidle))
selfresult.rst = rst

if (vals):

selfresult.val = "|n"join(vals)

Issue 01 (2022-03-31) Copyright © Huawei Technologies Co., Ltd.

88



openGauss
Tool Reference

3 Server Tools

A script is developed based on the Baseltem class, which defines the common
check process, result analysis method, and default output format. Extended
parameters:

e doCheck: contains specific ways to check an item. The check result is in the
following format:

result.rst: (optional) specifies the check result. Its value can be:

OK: indicates that the item passes the check.
NA: indicates that the check does not cover the node.
NG: indicates that the item failed the check.

WARNING: indicates that the check is complete and that a warning is
reported.

ERROR: indicates that the check is interrupted due to an internal error.

e preCheck: checks prerequisites. Its value can be cnPreCheck, which checks
whether a primary database node instance is deployed on the current
execution node; or localPreCheck, which checks whether the current
execution node is specified for the check. You can set it using scope in the
check item configuration file. This method can be reloaded to perform
customized pre-checks.

e postAnalysis specifies how the check result is analyzed. Its value can be
default or consistent. You can set it using analysis in the check item
configuration file. This method can be reloaded to perform customized result
analysis.

Note: The name of a user-defined check item cannot be the same as the name of
an existing check item. In addition, you need to ensure that the user-defined check
item script is standard.

Step 3 Deploy the script on all execution nodes.

Step 4 Log in as the user omm and run the following command to view the result:

To locally perform a check, run the following command:

gs_check -i CheckXXX -L

To remotely perform a check, run the following command:

gs_check

--—-End

-i CheckXXX
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OS Parameters

Table 3-4 OS parameters

Parameter Description Recommended
Value

net.ipvd.tcp_max | Specifies the maximum number of 10000
_tw_buckets TCP/IP connections concurrently

remaining in the TIME_WAIT state. If

the number of TCP/IP connections

concurrently remaining in the

TIME_WAIT state exceeds the value of

this parameter, the TCP/IP connections

in the TIME_WAIT state will be released

immediately, and alarm information will

be printed.
net.ipvd.tcp_tw_r | Reuses sockets whose status is TIME- 1
euse WAIT for new TCP connections.

e 0: This function is disabled.

e 1: This function is enabled.
net.ipvd.tcp_tw_r | Rapidly reclaims sockets whose status is | 1
ecycle TIME-WAIT in TCP connections.

e 0: This function is disabled.

e 1: This function is enabled.
net.ipv4d.tcp_keep | Specifies how often Keepalived 30
alive_time messages are sent through TCP

connections when Keepalived is enabled.
net.ipvd.tcp_keep | Specifies the number of Keepalived 9
alive_probes detection packets sent through a TCP

connection before the connection is

regarded invalid. The product of the

parameter value multiplied by the value

of the tcp_keepalive_intvl parameter

determines the response timeout

duration after a Keepalived message is

sent through a connection.
net.ipvd.tcp_keep | Specifies how often a detection packet is | 30
alive_intvl re-sent when the previous packets are

not acknowledged.
net.ipvd.tcp_retri | Specifies the maximum TCP reattempts | 5
es1 during connection establishment.
net.ipv4.tcp_syn_r | Specifies the maximum SYN packet 5
etries reattempts in the TCP.
net.ipvd.tcp_syna | Specifies the maximum SYN response 5
ck_retries packet reattempts in the TCP.

Issue 01 (2022-03-31) Copyright © Huawei Technologies Co., Ltd. 90



openGauss
Tool Reference

3 Server Tools

Parameter

Description

Recommended
Value

net.ipv4.tcp_retri
es2

Specifies the number of times that the
kernel re-sends data to a connected
remote host. A smaller value leads to
earlier detection of an invalid
connection to the remote host, and the
server can quickly release this
connection.

If "connection reset by peer" is
displayed, increase the value of this
parameter to avoid the problem.

12

vm.overcommit_
memory

Specifies the kernel check method
during memory allocation.

e 0: The system accurately calculates
the current available memory.

e 1: The system returns a success
message without a kernel check.

e 2: The system returns a failure
message if the memory size you have
applied for exceeds the result of the
following formula: Total memory size
x Value of vm.overcommit_ratio/100
+ Total SWAP size.

The default value for a kernel is 2, which
is too conservative. The recommended
value is 0. If system loads are high, set
this parameter to 1.

net.ipv4.tcp_rme
m

Specifies the free memory in the TCP
receiver buffer. Three memory size
ranges in the unit of page are provided:
min, default, and max.

8192 250000
16777216

net.ipv4.tcp_wme

Specifies the free memory in the TCP

8192 250000

efault

receiver buffer.

m sender buffer. Three memory size ranges | 16777216
in the unit of page are provided: min,
default, and max.
net.corewmem_ | Specifies the maximum size of the 21299200
max socket sender buffer.
net.core.rmem_m | Specifies the maximum size of the 21299200
ax socket receiver buffer.
net.core.wmem_d | Specifies the default size of the socket 21299200
efault sender buffer.
net.corermem_d | Specifies the default size of the socket 21299200
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Parameter

Description

Recommended
Value

net.ipv4.ip_local_
port_range

Specifies the range of temporary ports
that can be used by a physical server.

26000-65535

kernel.sem

Specifies the kernel semaphore.

250 6400000
1000 25600

vm.min_free_kbyt
es

Specifies the minimum free physical
memory reserved for unexpected page
breaks.

5% of the total
system memory

net.core.somaxco | Specifies the maximum length of the 65535
nn listening queue of each port. This is a

global parameter.
net.ipv4.tcp_sync | Specifies whether to enable SYN cookies | 1
ookies to guard the OS against SYN attacks

when the SYN waiting queue overflows.

e 0: The SYN cookies are disabled.

e 1: The SYN cookies are enabled.
net.core.netdev_ | Specifies the maximum number of data | 65535
max_backlog packets that can be sent to the queue

when the rate at which the network

device receives data packets is higher

than that at which the kernel processes

the data packets.
net.ipvd.tcp_max | Specifies the maximum number of 65535
_syn_backlog unacknowledged connection requests to

be recorded.
net.ipv4.tcp_fin_ti | Specifies the default timeout. 60
meout
kernel.shmall Specifies the total shared free memory 11529215046068

of the kernel. 46720
kernel.shmmax Specifies the maximum value of a 18446744073709

shared memory segment. 551615

net.ipv4.tcp_sack

Specifies whether selective
acknowledgment is enabled. The
selective acknowledgment on out-of-
order packets can increase system
performance. Restricting users to
sending only lost packets (for wide area
networks) should be enabled, but this
will increase CPU usage.

e 0: This function is disabled.
e 1: This function is enabled.

1
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Parameter

Description

Recommended
Value

net.ipv4.tcp_time
stamps

Specifies whether the TCP timestamp
(12 bytes are added in the TCP packet
header) enables a more accurate RTT
calculation than the retransmission
timeout (for details, see RFC 1323) for
better performance.

e 0: This function is disabled.
e 1: This function is enabled.

1

vm.extfrag_thres
hold

When system memory is insufficient,
Linux will score the current system
memory fragments. If the score is higher
than the value of vm.extfrag_threshold,
kswapd triggers memory compaction.
When the value of this parameter is
close to 1000, the system tends to swap
out old pages when processing memory
fragments to meet the application
requirements. When the value of this
parameter is close to 0, the system
tends to do memory compaction when
processing memory fragments.

500

vm.overcommit_r
atio

When the system uses the algorithms
where memory usage never exceeds the
thresholds, the total memory address
space of the system cannot exceed the
value of swap+RAM multiplied by the
percentage specified by this parameter.
When the value of
vm.overcommit_memory is set to 2,
this parameter takes effect.

90

MTU

Specifies the maximum transmission
unit (MTU) for a node NIC. The default
value in the OS is 1500. You can set it to
8192 to improve the performance of
sending and receiving data using SCTP.

8192

File System Parameters
e soft nofile

Indicates the soft limit. The number of file handles used by a user can exceed

this parameter value. However, an alarm will be reported.

Recommended value: 1000000

e hard nofile

Indicates the hard limit. The number of file handles used by a user cannot
exceed this parameter value.
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Examples

Recommended value: 1000000
e stack size

Specifies the thread stack size.

Recommended value: 3072

Check result of a single item:

perfadm@lfgp000700749:/opt/huawei/perfadm/tool/script> gs_check -i CheckCPU
Parsing the check items config file successfully

Distribute the context file to remote hosts successfully

Start to health check for the cluster. Total Items:1 Nodes:3

Checking... [ 111
Start to analysis the check result
CheckCPU........cooveeeiecerecian OK

The item run on 3 nodes. success: 3

Success. All check items run completed. Total:1 Success:1 Failed:0
For more information please refer to /opt/huawei/wisequery/script/gspylib/inspection/output/
CheckReport_201902193704661604.tar.gz

Local execution result:
perfadm@lfgp000700749:/opt/huawei/perfadm/tool/script> gs_check -i CheckCPU -L

2017-12-29 17:09:29 [NAM] CheckCPU

2017-12-29 17:09:29 [STD] Check the CPU usage of the host. If the value of idle is greater than 30% and
the value of iowait is less than 30%, this item passes the check. Otherwise, this item fails the check.
2017-12-29 17:09:29 [RST] OK

2017-12-29 17:09:29 [RAW]
Linux 4.4.21-69-default (Ifgp000700749) 12/29/17 _x86_64_

17:09:24 CPU  %user %nice %system %iowait %steal %idle
17:09:25 all. 025 000 025 000 000 99.50
17:09:26 alll. 025 000 013 000 000 99.62
17:09:27 all. 025 000 025 013 000 9937
17:09:28 all. 038 000 025 000 0.13 99.25
17:09:29 all  1.00 0.00 083 000 000 9812
Average: alll. 043 000 035 003 003 99.17

Check result of a scenario:

[perfadm@SIA1000131072 Check]$ gs_check -e inspect

Skip CheckHdfsForeignTabEncoding because it only applies to VIR5 upgrade V1R6 with cluster.
Parsing the check items config file successfully

The below items require root privileges to execute:[CheckBlockdev ChecklOConfigure CheckMTU CheckRXTX
CheckMultiQueue CheckFirewall CheckSshdService CheckSshdConfig CheckCrondService
CheckMaxProcMemory CheckBootltems CheckFilehandle CheckNICModel CheckDropCache]
Please enter root privileges user[root]:

Please enter password for user[root]:

Check root password connection successfully

Distribute the context file to remote hosts successfully

Start to health check for the cluster. Total Items:57 Nodes:3

Checking... [i 1 57/57
Start to analysis the check result
CheckClusterState........cccocoovrunnnnee. OK

The item run on 3 nodes. success: 3
CheckDBParames..........ccccooeeveevunnnne OK
CheckMpprcFile.......ovvenreereeennen. OK

The item run on 3 nodes. success: 3

Analysis the check result successfully
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Failed. All check items run completed. Total:57 Success:49 Warning:5 NG:3 Error:0
For more information please refer to /opt/huawei/wisequery/script/gspylib/inspection/output/
CheckReport_inspect_201902207129254785.tar.gz

Helpful Links

3.3 gs_checkos, 3.4 gs_checkperf

3.3 gs_checkos

gs_checkos helps you check the OS version information, control parameters, and
disk configurations, and configure control parameters, |/O parameters, network
parameters, and THP services.

Background
Prerequisites
[
[ ]
[ ]
Syntax
[
[ ]

The hardware and network are working properly.
The trust relationship of user root among the hosts is normal.
Only user root is authorized to run the gs_checkos command.

(10 NOTE

This tool cannot be invoked independently. For security purposes, it will be
automatically deleted after the preinstallation is complete in enterprise-edition
installation mode.

Check OS information.
gs_checkos -i /TEM [-f HOSTFILE] [-h HOSTNAME] [-X XMLFILE] [--detail] [-o OUTPUT] [-| LOGFILE]

Display help information.
gs_checkos -? | --help

Display version information.
gs_checkos -V | --version

Parameter Description

-i
Specifies the number of a check item. The format is -i A, -i B1, -i A1 -i A2, or -
i A1,A2.

Value range: A1..A14 and B1...B8
(1] NOTE

Items from A1 to A14 indicate that OS parameters need to be checked but not to be
set.

Items from B1 to B8 indicate that system parameters need to be set to expected
values.

Items A and items B cannot be simultaneously set.
For details, see Table 3-5.
-f
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Specifies the file of a host name list.

(10 NOTE

The -f and -h parameters cannot be used together.
Value range: a host name list
-h

Specifies the name of a host to be checked. You can specify multiple hosts
and separate the hosts with commas (,).

Value range: a host name of openGauss. If no host is specified, the current
host is checked.

-X

Specifies the XML configuration file of openGauss.

--detail

Displays detailed check results.

-0

Specifies the file for saving OS check reports.

If this parameter is not specified, OS check results are displayed on the screen.
-l

Specifies a log file and its save path.

Default value: /tmp/gs_checkos/gs_checkos-YYYY-MM-DD_hhmmss.log
-?, --help

Displays help information.

-V, --version

Displays version information.

Table 3-5 OS check items

Num | Check Item Description
ber
Al OS version status Check the OS version. Ensure that the host

platform supports openEuler or CentOS. In
addition, you need to ensure that the all host
platforms of openGauss belong to the same
hybrid range.

A2 Kernel version status | Check the kernel version.

A3 Unicode status Check the character set. Ensure that the
character sets of openGauss hosts are
consistent.

Ad Time zone status Checks the time zone setting. Ensure that the
time zones of openGauss hosts are consistent.

A5 Swap memory status | Check the swap partition. Ensure that the swap

partition size of each host is less than or equals
to the total memory size of the host.
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Num
ber

Check Item

Description

A6

System control
parameters status

Check the kernel parameter. Ensure that the
parameter value of the current kernel is
consistent with the default value.

For details, see OS Parameters.

A7

File system
configuration status

Check the system file handle. Ensure that the
parameter value of the system file handle is
greater than or equal to 1000000.

Check the thread stack size: Ensure that the
thread size is greater than or equal to 3072 KB.

Check the maximum available virtual memory
of processes. Ensure that the maximum
available virtual memory of system processes is
unlimited.

A8

Disk configuration
status

Check the hard disk mounting parameter.
Ensure that the disk format is XFS and its
mounting mode is
"rw,noatime,inode64,allocsize=16m".

A9

Pre-read block size
status

Check the pre-read parameter. Ensure that the
expected value of the pre-read parameter is
16384.

A10

10 scheduler status

Check the I/O scheduling policy. Ensure that the
I/O scheduling policy is deadline.

A11

Network card
configuration status

Check the NIC smaller than 10GE.
e Ensure that mtu of the NIC is 1500.
Check the NIC larger than 10GE.

e When the NIC is in unbinding mode and is a
10GE card, ensure that the value of mtu is
1500 and the value of rx/tx is greater than
or equal to 4096.

e When the NIC is in binding mode, ensure
that the type of each binding NIC is 10GE,
the value of mtu is 1500, and the value of
rx/tx is greater than or equal to 4096.

e The NIC of openGauss's peripheral devices
(such as switches) should be set to the same
as that of the openGauss hosts.

A12

Time consistency
status

Check the time consistency status. Ensure that
the NTP service is started and the system time
deviation of each openGauss host does not
exceed 60s.

A13

Firewall service status

Check the firewall status. Ensure that the
firewall is disabled.
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Num
ber

Check Item

Description

A14

THP service status

Check the THP service status. Ensure that the
THP service is disabled.

B1

Set system control
parameters

Set the kernel parameter. When the actual value
does not meet check requirements, reset the
parameter whose result is Abnormal. Do not set
the Warning parameter here. You can set the
value of Warning as needed.

B2

Set file system
configuration value

Set the parameter of system file handles. Set
the number of system file handles if it is less
than 1000000.

Set the thread stack size. Set the thread stack
size if it is less than 3072 KB.

Set the maximum available virtual memory of
processes: If the maximum available virtual
memory of system processes is not unlimited,
change it to unlimited.

B3

Set pre-read block
size value

Set the hard disk pre-read parameter: When the
actual value is less than 16384, reset the
parameter.

B4

Set 10 scheduler
value

Set the 1/O configuration item. If the actual
value of the system is not deadline, reset the
parameter.

B5

Set network card
configuration value

Set the 10GE NIC parameters. Set the rx and tx
parameters that do not meet 10GE NIC
requirements. Do not set the mtu parameter.

B6

Set THP service

Set the THP service. If the THP service is
enabled, disable it.

B7

Set RemovelPC value

Check EulerQOS attributes. Set the value of
RemovelPC in files /usr/lib/systemd/system/
systemd-logind.service and /etc/systemd/
logind.conf to no.

B8

Set Session Process

Set a remote device to inherit default system
resources. Modify the /fetc/pam.d/sshd service
file and add the session required pam_limits.so
configuration item to control resources used by
users.
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(11 NOTE

OS Parameters

Item A6 needs to be checked based on the [/etc/sysctl.conf] and [SUGGEST:/etc/
sysctl.conf] domains in the check_list.conf configuration file.

If the parameter value in [/etc/sysctl.conf] differs from the actual value, an Abnormal
message is displayed during the check of item A6. You can set the parameter in item B1.

If the parameter value in [SUGGEST:/etc/sysctl.conf] differs from the actual value, a
Warning message is displayed during the check of item A6. You can manually set the
parameter in item B1 as needed.

Item A7 checks items specified by the open file parameter in the [/etc/security/
limits.conf] domain in the check_list.conf configuration file. You can set the parameter
in item B2.

The mtu, rx, and tx parameters of item A11 need to be checked based on the [/sbin/
ifconfig] domain in the check_list.conf configuration file. You can set the rx and tx
parameters using item B5 and set the mtu parameter manually.

Use configured gs_checkos kernel parameter value and file handles parameter value to
restart the new session.

Table 3-6 OS parameters

Parameter Description Recommended

Value
net.ipvd.tcp_max | Specifies the maximum number of 10000
_tw_buckets TCP/IP connections concurrently

remaining in the TIME_WAIT state. If
the number of TCP/IP connections
concurrently remaining in the
TIME_WAIT state exceeds the value of
this parameter, the TCP/IP connections
in the TIME_WAIT state will be released
immediately, and alarm information will
be printed.

net.ipvd.tcp_tw_r | Reuses sockets whose status is TIME- 1
euse

WAIT for new TCP connections.
e 0: This function is disabled.
e 1: This function is enabled.

net.ipv4d.tcp_tw_r | Rapidly reclaims sockets whose status is | 1
ecycle TIME-WAIT in TCP connections.

e 0: This function is disabled.
e 1: This function is enabled.

net.ipvd.tcp_keep | Specifies how often Keepalived 30
alive_time messages are sent through TCP

connections when Keepalived is enabled.
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Parameter

Description

Recommended
Value

net.ipv4.tcp_keep
alive_probes

Specifies the number of Keepalived
detection packets sent through a TCP
connection before the connection is
regarded invalid. The product of the
parameter value multiplied by the value
of the tcp_keepalive_intvl parameter
determines the response timeout
duration after a Keepalived message is
sent through a connection.

9

net.ipv4.tcp_keep
alive_intvl

Specifies how often a detection packet is
re-sent when the previous packets are
not acknowledged.

30

net.ipv4.tcp_retri
es

Specifies the maximum TCP reattempts
during connection establishment.

net.ipv4.tcp_syn_r
etries

Specifies the maximum SYN packet
reattempts in the TCP.

net.ipv4.tcp_syna
ck_retries

Specifies the maximum SYN response
packet reattempts in the TCP.

net.ipv4.tcp_retri
es2

Specifies the number of times that the
kernel re-sends data to a connected
remote host. A smaller value leads to
earlier detection of an invalid
connection to the remote host, and the
server can quickly release this
connection.

If "connection reset by peer" is
displayed, increase the value of this
parameter to avoid the problem.

12

vm.overcommit_
memory

Specifies the kernel check method
during memory allocation.

e 0: The system accurately calculates
the current available memory.

e 1: The system returns a success
message without a kernel check.

e 2: The system returns a failure
message if the memory size you have
applied for exceeds the result of the
following formula: Total memory size
x Value of vm.overcommit_ratio/100
+ Total SWAP size.

The default value for a kernel is 2, which
is too conservative. The recommended
value is 0. If system loads are high, set
this parameter to 1.
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Parameter

Description

Recommended
Value

net.ipv4.tcp_rme
m

Specifies the free memory in the TCP
receiver buffer. Three memory size
ranges in the unit of page are provided:
min, default, and max.

8192 250000
16777216

net.ipv4.tcp_wme

Specifies the free memory in the TCP

8192 250000

m sender buffer. Three memory size ranges | 16777216
in the unit of page are provided: min,
default, and max.
net.corewmem_ | Specifies the maximum size of the 21299200
max socket sender buffer.
net.core.rmem_m | Specifies the maximum size of the 21299200
ax socket receiver buffer.
net.corewmem_d | Specifies the default size of the socket 21299200
efault sender buffer.
net.core.rmem_d | Specifies the default size of the socket 21299200

efault

receiver buffer.

net.ipv4.ip_local_
port_range

Specifies the range of temporary ports
that can be used by a physical server.

26000-65535

kernel.sem

Specifies the kernel semaphore.

250 6400000
1000 25600

vm.min_free_kbyt
es

Specifies the minimum free physical
memory reserved for unexpected page
breaks.

5% of the total
system memory

net.core.somaxco | Specifies the maximum length of the 65535
nn listening queue of each port. This is a

global parameter.
net.ipvd.tcp_sync | Specifies whether to enable SYN cookies | 1
ookies to guard the OS against SYN attacks

when the SYN waiting queue overflows.

e 0: The SYN cookies are disabled.

e 1: The SYN cookies are enabled.
net.core.netdev_ | Specifies the maximum number of data | 65535
max_backlog packets that can be sent to the queue

when the rate at which the network

device receives data packets is higher

than that at which the kernel processes

the data packets.
net.ipvd.tcp_max | Specifies the maximum number of 65535

_syn_backlog

unacknowledged connection requests to
be recorded.
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Parameter

Description

Recommended
Value

net.ipv4.tcp_fin_ti
meout

Specifies the default timeout duration.

60

kernel.shmall

Specifies the total shared free memory
of the kernel.

11529215046068
46720

kernel.shmmax

Specifies the maximum value of a
shared memory segment.

18446744073709
551615

net.ipv4.tcp_sack

Specifies whether selective
acknowledgment is enabled. The
selective acknowledgment on out-of-
order packets can increase system
performance. Restricting users to
sending only lost packets (for wide area
networks) should be enabled, but this
will increase CPU usage.

e 0: This function is disabled.
e 1: This function is enabled.

1

net.ipv4.tcp_time
stamps

Specifies whether the TCP timestamp
(12 bytes are added in the TCP packet
header) enables a more accurate RTT
calculation than the retransmission
timeout (for details, see RFC 1323) for
better performance.

e 0: This function is disabled.
e 1: This function is enabled.

vm.extfrag_thres
hold

When system memory is insufficient,
Linux will score the current system
memory fragments. If the score is higher
than the value of vm.extfrag_threshold,
kswapd triggers memory compaction.
When the value of this parameter is
close to 1000, the system tends to swap
out old pages when processing memory
fragments to meet the application
requirements. When the value of this
parameter is close to 0, the system
tends to do memory compaction when
processing memory fragments.

500
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Parameter Description Recommended
Value
vm.overcommit_r | When the system uses the algorithms 90
atio where memory usage never exceeds the

thresholds, the total memory address
space of the system cannot exceed the
value of swap+RAM multiplied by the
percentage specified by this parameter.
When the value of
vm.overcommit_memory is set to 2,
this parameter takes effect.

MTU Specifies the maximum transmission 8192
unit (MTU) for a node NIC. The default
value in the OS is 1500. You can set it to
8192 to improve the performance of
sending and receiving data using SCTP.

File System Parameters
e soft nofile

Indicates the soft limit. The number of file handles used by a user can exceed
this value, but an alarm message will be sent if the value is exceeded.

Recommended value: 1000000
e hard nofile

Indicates the hard limit. The number of file handles used by a user cannot
exceed this value.

Recommended value: 1000000
e stack size

Indicates the thread stack size.

Recommended value: 3072

Examples

Run the following commands to check the OS parameters:

gs_checkos -i A -h plat1 -X /opt/software/openGauss/clusterconfig.xml --detail -o /var/log/checkos
Performing operation system check/set. Output the result to the file /var/log/checkos.

Operation system check/set is completed.

Total numbers:14. Abnormal numbers:0. Warning number:1.

Query check results.

vim /var/log/checkos
Checking items:

A1. [ OS version status ] : Normal

A2. [ openGauss version status ] : Normal
A3. [ Unicode status ] : Normal

A4. [ Time zone status ] : Normal

A5. [ Swap memory status ] : Normal
A6. [ System control parameters status ] : Normal
A7. [ File system configuration status ] : Normal
A8. [ Disk configuration status ] : Normal
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Helpful Links

A9. [ Pre-read block size status ] : Normal
A10.[ 10 scheduler status ] : Normal
A11.[ Network card configuration status ] : Normal
A12.[ Time consistency status ] : Warning
A13.[ Firewall service status ] : Normal
A14.[ THP service status ] : Normal

3.2 gs_check and 3.4 gs_checkperf

3.4 gs_checkperf

Background

Prerequisites

Precautions

Syntax

openGauss provides the gs_checkperf tool for you to routinely check the
openGauss-level performance (such as host CPU, Gauss CPU, and I/O usage),
host-level performance (CPU, memory, and 1/O usage), session-/process-level
performance (CPU, memory, and I/O usage), and SSD performance (write and
read performance). This helps you learn the openGauss load and fine-tune
database performance accordingly.

e openGauss running status is normal and is not the read-only mode.
e Services are running properly on the database.

(10 NOTE

For security purposes, the tool in the gaussdbToolPath directory will be automatically
deleted after the pre-installation is complete in enterprise-edition installation mode.

The monitoring information of gs_checkperf comes from tables in PMK mode. If
the ANALYZE operation is not performed on such tables, gs_checkperf may fail to

be executed. An example of the error information is as follows:
LOG: Statistics in some tables or columns(pmk.pmk_snapshot.snapshot_id) are not collected.
HINT: Do analyze for them in order to generate optimized plan.

To fix this error, log in to a node where a master database node is deployed,
connect to the postgres database, and run the following SQL statements:

analyze pmk.pmk_configuration;

analyze pmk.pmk_meta_data;

analyze pmk.pmk_snapshot;

analyze pmk.pmk_snapshot_dbnode_stat;
analyze pmk.pmk_snapshot_datanode_stat;

e Check the SSD performance (as user root).
gs_checkperf -U USER [-o OUTPUT] -i SSD [-l LOGFILE]

e Check the openGauss performance (as the user for installing openGauss).
gs_checkperf [-U USER] [-o OUTPUT] [-i PMK] [--detail] [-l LOGFILE]

e Display help information.
gs_checkperf -? | --help
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Display version information.
gs_checkperf -V | --version

Parameter Description

-U

Specifies the name of the user for running openGauss.

Value range: name of the user for running openGauss

Specify this parameter when you run the command as user root.

-0

Specifies the file for saving performance check reports.

Value range: the name of a specified file

If this parameter is not specified, OS check results are displayed on the screen.
-i

Specifies the number of a check item. This parameter is case-insensitive.
Format: -i PMK and -i SSD

Value range: PMK and SSD

Check the PMK item as an openGauss user.

Check the SSD item as user root.

If this parameter is not specified, the PMK item is checked by default as the
openGauss user, and SSD item is checked by default as user root.

--detail

Displays detailed PMK check results.
-1

Specifies the path for saving log files.

The default path is /var/log/gaussdb/omm/om/gs_checkperf-YYYY-MM-
DD_hhmmss.log.

-?, --help

Displays help information.
-V, --version

Displays version information.

Table 3-7 Performance check items

Type Performance Description
Parameter

openGauss Host CPU Usage CPU usage of the host

tevel Gauss CPU Usage Usage of the Gauss CPU
Shared Memory Hit Hit rate of the shared memory
Rate

Memory Sorting Ratio | Ratio of completed sorts in memory

I/O Usage Number and time of file reads and
writes
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Process level

Type Performance Description
Parameter
Disk Usage Number of file writes, average write
duration, and maximum write duration
Transaction Statistics Number of current SQL executions and
sessions
Host level CPU Usage Host CPU usage, including CPU busy
time and CPU idle time
Memory Usage Host memory usage, including total
physical memory and used memory
I/O Usage Number and time of file reads and
writes
Session/ CPU Usage Session CPU usage, including CPU busy

time and CPU idle time

Memory Usage

Session memory usage, including total
physical memory and used memory

I/O Usage

Number of shared buffer hits in a
session

SSD
performance
(Only user

Write Performance

The dd command (flag=direct bs=8M
count=2560) is used to write data into
an SSD every 10s.

root can
view it.)

Read Performance

The dd command (flag=direct bs=8M
count=2560) is used to read data from
an SSD every 7s.

Examples

Example 1: Run the following command to display performance statistics in simple

mode on the screen:

gs_checkperf -i pmk -U omm
Cluster statistics information:
Host CPU busy time ratio

GaussDB CPU time % in busy time

Shared Buffer Hit ratio
In-memory sort ratio
Physical Reads
Physical Writes

DB size

Total Physical writes
Active SQL count
Session count

1.43

%

1.88 %

99.96
100.00

%

%

Example 2: Run the following command to display performance statistics in

detailed mode on the screen:

gs_checkperf -i pmk -U omm --detail

Cluster statistics information:
Host CPU usage rate:
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Host total CPU time
Host CPU busy time
Host CPU iowait time
Host CPU busy time ratio
Host CPU iowait time ratio
GaussDB CPU usage rate:
GaussDB CPU time % in busy time
GaussDB CPU time % in total time
Shared buffer hit rate:
Shared Buffer Reads
Shared Buffer Hits
Shared Buffer Hit ratio
100.00  %I/O usage:
Number of files
Physical Reads
Physical Writes
Read Time
Write Time
Disk usage:
DB size
Total Physical writes
Average Physical write
Maximum Physical write
Activity statistics:
Active SQL count
Session count
Node statistics information:
dn_6001_6002:
GaussDB CPU Time
Host CPU Busy Time
Host CPU Total Time
GaussDB CPU Time % in Busy Time
GaussDB CPU Time % in Total Time
Physical memory
DB Memory usage
Shared buffer size
Shared buffer hit ratio
Sorts in memory
Sorts in disk
In-memory sort ratio
Number of files
Physical Reads
Physical Writes
Read Time
Write Time
dn_6003_6004:
GaussDB CPU Time

1030 Jiffies
Host CPU Total Time
Time :16.50 %

GaussDB CPU Time % in Total Time
Physical memory
DB Memory usage
33554432 Bytes
Shared buffer hit ratio
Sorts in memory
Sorts in disk
In-memory sort ratio
Number of files
Physical Reads
Physical Writes
Read Time
Write Time
dn_6005_6006:
GaussDB CPU Time
Host CPU Busy Time
Host CPU Total Time
GaussDB CPU Time % in Busy Time
GaussDB CPU Time % in Total Time

70

42386.667 liffies
1873.333 liffies

20.000 Jiffies
4.42 %
.05 %
19.04 %
.84 %
0 0
24129
100.00 % In-memory sort ratio
537
0
0
0 ms
0 ms
MB
0
0
.0
2
;200 Jiffies
3490 Jiffies
42330  Jiffies
573 %
A7 %

8231776256 Bytes
877236224 Bytes

33554432 Bytes

0

1
0

0
0
0

0

1
0

0
0
0

100.00 %
123

100.00 %
49

170 Jiffies Host CPU Busy Time

42470  Jiffies GaussDB CPU Time % in Busy
: 40 %
8231776256 Bytes

881434624 Bytes Shared buffer size

100.00 %
119
100.00 %
65
;220 Jiffies
1100 Jiffies
42360 Jiffies
20.00 %
.52 %
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Physical memory

DB Memory usage
Shared buffer size
Shared buffer hit ratio
Sorts in memory
Sorts in disk
In-memory sort ratio
Number of files
Physical Reads
Physical Writes

Read Time

Write Time

Session statistics information(Top 10):

Session CPU statistics:

1 dn_6003_6004-postgres-dbazt:
Session CPU time
Database CPU time
Session CPU time %

2 dn_6005_6006-postgres-dbazt:
Session CPU time
Database CPU time
Session CPU time %

3 dn_6001_6002-postgres-dbazt:
Session CPU time
Database CPU time
Session CPU time %

Session Memory statistics:
1 dn_6005_6006-postgres-dbazt:
Buffer Reads
Shared Buffer Hit ratio
In Memory sorts
In Disk sorts
In Memory sorts ratio
Total Memory Size
Used Memory Size
2 dn_6003_6004-postgres-dbazt:
Buffer Reads
Shared Buffer Hit ratio
In Memory sorts
In Disk sorts
In Memory sorts ratio
Total Memory Size
Used Memory Size
3 dn_6001_6002-postgres-dbazt:
Buffer Reads
Shared Buffer Hit ratio
In Memory sorts
In Disk sorts
In Memory sorts ratio
Total Memory Size
Used Memory Size

Session |0 statistics:

1 dn_6003_6004-postgres-dbazt:
Physical Reads
Read Time

2 dn_6005_6006-postgres-dbazt:
Physical Reads
Read Time

3 dn_6001_6002-postgres-dbazt:
Physical Reads
Read Time

Helpful Links

8231776256 Bytes
881430528 Bytes

33554432 Bytes
10000 %

122

0

100.00 %
115
0

0
0
0

1211
37670
3.21 %

1204
35730
3.37 %

1064
34120
3.12 %

8989
96.97
136
0
100.00
21593048
18496600

9030
96.94
133
0
100.00
21576664
18495688

8668
96.97
138
0
100.00
21258856
18159736

285
5320

281
5811

271
4662

3.2 gs_check and 3.3 gs_checkos
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3.5 gs_collector

Background

When openGauss is faulty, gs_collector can be used to collect information about
the OS, logs, and configuration file of the cluster, helping you locate the fault. You
can use the -C parameter to specify the information to be collected. Table 3-8
describes the information that can be collected.

Table 3-8 Information to be collected by gs_collector

TypeNam | Content Description Default
e Collection
System HardWarelnfo Collect the status Yes
RunTimelnfo information about the
current OS.
e HardWarelnfo
e CPU (cat /proc/
cpuinfo)
e Memory (cat /
proc/meminfo)
e Disk (df -h)
e RunTimelnfo:
e topStatus (ps ux)
e joStat (iostat -xm 2
3)
e Network status
(cat /proc/net/dev)
e Memory usage
(free -m)
Database | For details, see Table | Collect system views Yes. Information
8-1. or system catalogs. about the
pg_locks,
pg_stat_activity,
and
pg_thread_wait_s
tatus views is
collected by
default.
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e

TypeNam

Content

Description

Default
Collection

Log

Datanode
ClusterManager

e Collect pg_log and
gs_profile of the
data node.

e The
ClusterManager
log information to
be collected:

- om
- gs_ctl
- gs_guc
gs_initdb

Yes

Config

Datanode

e Collect the data
node configuration
information:

- postgresgl.conf
- gaussdb.state
- pg_hba.conf
- pg_control

- pg_replslot

- pg_ident.conf

Yes

Gstack

Datanode

Run the gstack
command to obtain
the current stack
information of the
data node.

No
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e

TypeNam

Content

Description

Default
Collection

CoreDump

gs_ctl, gaussdb,
GaussMaster,
AioWorker,
AlarmChecker,
Archiver, Auditor,
AutoVacLauncher,
AutoVacWorker,
AuxMain,
BackendMode,
BgWriter, BootStrap,
Catchup, CBMWriter,
Checkpointer,
CommAuxStream,
CommpPoolCleane,
CommRcvStream,
CommRcvWorker,
CommSendStream,
CpMonitor,
DataRcvWriter,
DataReceiver,
DataSender,
ExtremeRTO,
FencedUDFMaster,
Heartbeater,
JobExecutor,
JobScheduler,
LWLockMonitor,
PageWriter,
ParallelRecov,
PercentileJob, Reaper,
RemoteSry,
StartupProcess,
StatCollector, Stream,
SysLogger,
ThdPoolListener,
TwoPhaseCleaner,
WalRcvWriter,
WalReceiver,
WalSender,
WalWriter,
WDRSnapshot,
WImArbiter,
WImCollector,
WIlmMonitor

Filter the core files of

the gaussdb process

by time.

CAUTION
Configure the core as
follows: Add the core
file format core-%e-
%p-%t to the /
proc/sys/opengauss/
core_pattern file.

No

XLog

Datanode

Collect Xlogs that are
filtered by time.

No
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TypeNam | Content Description Default
e Collection
Plan * Collect planned No

reproduction
information:

e If you enter an
asterisk (*), the
planned
reproduction
information of all
databases is
collected.

e If you enter a
specific database
name, the planned
reproduction
information of the
specified database
is collected.

Prerequisites

An OS tool (such as gstack) that gs_collector requires has been installed. If it is
not installed, an error message is displayed, and this collection item is skipped.

Syntax

Collect logs (as a non-root user).
gs_collector --begin-time="BEGINTIME" --end-time="ENDTIME" [-h HOSTNAME |-f HOSTFILE] [--
keyword=KEYWORD)] [--speed-limit=SPEED] [-o OUTPUT] [-| LOGFILE] [-C CONFIGFILE]

Display help information.
gs_collector -? | --help

Display version information.
gs_collector -V | --version

Parameter Description

-h
Specifies the name of the host whose information is to be collected.

Value range: host names. If this parameter is not specified, information about
all hosts is collected by default.

-f
Specifies the file of a host name list. The file is a plain text file.
L] NOTE

The -f and -h parameters cannot be used together.

Value range: a host name list
-0
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Saves collected logs as a package into a specified folder.

If this parameter is not specified, the check results are saved as a package
into the directory specified by tmpMppdbPath in the configuration file.

If tmpMppdbPath is not configured in the configuration file, the check results
are saved as a package into the /tmp/user name _mppdb/ directory by
default.

-1

Specifies a log file and its save path.

-C

Specifies the configuration file of the information to be collected. TypeName
is used to specify the type of the information to be collected. Content is used
to specify the content of each type of information. Count is used to specify

the number of times for collecting the information. Interval is used to specify
the collection interval, in seconds.

The values of TypeName and Content cannot be empty.

Interval and Count are optional. If Count is not specified, the information is
collected once by default. If Interval is not specified, the interval is 0 seconds.
The values of Interval and Count cannot be smaller than 0.

If the preceding parameters are not specified, the default configuration file is
used.

The configuration file is in JSON format. The template is as follows:

{
"Collect":

{"TypeName": "name", "Content":"value","Interval":"seconds", "Count":"count"}

}
(10 NOTE

The content of the default configuration file is as follows:

{

"Collect":

[

{"TypeName": "System", "Content":"RunTimelnfo, HardWarelnfo","Interval":"0", "Count":"1"},
{"TypeName": "Log", "Content" : "Datanode,ClusterManager", "Interval":"0", "Count":"1"},
{"TypeName": "Database", "Content":
"pg_locks,pg_stat_activity,pg_thread_wait_status","Interval":"0", "Count":"1"},

{"TypeName": "Config", "Content": "Datanode", "Interval":"0", "Count":"1"}

1

}

For details about the value ranges of TypeName and corresponding Content, see
Table 1 Information to be collected by gs_collector.

The Interval and Count parameters do not take effect when TypeName is set to Log,
CoreDump, Config, or XLog.

--keyword=KEYWORD

Specifies a log file containing the keyword.

If the keyword contains spaces, quote the keyword with double quotations
marks ("").

(10 NOTE

Logs about the performance are binary logs. The keyword collection function does not
support performance log collection.
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Examples

e --begin-time

Start time of the search time range. The input format: yyyymmdd hh:mm
e -—-end-time

End time of the search time range. The input format: yyyymmdd hh:mm
e --speed-limit

Specifies the log collection rate. The value is a non-negative integer in the
unit of MB/s.

This parameter is used to prevent high disk or network I/O from being
generated during log collection. If database nodes are deployed on the same
disk where the SGAUSSLOG/SPGHOST path is located, they may become
faulty due to high I/O. The value of this parameter must not exceed 1/3 of the
minimum value of the disk and network I/O in openGauss.

e -? --help
Displays help information.
e -V, --version
Displays version information.

Run the following command to collect OS and log information:

gs_collector --begin-time="20180131 23:00" --end-time="20180201 20:00" -h plat1
Successfully parsed the configuration file.

create Dir.

Successfully create dir.

do system check interval 0 : count 1

Collecting OS information.

Successfully collected OS information.

do database check interval 0 : count 1

Collecting catalog statistics.

Successfully collected catalog statistics.

do log check interval 0 : count 1

Collecting Log files.

Successfully collected Log files.

do Config check 0:1

Collecting Config files.

Successfully collected Config files.

Collecting files.

Successfully collected files.

All results are stored in $PGHOST/collector_20200624_134541 .tar.gz.

Run the following command to query the collected statistics:

tar -zxvf $PGHOST/collector_20200624_134541.tar.gz
collector_20200624_134541/

collector_20200624_134541/plat1.tar.gz
collector_20200624_134541/Detail.log
collector_20200624_134541/Summary.log

cd collector_20200624_134541

tar -zxvf plat1.tar.gz

plat1/

plat1/catalogfiles/
plat1/catalogfiles/gs_clean_20200624_134548283647.txt
plat1/catalogfiles/dn_6001_pg_locks_20200624_134547746215.csv
plat1/catalogfiles/dn_6001_pg_thread_wait_status_20200624_134548068716.csv
plat1/catalogfiles/dn_6001_pg_stat_activity_20200624_134547851117.csv
plat1/configfiles/

plat1/logfiles/

plat1/logfiles/log_20200624_134548540916.tar.gz

plat1/coreDumpfiles/
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plat1/gstackfiles/

plat1/systemfiles/
plat1/systemfiles/OS_information_20200624_134542218134.txt
plat1/systemfiles/database_system_info_20200624_134546282006.txt
plat1/planSimulatorfiles/

plat1/xlogfiles/

cd plat1/logfiles/

tar -zxvf log_20200624_134548540916.tar.gz

/
Jom/

.Jom/gs_preinstall-2020-06-24_113654.log
.Jom/gs_local-2020-06-24_113710.log
.Jom/gs_install-2020-06-24_113911.log
.Jom/gs_checkperf-2020-06-24_114311.log
.Jom/gs_collector-2020-06-24_114240.log
.Jom/gs_backup-2020-06-24_114101.log
./Jom/gs_om-2020-06-24_114052.log

./bin/

./bin/gs_initdb/
./bin/gs_initdb/gs_initdb-2020-06-24_114010-current.log
./bin/gs_guc/
./bin/gs_guc/gs_guc-2020-06-24_114033-current.log
./bin/gs_ctl/
./bin/gs_ctl/gs_ctl-2020-06-24_114041-current.log

-/pg_log/

./pg_log/dn_6001/
./pg_log/dn_6001/postgresql-2020-06-24_114043.log
./pg_log/dn_6001/postgresql-2020-06-24_114330.log
./pg_log/dn_6001/postgresql-2020-06-24_114316.log
./gs_profile/

./gs_profile/dn_6001_6002/
./gs_profile/dn_6001_6002/postgresql-2020-06-24_114330.prf
./gs_profile/dn_6001_6002/postgresql-2020-06-24_114316.prf
./gs_profile/dn_6001_6002/postgresql-2020-06-24_114043.prf

3.6 gs_dump

Background

gs_dump, provided by openGauss, is used to export database information. You can
export a database or its objects (such as schemas, tables, and views), excluding
objects in the recycle bin. The database can be the default postgres database or a
user-specified database.

gs_dump is executed by OS user omm.

When gs_dump is used to export data, other users can still access (read and
write) openGauss databases.

gs_dump can export complete, consistent data. For example, if gs_dump is started
to export database A at T1, data of the database at that time point will be
exported, and modifications on the database after that time point will not be
exported.

The generated columns are not dumped during gs_dump is used.

gs_dump supports the export of text files that are compatible with the V1
database.

gs_dump can export database information to a plain-text SQL script file or archive
file.
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Functions

e Plain-text SQL script: It contains the SQL statements required to restore the
database. You can use gsql to execute the SQL script. With only a little
modification, the SQL script can rebuild a database on other hosts or
database products.

e Archive file: It contains data required to restore the database. It can be a tar-,
directory-, or custom-format archive. For details, see Table 3-9. The export
result must be used with gs_restore to restore the database. The system
allows users to select or even to sort the content to be imported.

gs_dump can create export files in four formats, which are specified by -F or --
format=, as listed in Table 3-9.

Table 3-9 Formats of exported files

data files of tables and
BLOB objects.

Format | Valu [ Description Suggestion Corresponding
e of - Import Tool
F
Plain- p A plain-text script file | You are Before using gsql
text containing SQL advised to use | to restore
statements and plain-text database objects,
commands. The exported files | you can use a text
commands can be for small editor to edit the
executed on gsql, a databases. plain-text export
command line file as required.
terminal, to recreate
database objects and
load table data.
Custom | c A binary file that You are You can use
allows the restoration | advised to use | gs_restore to
of all or selected custom- import database
database objects from | format archive | objects from a
an exported file. files for custom-format
medium or archive.
large
database.
Director | d A directory containing | -
y directory files and the
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Precautions

Syntax

Format | Valu | Description Suggestion Corresponding
e of - Import Tool
F

tar t A tar-format archive -

that allows the
restoration of all or
selected database
objects from an
exported file. It cannot
be further compressed
and has an 8-GB
limitation on the size
of a single table.

(11 NOTE

To reduce the size of an exported file, you can use the gs_dump tool to compress it to a
directory archive file or custom-format file. When a directory archive or custom-format
archive is generated, a medium level of compression is applied by default. Archived
exported files cannot be compressed using gs_dump.

Do not modify an exported file or its content. Otherwise, restoration may fail.

To ensure the data consistency and integrity, gs_dump acquires a share lock
on a table to be dumped. If another transaction has acquired a share lock on
the table, gs_dump waits until this lock is released and then locks the table
for dumping. If the table cannot be locked within the specified time, the
dump fails. You can customize the timeout duration to wait for lock release by
specifying the --lock-wait-timeout option.

Stored procedures and functions cannot be exported in encrypted mode.

gs_dump [OPTION]... [DBNAME]

(11 NOTE

DBNAME does not follow a short or long option. It specifies the database to be connected.
For example:

Specify DBNAME without a -d option preceding it.

gs_dump -p port_number postgres -f dump1.sql

or

export PGDATABASE=postgres
gs_dump -p port_number -f dump1.sql

Environment variable: PGDATABASE

Parameter Description

Common parameters
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-f, --file=FILENAME

Sends the output to the specified file or directory. If this parameter is omitted,
the standard output is generated. If the output format is (-F ¢/-F d/-F t), the -
f parameter must be specified. If the value of the -f parameter contains a
directory, the current user must have the read and write permissions on the
directory, and the directory cannot be an existing one.

-F, --format=c|d|t|p
Selects an output format. The format can be:
- p|plain: Generates a text SQL script file. This is the default value.

- c|Jcustom: Outputs a custom-format archive as a directory to be used as
the input of gs_restore. This is the most flexible output format in which
users can manually select it and reorder the archived items during
restoration. An archive in this format is compressed by default.

- d|directory: Creates a directory containing directory files and the data
files of tables and BLOBs.

- t|tar: Outputs a .tar archive as the input of gs_restore. The .tar format is
compatible with the directory format. Extracting a .tar archive generates
a valid directory-format archive. However, the .tar archive cannot be
further compressed and has an 8-GB limitation on the size of a single
table. The order of table data items cannot be changed during
restoration.

A .tar archive can be used as input of gsql.
-v, --verbose

Specifies the verbose mode. If it is specified, gs_dump writes detailed object
comments and the number of startups/stops to the dump file, and progress
messages to standard error.

-V, --version

Prints the gs_dump version and exits.
-Z, --compress=0-9

Specifies the used compression level.
Value range: 0-9

- 0 indicates no compression.

- 1 indicates that the compression ratio is the lowest and processing speed
the fastest.

- 9 indicates that the compression ratio is the highest and processing speed
the slowest.

For the custom-format archive, this option specifies the compression level of a
single table data segment. By default, data is compressed at a medium level.
The .tar archive format and plain-text format do not support compression
currently.

--lock-wait-timeout=TIMEOUT

Do not keep waiting to obtain shared table locks at the beginning of the
dump. Consider it as failed if you are unable to lock a table within the
specified time. The timeout period can be specified in any of the formats
accepted by SET statement_timeout.

-?, --help
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Displays help about gs_dump parameters and exits.
Dump parameters:

e -3, --data-only

Generates only the data, not the schema (data definition). Dump the table
data, big objects, and sequence values.

e -b, --blobs

Specifies a reserved port for function expansion. This parameter is not
recommended.

e - --clean

Before writing the command of creating database objects into the backup file,
writes the command of clearing (deleting) database objects to the backup
files. (If no objects exist in the target database, gs_restore probably displays
some error information.)

This parameter is used only for the plain-text format. For the archive format,
you can specify the option when using gs_restore.

o -C, --create

The backup file content starts with the commands of creating the database
and connecting to the created database. (If the command script is executed in
this mode, you can specify any database to run the command for creating a
database. The data is restored to the created database instead of the specified
database.)

This parameter is used only for the plain-text format. For the archive format,
you can specify the option when using gs_restore.

e -E, --encoding=ENCODING

Creates a dump file in the specified character set encoding. By default, the
dump file is created in the database encoding. (Alternatively, you can set the
environment variable PGCLIENTENCODING to the required dump encoding.)

e -n, --schema=SCHEMA

Dumps only schemas matching the schema names. This option contains the
schema and all its contained objects. If this option is not specified, all non-
system schemas in the target database will be dumped. Multiple schemas can
be selected by specifying multiple -n options. The schema parameter is
interpreted as a pattern according to the same rules used by the \d command
of gsql. Therefore, multiple schemas can also be selected by writing wildcard
characters in the pattern. When you use wildcard characters, quote the
pattern to prevent the shell from expanding the wildcard characters.

(10 NOTE

e If -n is specified, gs_dump does not dump any other database objects which the
selected schemas might depend upon. Therefore, there is no guarantee that the
results of a specific-schema dump can be automatically restored to an empty
database.

e If -n is specified, the non-schema objects are not dumped.

Multiple schemas can be dumped. Entering -n schemaname multiple times
dumps multiple schemas.

For example:
gs_dump -h host_name -p port_number postgres -f backup/bkp_sh(2.sql -n schT -n sch2
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In the preceding example, sch1 and sch2 are dumped.
-N, --exclude-schema=SCHEMA

Does not dump any schemas matching the schemas pattern. The pattern is
interpreted according to the same rules as for -n. -N can be specified multiple
times to exclude schemas matching any of the specified patterns.

When both -n and -N are specified, the schemas that match at least one -n
option but no -N is dumped. If -N is specified and -n is not, the schemas
matching -N are excluded from what is normally dumped.

Dump allows you to exclude multiple schemas during dumping.

Specify -N exclude schema name to exclude multiple schemas during
dumping.

For example:

gs_dump -h host_name -p port_number postgres -f backup/bkp_sh(2.sql -N sch1-N sch2

In the preceding example, sch1 and sch2 will be excluded during the
dumping.

-0, --0ids

Dumps object identifiers (OIDs) as parts of the data in each table. Use this

option if your application references the OID columns in some way. If the
preceding situation does not occur, do not use this parameter.

-O, --no-owner

Do not output commands to set ownership of objects to match the original
database. By default, gs_dump issues the ALTER OWNER or SET SESSION
AUTHORIZATION statement to set ownership of created database objects.
These statements will fail when the script is running unless it is started by a
system administrator (or the same user that owns all of the objects in the
script). To make a script that can be stored by any user and give the user
ownership of all objects, specify -O.

This parameter is used only for the plain-text format. For the archive format,
you can specify the option when using gs_restore.

-s, --schema-only

Dumps only the object definition (schema) but not data.

-S, --sysadmin=NAME

Specifies a reserved port for function expansion. This parameter is not
recommended.

-t, --table=TABLE

Specifies a list of tables, views, sequences, or foreign tables to be dumped.
You can use multiple -t parameters or wildcard characters to specify tables.

When you use wildcard characters, quote the pattern to prevent the shell
from expanding the wildcard characters.

The -n and -N options have no effect when -t is used, because tables selected
by using -t will be dumped regardless of those options.
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(11 NOTE

e The number of -t parameters must be less than or equal to 100.

e If the number of -t parameters is greater than 100, you are advised to use the --
include-table-file parameter to replace some -t parameters.

e If -t is specified, gs_dump does not dump any other database objects which the
selected tables might depend upon. Therefore, there is no guarantee that the
results of a specific-table dump can be automatically restored to an empty
database.

e -t tablename only dumps visible tables in the default search path. -t
"*.tablename' dumps tablename tables in all the schemas of the dumped
database. -t schema.table dumps tables in a specific schema.

e -t tablename does not export trigger information from a table.
For example:

gs_dump -h host_name -p port_ number postgres -f backup/bkp_sh(2.sql -t schemaT.tableT -t
schemaZ.table2

In the preceding example, schema1.table1 and schemaz2.table2 are dumped.
--include-table-file=FILENAME

Specifies the table file to be dumped.

-T, --exclude-table=TABLE

Specifies a list of tables, views, sequences, or foreign tables not to be dumped.
You can use multiple -T parameters or wildcard characters to specify tables.

When -t and -T are input, the object will be stored in -t list not -T table
object.

For example:

gs_dump -h host_name -p port_ number postgres -f backup/bkp_sh(2.sql -T table1 -T table2

In the preceding example, table1 and table2 are excluded from the dumping.
--exclude-table-file=FILENAME

Specifies the table files that do not need to be dumped.

(10 NOTE

Same as --include-table-file, the content format of this parameter is as follows:
schema1.table1
schema2.table2

-X, --no-privileges|--no-acl
Prevents the dumping of access permissions (grant/revoke commands).
-q, --target

Exports text files compatible with databases of other versions. Currently,
parameters of V1 and V5 are supported. The V1 parameters are used to
export data from the V5 database as a text file compatible with V1. The V5
parameters are used to export data from the V5 database as a V5 text file,
reducing errors that may occur during V5 import.

When using the V1 parameters, you are advised to use them along with
parameters such as --exclude-guc="enable_cluster_resize", --exclude-
function, and --exclude-with. Otherwise, an error may be reported during V1
import.
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e -—-exclude-guc

Specifies the set command that does not contain related GUC parameters in
the exported text file. Currently, only enable_cluster_resize is supported.

e --exclude-function
Specifies that functions and stored procedures are not exported.
e --exclude-with

Specifies that the description such as WITH (orientation=row,
compression=on) is not added to the end of the exported table definition.

e —-binary-upgrade
Specifies a reserved port for function expansion. This parameter is not
recommended.

e --binary-upgrade-usermap="USER1=USER2"
Specifies a reserved port for function expansion. This parameter is not
recommended.

e —-column-inserts|--attribute-inserts
Exports data by running the INSERT command with explicit column names
{INSERT INTO table (column, ...) VALUES ...}. This will cause a slow
restoration. However, since this option generates an independent command
for each row, an error in reloading a row causes only the loss of the row
rather than the entire table content.

e -—-disable-dollar-quoting
Disables the use of dollar sign ($) for function bodies, and forces them to be
quoted using the SQL standard string syntax.

e -—-disable-triggers
Specifies a reserved port for function expansion. This parameter is not
recommended.

e --exclude-table-data=TABLE
Does not dump data that matches any of table patterns. The pattern is
interpreted according to the same rules as for -t.

--exclude-table-data can be entered more than once to exclude tables
matching any of several patterns. When you need the specified table
definition rather than data in the table, this option is helpful.

To exclude data of all tables in the database, see --schema-only.
e --inserts

Dumps data by the INSERT statement (rather than COPY). This will cause a
slow restoration.

However, since this option generates an independent command for each row,
an error in reloading a row causes only the loss of the row rather than the
entire table content. The restoration may fail if you rearrange the column
order. The --column-inserts option is unaffected against column order
changes, though even slower.

e --no-publications
No dump publications are performed.

e --no-security-labels
Specifies a reserved port for function expansion. This parameter is not
recommended.
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--no-subscriptions
No dump subscriptions are performed.
--no-tablespaces

Does not issue commands to select tablespaces. All the objects will be created
during restoration, no matter which tablespace is selected when using this
option.

This parameter is used only for the plain-text format. For the archive format,
you can specify the option when using gs_restore.

--no-unlogged-table-data

Specifies a reserved port for function expansion. This parameter is not
recommended.

--non-lock-table

Specifies a reserved port for function expansion. This parameter is not
recommended.

--include-alter-table
Dumps deleted columns of tables. This option records deleted columns.
--quote-all-identifiers

Forcibly quotes all identifiers. This parameter is useful when you dump a
database for migration to a later version, in which additional keywords may
be introduced.

--section=SECTION
Specifies dumped name sections (pre-data, data, or post-data).
--serializable-deferrable

Uses a serializable transaction for the dump to ensure that the used snapshot
is consistent with later database status. Perform this operation at a time point
in the transaction flow, at which everything is normal. This ensures successful
transaction and avoids serialization failures of other transactions, which
requires serialization again.

This option has no benefits for disaster recovery. During the upgrade of the
original database, loading a database copy as a report or loading other
shared read-only dump is helpful. If the option does not exist, dump reveals a
status which is different from the submitted sequence status of any
transaction.

This option will make no difference if there are no active read-write
transactions when gs_dump is started. If the read-write transactions are in
active status, the dump start time will be delayed for an uncertain period.
--use-set-session-authorization

Specifies that the standard SQL SET SESSION AUTHORIZATION command
rather than ALTER OWNER is returned to ensure the object ownership. This
makes dumping more standard. However, if a dump file contains objects that
have historical problems, restoration may fail. A dump using SET SESSION
AUTHORIZATION requires the system administrator permissions, whereas
ALTER OWNER requires lower permissions.

--with-encryption=AES128
Specifies that dumping data needs to be encrypted using AES128.
--with-key=KEY
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The AES128 key rules are as follows:
- Consists of 8 to 16 characters.

- Contains at least three of the following character types: uppercase
characters, lowercase characters, digits, and special characters (limited to
~@#$%N&F()-_=+\|[{}];:<>/?).

(11 NOTE
e The gs_dump tool is used to export encrypted data in plain format only. The data

exported using -F plain must be imported using gsql. If the data is imported in
encryption mode using gsql, the --with-key parameter must be specified.

e Stored procedures and functions cannot be exported in encrypted mode.
--with-salt=RANDVALUES
gs_dumpall uses this parameter to transfer a random value.
--include-extensions
Includes extensions in the dump.
--include-depend-objs

Includes information about the objects that depend on the specified object in
the backup result. This parameter takes effect only if the -t or --include-
table-file parameter is specified.

--exclude-self

Excludes information about the specified object from the backup result. This
parameter takes effect only if the -t or --include-table-file parameter is
specified.

--pipeline

Uses a pipe to transmit the password. This parameter cannot be used on
devices.

--dont-overwrite-file

The existing files in plain-text, .tar, and custom formats will be overwritten.
This option is not used for the directory format.

For example:

Assume that the backup.sql file exists in the current directory. If you specify -f
backup.sql in the input command, and the backup.sql file is generated in the
current directory, the original file will be overwritten.

If the backup file exists and --dont-overwrite-file is specified, an error will be
reported with the message that the dump file exists.

gs_dump -p port_number postgres -f backup.sql -F plain --dont-overwrite-file
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(11 NOTE

e The -s/--schema-only and -a/--data-only parameters do not coexist.
e The -c/--clean and -a/--data-only parameters do not coexist.

e --inserts/--column-inserts and -o/--oids do not coexist, because OIDS cannot be set
using the INSERT statement.

e --role must be used in conjunction with --rolepassword.
e --binary-upgrade-usermap must be used in conjunction with --binary-upgrade.

e --include-depend-objs or --exclude-self takes effect only when -t or --include-table-
file is specified.

o --exclude-self must be used in conjunction with --include-depend-obijs.

Connection parameters:

-h, --host=HOSTNAME

Specifies the host name. If the value begins with a slash (/), it is used as the
directory for the UNIX domain socket. The default value is taken from the
PGHOST environment variable (if available). Otherwise, a Unix domain socket
connection is attempted.

This parameter is used only for defining names of the hosts outside
openGauss. The names of the hosts inside openGauss must be 127.0.0.1.

Example: host name

Environment variable: PGHOST

-p, --port=PORT

Specifies the host port number. If the thread pool function is enabled, you are
advised to use pooler port, that is, the host port number plus 1.

Environment variable: PGPORT

-U, --username=NAME

Specifies the username of the host to be connected.

If the username of the host to be connected is not specified, the system
administrator is used by default.

Environment variable: PGUSER
-w, --no-password

Never issues a password prompt. The connection attempt fails if the host
requires password verification and the password is not provided in other ways.
This option is useful in batch jobs and scripts in which no user password is
required.

-W, --password=PASSWORD

Specifies the user password for connection. If the host uses the trust
authentication policy, the administrator does not need to enter the -W option.
If the -W option is not provided and you are not a system administrator, the
Dump Restore tool will ask you to enter a password.

--role=ROLENAME

Specifies a role name to be used for creating the dump. If this option is
selected, the SET ROLE command will be issued after the database is
connected to gs_dump. It is useful when the authenticated user (specified by
-U) lacks the permissions required by gs_dump. It allows the user to switch to
a role with the required permissions. Some installations have a policy against
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Description

Examples

logging in directly as a super administrator. This option allows dumping data
without violating the policy.

e —rolepassword=ROLEPASSWORD
Specifies the password for a role.

If any local additions need to be added to the template1 database in openGauss,
restore the output of gs_dump into an empty database with caution. Otherwise,
you are likely to obtain errors due to duplicate definitions of the added objects. To
create an empty database without any local additions, copy data from templateO
rather than template1. Example:

CREATE DATABASE foo WITH TEMPLATE template0;

The .tar file size must be smaller than 8 GB. (This is the .tar file format
limitations.) The total size of a .tar archive and any of the other output formats
are not limited, except possibly by the OS.

The dump file generated by gs_dump does not contain the statistics used by the
optimizer to make execution plans. Therefore, you are advised to run ANALYZE
after restoring from a dump file to ensure optimal performance. The dump file
does not contain any ALTER DATABASE ... SET commands. These settings are
dumped by gs_dumpall, along with database users and other installation settings.

Use gs_dump to dump a database as a SQL text file or a file in other formats.

In the following examples, Bigdata@123 indicates the password for the database
user. backup/MPPDB_backup.sql indicates an exported file where backup
indicates the relative path of the current directory. 37300 indicates the port
number of the database server. postgres indicates the name of the database to be
accessed.

(11 NOTE

Before exporting files, ensure that the directory exists and you have the read and write
permissions on the directory.

Example 1: Use gs_dump to export the full information of the postgres database.
The exported MPPDB_backup.sql file is in plain-text format.

gs_dump -U omm -W Bigdata@123 -f backup/MPPDB_backup.sql -p 37300 postgres -F p
gs_dump[port='37300'][postgres][2018-06-27 09:49:17]: The total objects number is 356.
gs_dump[port='37300"][postgres][2018-06-27 09:49:17]: [100.00%] 356 objects have been dumped.
gs_dump[port='37300'][postgres][2018-06-27 09:49:17]: dump database postgres successfully
gs_dump[port='37300'][postgres][2018-06-27 09:49:17]: total time: 1274 ms

Use gsql to import data from the exported plain-text file.

Example 2: Use gs_dump to export the full information of the postgres database.
The exported MPPDB_backup.tar file is in .tar format.

gs_dump -U omm -W Bigdata@123 -f backup/MPPDB_backup.tar -p 37300 postgres -F t
gs_dump[port='37300"][postgres][2018-06-27 10:02:24]: The total objects number is 1369.
gs_dump[port='37300"][postgres][2018-06-27 10:02:53]: [100.00%] 1369 objects have been dumped.
gs_dump[port='37300"][postgres][2018-06-27 10:02:53]: dump database postgres successfully
gs_dump[port='37300"][postgres][2018-06-27 10:02:53]: total time: 50086 ms
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Example 3: Use gs_dump to export the full information of the postgres database.
The exported MPPDB_backup.dmp file is in custom format.

gs_dump -U omm -W Bigdata@123 -f backup/MPPDB_backup.dmp -p 37300 postgres -F ¢
gs_dump[port="'37300'] [postgres] [2018-06-27 10:05:40]: The total objects number is 1369.
gs_dump[port='37300'] [postgres][2018-06-27 10:06:03]: [100.00%] 1369 objects have been dumped.
gs_dump[port="'37300'] [postgres][2018-06-27 10:06:03]: dump database postgres successfully
gs_dump[port='37300'] [postgres] [2018-06-27 10:06:03]: total time: 36620 ms

Example 4: Use gs_dump to export the full information of the postgres database.
The exported MPPDB_backup file is in directory format.

gs_dump -U omm -W Bigdata@123 -f backup/MPPDB_backup -p 37300 postgres -F d
gs_dump[port='37300'][postgres][2018-06-27 10:16:04]: The total objects number is 1369.
gs_dump[port='37300'][postgres][2018-06-27 10:16:23]: [100.00%] 1369 objects have been dumped.
gs_dump[port='37300'][postgres][2018-06-27 10:16:23]: dump database postgres successfully
gs_dump[port='37300'][postgres][2018-06-27 10:16:23]: total time: 33977 ms

Example 5: Use gs_dump to export the information of the postgres database,
excluding the information of the table specified in the /home/MPPDB_temp.sql
file. The exported MPPDB_backup.sql file is in plain-text format.

gs_dump -U omm -W Bigdata@123 -p 37300 postgres --exclude-table-file=/home/MPPDB_temp.sql -f
backup/MPPDB_backup.sqgl

gs_dump[port="'37300'] [postgres] [2018-06-27 10:37:01]: The total objects number is 1367.
gs_dump[port='37300'] [postgres][2018-06-27 10:37:22]: [100.00%] 1367 objects have been dumped.
gs_dump[port="'37300'] [postgres][2018-06-27 10:37:22]: dump database postgres successfully
gs_dump[port='37300'] [postgres] [2018-06-27 10:37:22]: total time: 37017 ms

Example 6: Use gs_dump to export only the information about the views that
depend on the testtable table. Create another testtable table, and then restore
the views that depend on it.

e Back up only the views that depend on the testtable table.
gs_dump -s -p 37300 postgres -t PUBLIC.testtable --include-depend-objs --exclude-self -f backup/
MPPDB_backup.sql -F p
gs_dump[port='37300"] [postgres][2018-06-15 14:12:54
gs_dump([port='37300"] [postgres][2018-06-15 14:12:54
gs_dump[port='37300"] [postgres][2018-06-15 14:12:54
gs_dump[port='37300"] [postgres][2018-06-15 14:12:54

e Change the name of the testtable table.
gsql -p 37300 postgres -r -c "ALTER TABLE PUBLIC.testtable RENAME TO testtable_bak;"

e C(Create another testtable table.
CREATE TABLE PUBLIC.testtable(a int, b int, c int);

e Restore the views for the new testtable table.
gsql -p 37300 postgres -r -f backup/MPPDB_backup.sql

: The total objects number is 331.

: [100.00%] 331 objects have been dumped.
: dump database postgres successfully

: total time: 327 ms

—

Helpful Links
3.7 gs_dumpall and 3.12 gs_restore

3.7 gs_dumpall

Background

gs_dumpall, provided by openGauss, is used to export all openGauss database
information, including data of the default database postgres, user-defined
databases, and common global objects of all openGauss databases.

gs_dumpall is executed by OS user omm.
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When gs_dumpall is used to export data, other users can still access (read and
write) openGauss databases.

gs_dumpall can export complete, consistent data. For example, if gs_dumpall is
started to export openGauss database at T1, data of the database at that time
point will be exported, and modifications on the database after that time point
will not be exported.

The generated columns are not dumped during gs_dumpall is used.

gs_dumpall exports all openGauss databases in two parts:

gs_dumpall exports all global objects, including information about database
users and groups, tablespaces, and attributes (for example, global access
permissions).

gs_dumpall invokes gs_dump to export SQL scripts from each openGauss
database, which contain all the SQL statements required to restore databases.

The exported files are both plain-text SQL scripts. Use gsql to execute them to
restore openGauss databases.

Precautions

Syntax

Do not modify an exported file or its content. Otherwise, restoration may fail.

To ensure the data consistency and integrity, gs_dumpall acquires a share
lock on a table to be dumped. If another transaction has acquired a share lock
on the table, gs_dumpall waits until this lock is released and then locks the
table for dumping. If the table cannot be locked within the specified time, the
dump fails. You can customize the timeout duration to wait for lock release by
specifying the --lock-wait-timeout option.

During an export, gs_dumpall reads all tables in a database. Therefore, you
need to connect to the database as an openGauss administrator to export a
complete file. When you use gsql to execute SQL scripts, cluster administrator
permissions are also required to add users and user groups, and create
databases.

gs_dumpall [OPTION]...

Parameter Description

Common parameters

-f, --filename=FILENAME

Sends the output to the specified file. If this parameter is omitted, the
standard output is generated.

-v, --verbose

Specifies the verbose mode. If it is specified, gs_dumpall writes detailed
object comments and the number of startups/stops to the dump file, and
progress messages to standard error.

-V, --version
Prints the gs_dumpall version and exits.
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--lock-wait-timeout=TIMEOUT

Do not keep waiting to obtain shared table locks at the beginning of the
dump. Consider it as failed if you are unable to lock a table within the
specified time. The timeout period can be specified in any of the formats
accepted by SET statement_timeout.

-?, --help

Displays help about gs_dumpall parameters and exits.

Dump parameters:

-a, --data-only
Dumps only the data, not the schema (data definition).
-c, --clean

Runs SQL statements to delete databases before rebuilding them. Statements
for dumping roles and tablespaces are added.

-g, --globals-only
Dumps only global objects (roles and tablespaces) but no databases.
-0, --oids

Dumps object identifiers (OIDs) as parts of the data in each table. Use this
parameter if your application references the OID columns in some way. If the
preceding situation does not occur, do not use this parameter.

-0, --no-owner

Do not output commands to set ownership of objects to match the original
database. By default, gs_dumpall issues the ALTER OWNER or SET SESSION
AUTHORIZATION command to set ownership of created schema objects.
These statements will fail when the script is running unless it is started by a
system administrator (or the same user that owns all of the objects in the
script). To make a script that can be stored by any user and give the user
ownership of all objects, specify -O.

-1, --roles-only

Dumps only roles but not databases or tablespaces.

-s, --schema-only

Dumps only the object definition (schema) but not data.
-S, --sysadmin=NAME

Name of the system administrator during the dump.

-t, --tablespaces-only

Dumps only tablespaces but not databases or roles.

-X, --no-privileges

Prevents the dumping of access permissions (grant/revoke commands).
--column-inserts|--attribute-inserts

Exports data by running the INSERT command with explicit column names
{INSERT INTO table (column, ...) VALUES ...}. This will cause a slow
restoration. However, since this option generates an independent command
for each row, an error in reloading a row causes only the loss of the row
rather than the entire table content.

--disable-dollar-quoting
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Disables the use of dollar sign ($) for function bodies, and forces them to be
quoted using the SQL standard string syntax.

e --disable-triggers
Specifies a reserved port for function expansion. This parameter is not
recommended.

e --inserts

Dumps data by the INSERT statement (rather than COPY). This will cause a
slow restoration. The restoration may fail if you rearrange the column order.
The --column-inserts option is unaffected against column order changes,
though even slower.

e -—-no-publications
No dump publications are performed.

e --no-security-labels
Specifies a reserved port for function expansion. This parameter is not
recommended.

e --no-subscriptions

No dump subscriptions are performed.
e --no-tablespaces

Does not generate output statements to create tablespaces or select
tablespaces for objects. All the objects will be created during restoration, no
matter which tablespace is selected when using this option.

e --no-unlogged-table-data
Specifies a reserved port for function expansion. This parameter is not
recommended.

e —include-alter-table

Exports information about deleted columns in the table.
e --quote-all-identifiers

Forcibly quotes all identifiers. This parameter is useful when you dump a
database for migration to a later version, in which additional keywords may
be introduced.

e --dont-overwrite-file
Does not overwrite the current file.
e --use-set-session-authorization

Specifies that the standard SQL SET SESSION AUTHORIZATION command
rather than ALTER OWNER is returned to ensure the object ownership. This
makes dumping more standard. However, if a dump file contains objects that
have historical problems, restoration may fail. A dump using SET SESSION
AUTHORIZATION requires the system administrator permissions, whereas
ALTER OWNER requires lower permissions.

e --with-encryption=AES128

Specifies that dumping data needs to be encrypted using AES128.
e --with-key=KEY

The AES128 key rules are as follows:

- Consists of 8 to 16 characters.
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- Contains at least three of the following character types: uppercase
characters, lowercase characters, digits, and special characters (limited to
~@#$%N8&*()-_=+\|[{}];:,<>/?).

e —-include-extensions

Backs up all CREATE EXTENSION statements if the include-extensions
parameter is set.

e —include-templatedb
Includes template databases during the dump.

e -—-binary-upgrade
Specifies a reserved port for function expansion. This parameter is not
recommended.

e --binary-upgrade-usermap="USER1=USER2"
Specifies a reserved port for function expansion. This parameter is not
recommended.

e --non-lock-table
This parameter is used only by the OM tool.

e --tablespaces-postfix

Specifies a reserved port for function expansion. This parameter is not
recommended.

e -—-parallel-jobs
Specifies the number of concurrent backup processes. The value range is 1-
1000.

e --pipeline

Uses a pipe to transmit the password. This parameter cannot be used on
devices.

(11 NOTE

e The -g/--globals-only and -r/--roles-only parameters do not coexist.

e The -g/--globals-only and -t/--tablespaces-only parameters do not coexist.

e The -r/--roles-only and -t/--tablespaces-only parameters do not coexist.

e The -s/--schema-only and -a/--data-only parameters do not coexist.

e The -r/--roles-only and -a/--data-only parameters do not coexist.

e The -t/--tablespaces-only and -a/--data-only parameters do not coexist.

e The -g/--globals-only and -a/--data-only parameters do not coexist.

e --tablespaces-postfix must be used in conjunction with --binary-upgrade.

e --binary-upgrade-usermap must be used in conjunction with --binary-upgrade.
e --parallel-jobs must be used in conjunction with -f/--file.

Connection parameters:

e -h, --host

Specifies the host name. If the value begins with a slash (/), it is used as the
directory for the UNIX domain socket. The default value is taken from the
PGHOST environment variable. If it is not set, a UNIX domain socket
connection is attempted.

This parameter is used only for defining names of the hosts outside
openGauss. The names of the hosts inside openGauss must be 127.0.0.1.
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Environment variable: PGHOST
-l, --database

Specifies the name of the database connected to dump all objects and
discover other databases to be dumped. If this parameter is not specified, the
postgres database will be used. If the postgres database does not exist,
template1 will be used.

-p, --port

Specifies the TCP port listened on by the server or the local Unix domain
socket file name extension to ensure a correct connection. The default value is
the PGPORT environment variable.

If the thread pool is enabled, you are advised to use pooler port, that is, the
listening port number plus 1.

Environment variable: PGPORT

-U, --username

Specifies the user name to connect to.
Environment variable: PGUSER

-w, --no-password

Never issues a password prompt. The connection attempt fails if the host
requires password verification and the password is not provided in other ways.
This parameter is useful in batch jobs and scripts in which no user password is
required.

-W, --password

Specifies the user password for connection. If the host uses the trust
authentication policy, the administrator does not need to enter the -W option.
If the -W option is not provided and you are not a system administrator, the
Dump Restore tool will ask you to enter a password.

--role

Specifies a role name to be used for creating the dump. If this option is
selected, the SET ROLE command will be issued after the database is
connected to gs_dumpall. It is useful when the authenticated user (specified
by -U) lacks the permissions required by gs_dumpall. It allows the user to
switch to a role with the required permissions. Some installations have a
policy against logging in directly as a system administrator. This option allows
dumping data without violating the policy.

--rolepassword
Specifies the password of the specific role.

gs_dumpall internally invokes gs_dump. For details about the diagnosis
information, see gs_dump.

Once gs_dumpall is restored, run ANALYZE on each database so that the
optimizer can provide useful statistics.

gs_dumpall requires all needed tablespace directories to exit before the
restoration. Otherwise, database creation will fail if the databases are in non-
default locations.
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Helpful Links

Use gs_dumpall to export all openGauss databases at a time.

(1 NOTE

gs_dumpall supports only plain-text format export. Therefore, only gsql can be used to
restore a file exported using gs_dumpall.

gs_dumpall -f backup/bkp2.sql -p 37300

gs_dump[port='37300'] [dbname="postgres'][2018-06-27 09:55:09]: The total objects number is 2371.
gs_dump[port='37300'][dbname="postgres'][2018-06-27 09:55:35]: [100.00%] 2371 objects have been
dumped.

gs_dump[port='37300'][dbname="postgres'][2018-06-27 09:55:46]: dump database dbname='postgres'
successfully

gs_dump[port='37300'] [dbname="postgres'][2018-06-27 09:55:46]: total time: 55567 ms
gs_dumpall[port="'37300']1[2018-06-27 09:55:46]: dumpall operation successful
gs_dumpall[port="'37300']1[2018-06-27 09:55:46]: total time: 56088 ms

3.6 gs_dump and 3.12 gs_restore

3.8 gs_guc

Background

Currently, the default values of parameters in openGauss configuration files
(postgresql.conf and pg_hba.conf) are for standalone deployment. You can set
application parameters by using gs_guc.

gs_guc is executed by OS user omm.

e gs_guc-current.log
This file records the logs generated by gs_guc.
Default directory: $GAUSSLOG/bin/gs_guc

e gs_guc-Year-Month-Day HHMMSS.log

A backup file is generated based on the current time when the size of the
gs_guc-current.log file reaches 16 MB.

e serverkey.cipher and server.key.rand

When you encrypt a user password using the gs_guc encrypt command and
the -M option is set to server, the server.key.cipher and server.key.rand files
are generated. server.key.cipher stores the encrypted password.
server.key.rand stores the encryption factor.

e client.key.cipher and client.key.rand

When you encrypt a user password using the gs_guc encrypt command and
the -M option is set to client, the client.key.cipher and client.key.rand files
are generated. client.key.cipher stores the encrypted password.
client.key.rand stores the encryption factor.
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(11 NOTE

client.key.cipher and client.key.rand indicate the ciphertext file and encryption factor
files generated when the -U option is not specified. When you specify the username
using the -U option, a file whose name starts with the username is generated. Take -U
test as an example, the names of the files generated are test.key.cipher and
test.key.rand.

datasource.key.cipher and datasource.key.rand

When you encrypt a user password using the gs_guc encrypt command and
the -M option is set to source, the datasource.key.cipher and
datasource.key.rand files are generated. datasource.key.cipher stores the
encrypted password. datasource.key.rand stores the encryption factor.

(10 NOTE

e datasource.key.cipher and datasource.key.rand are key files invoked during data
source creation. gs_guc has the read permission when the files are generated.
Before using the two files, place them in the $GAUSSHOME/bin directory on each
node and ensure that they are readable. gs_ssh helps you quickly place files in the
specified directory of each node in the cluster.

e You can also run the gs_guc generate command to generate the two files using
either of the following methods and enter the password as prompted.

Method 1: gs_guc encrypt -M source -D ./
Method 2: gs_guc generate -o datasource -D ./

Check parameters in the configuration file.
gs_guc check [-N NODE-NAME] [-| INSTANCE-NAME | -D DATADIR] -c "parameter”

Modify parameters in the configuration file.
gs_guc set [-N NODE-NAME] [-| INSTANCE-NAME | -D DATADIR] -c "parameter = value"

Reset parameters to their default values.
gs_guc [ set | reload ] [-N NODE-NAME] [-] INSTANCE-NAME | -D DATADIR] -c "parameter"

Modify parameters in the configuration file and send semaphores to the

postgresql.conf configuration file.
gs_guc reload [-N NODE-NAME] [-I INSTANCE-NAME | -D DATADIR] -c parameter=value

Modify the client authentication policy. If reload is set, semaphores are sent
to pg_hba.conf at the same time. That is, the configuration takes effect

without restart.

gs_guc {set | reload} -Z NODE-TYPE [-N NODE-NAME] {-I INSTANCE-NAME | -D DATADIR} -h
"HOSTTYPE DATABASE USERNAME IPADDR IPMASK AUTHMEHOD authentication-options"
gs_guc {set | reload} -Z NODE-TYPE [-N NODE-NAME] {-I INSTANCE-NAME | -D DATADIR} -h
"HOSTTYPE DATABASE USERNAME IPADDR-WITH-IPMASK AUTHMEHOD authentication-options"
gs_guc {set | reload} -Z NODE-TYPE [-N NODE-NAME] {-I INSTANCE-NAME | -D DATADIR} -h
"HOSTTYPE DATABASE USERNAME HOSTNAME AUTHMEHOD authentication-options"
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(11 NOTE

e The authentication-options parameter following AUTHMEHOD is optional.
AUTHMEHOD supports the following options:

e  trust: No authentication is required. Remote hosts are not allowed to access
the database in trust mode.

e  reject: access denied.

e md5: MD5 authentication, which is not supported by default. (The MD5
encryption algorithm is not recommended because it has lower security and
poses security risks.)

e sha256: SHA256 authentication (recommended).

e  cert: client certificate-based authentication.

e  gss: Kerberos authentication, which is used only for authentication between
internal nodes.

° sm3: SM3 authentication.

e The authentication policy in the pg_hba.conf file has a higher priority. When the
gs_guc tool is used for configuration, new policies are inserted into the original
authentication policy based on a certain rule. The field comparison sequence is as
follows: IPADDR/HOSTNAME > HOSTTYPE > DATABASE > USERNAME. That is,
the IP addresses or host names are compared first. If the priorities cannot be
distinguished, the host types are compared. For each configuration field, a stricter
configuration parameter has a higher priority and a looser configuration parameter
has a lower priority. The details are as follows:

e  IPADDR: An IP address of all zeros is not restricted and will be placed after
the policy for specifying an IP address.

e  DATABASE: The value all indicates that the database is not restricted and is
placed after the policy for specifying a database. The value replication
indicates that the database is placed after other policies.

° USERNAME: The value all indicates that the user is not restricted and is
placed after the policy for specifying a user.

° HOSTTYPE: local > hostssl > hostnossl > host

e Comment out the configured client authentication policy. If reload is set,
semaphores are sent to pg_hba.conf at the same time. That is, the

configuration takes effect without restart.
gs_guc [ set | reload ] [-N NODE-NAME] [-I INSTANCE-NAME | -D DATADIR] -h "HOSTTYPE
DATABASE USERNAME IPADDR-WITH-IPMASK AUTHMEHOD"

e Display the help information.
gs_guc -? | --help

e Display version information.
gs_guc -V | --version
e Use gs_guc encrypt to generate an encrypted password and encryption factor

file.
gs_guc encrypt [-M keymode] -K password [-U username] -D DATADIR

(11 NOTE

e -Kindicates a user-specified password. gs_guc specifies the requirements of the
password length (8 < len < 16) and complexity. If the requirements are not meet,
an error is reported. This password is used to ensure the security and uniqueness of
the generated password file. You do not need to save or memorize the password.

e -M indicates the encryption type. Its value can be server, client or source. The
default value is server.
e gs_guc generate generates the encrypted password and encryption factor file

with a prefix.
gs_guc generate [-o prefix] [-S cjpherkey] -D DATADIR
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(11 NOTE

e -o indicates a file name prefix, pertaining to output cipher and rand files. The
default prefix is obsserver. The value can contain only digits, letters, and
underscores ().

e -S indicates the password specified by the user. The password must meet the
length (8 < len < 16) and complexity requirements. If the password does not meet
the requirements, an error is reported. If the value is default, a randomly
generated string will be used as the password, and the password length is 13
characters. If the -S parameter is not specified, the system prompts you to enter
the password in interactive mode. To ensure system security, you are advised to
enter the password in interactive mode.

e Only the parameters are different when the gs_guc encrypt or gs_guc generate
command is used to generate the encrypted password and encryption factor file.
During the generation, a random number is used as the encryption key material
and salt. Therefore, the file generated each time is different. The encrypted
password and encryption factor file generated each time must be used in pairs and
cannot be changed or used alternately. The same encrypted password and
encryption factor file must be used for encryption and decryption.

(10 NOTE

Parameter values set using gs_guc cannot contain the number sign (#). To set such
values, you can use vi to manually modify the configuration file.

If the environment variable PGDATA has been set, the -D parameter can be omitted.
Otherwise, a parameter setting failure will be reported.

Setting the environment variable PGDATA as follows: Set PGDATA to /gaussdb/data, and
then execute export PGDATA to make the setting effective.

authpolicy contains a series of authentication parameters: HOSTTYPE DATABASE
USERNAME IPADDR IPMASK, HOSTTYPE DATABASE USERNAME IPADDR-WITH-
IPMASK, or HOSTTYPE DATABASE USERNAME HOSTNAME.

If you use -c "parameter" to set a GUC parameter, this parameter will be reset to its
default value. Note that the log_directory and audit_directory parameters will be reset
to SGAUSSLOG/pg_audit/instance_name, instead of their default values. GUC
parameters are dependent on each other. Therefore, exercise caution when using -c¢ "
parameter".

When setting the -c parameter, the double quotation marks can be omitted.
If the value contains special characters, such as $, escape the character first.

If a configuration parameter occurs in multiple rows of a configuration file and two or
more rows take effect at the same time (which means that the configuration parameter
is not commented out using "#"), only the last configuration parameter is set and the
others are ignored.

If modification validation is delayed after the parameters in the openGauss node
configuration file postgresql.conf are set or modified in reload mode, the parameter
settings for instances in openGauss may be inconsistent for a short period of time.

Command Reference
set

Modifies only parameters in the configuration file.
check
Checks only the parameters in the configuration file.

reload

Modifies parameters in the configuration file and sends semaphores to the
database process for reloading the configuration file.
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encrypt/generate

Generates the encrypted password file.

-N

Specifies the name of the host to be set.

Value range: name of an existing host

When this parameter is set to ALL, all the hosts in openGauss are to be set.

(10 NOTE

It depends on the static file and is valid only when the OM is installed. The
compilation and installation are invalid because there is no static file.

-1 INSTANCE-NAME

Specifies the name of the instance to be set.

Value range: name of an existing instance

When this parameter is set to ALL, all the instances in the host are to be set.

(10 NOTE

It depends on the static file and is valid only when the OM is installed. The
compilation and installation are invalid because there is no static file.

-D
Specifies the openGauss instance path of the commands to be run. When the

encrypt command is used, this parameter indicates the path for storing the
generated password file.

(10 NOTE

e -D cannot be used together with -I.
-c parameter=value

Specifies the name and value of the openGauss configuration parameter to be
set.

(10 NOTE

e If the parameter is a string variable, use -c parameter=""value'" or -c " parameter =
] \Ll}
value'.

e If the value to be configured contains double quotation marks, add an escape
character before the double quotation marks. For example, if the value is a"b"c,
use -c "parameter="a\"b\"c'".

e When gs_guc set or reload is set to log_directory, the default value is restored
and set to a specific data directory.

e \When gs_guc reload is used to set parameters and the -N parameter is set to the
primary node, the parameter values of both the primary and standby nodes will be
modified. If the -N parameter is set to the standby node, the parameter values of
only the standby node will be modified.

e When gs_guc reload is used to set parameters and the -N parameter is not set,
the parameter values of both the primary and standby nodes will be modified if
you run the command on the primary node. If the -N parameter is not set and you
run the command on the standby node, the parameter values of only the standby
node will be modified.

Value range: all the parameters in the postgresql.conf file
--lcname=LCNAME
Specifies the name of the logical database to be set.
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(11 NOTE

e This parameter must be used together with -Z datanode. That is, gs_guc can be
used only for logical database instances of DNs.

e The parameters that can be operated on a logical database are different from
those on a complete database. For details, see SGAUSSHOME/bin/
cluster_guc.conf.

Value range: name of an existing logical database.
--ignore-node=NODES
Specifies the name of the host to be omitted.

(10 NOTE

e This parameter must be used together with set or reload, and -Z supports only
DNs.

e This parameter cannot be used together with -D.

e When the reload command is used together with the --ignore-node command, if
no primary node is specified for the --ignore-node command, the parameters of
all nodes in the cluster are modified synchronously.

-C parameter

Specifies the name of the parameter to be checked. When you perform the
set or reload operation, the parameter value cannot be null. Otherwise, the
default value of the database parameter is not restored.

-h host-auth-policy

Specifies the client authentication policy added to the pg_hba.conf
configuration file.

Value range:

- HOSTTYPE DATABASE USERNAME IPADDR IPMASK [authmehod-
options]

- HOSTTYPE DATABASE USERNAME IPADDR-WITH-IPMASK
[authmehod-options ]

- HOSTTYPE DATABASE USERNAME HOSTNAME [authmehod-options ]
HOSTTYPE is a mandatory parameter. Value range:

- local

- host

- hostssl

- hostnossl

local is a Unix domain socket. host is a common or SSL-encrypted TCP/IP
socket. hostssl is an SSL-encrypted TCP/IP socket. hostnossl is a TCP/IP-only
socket.

authmehod-options is an optional parameter. Value range:
- trust

-  reject

- md5

- sha256

-  sm3
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- cert
- gss

For details about the parameters, see their description in the pg_hba.conf
configuration file.

(10 NOTE

If -h is specified, the system attempts to modify the pg_hba file of all nodes by
default. If compilation and installation are performed without static files, the pg_hba
file of the current node can be successfully modified, but a message is displayed
indicating that the static file does not exist.

-?, --help

Displays help information.
-V, --version

Displays version information.
-M, --keymode=MODE

Specifies that the password is invoked to create which object. Its value can be
server, client or source.

(10 NOTE

Using the SSL function involves the encrypted passwords of the server certificates and
private key files as well as those of the client certificates and private key files. When
these passwords are stored in encrypted mode, this parameter must be specified.
Otherwise, a server password file will be generated.

Value range:

- server (default value)

- client

- source

-K PASSWORD

Specifies the plaintext password to be encrypted.

Value range: a character string. The value must meet the password complexity
requirements.

-U, --keyuser=USER
Specifies the user to be encrypted. The user belongs to the OS user.

(] NOTE
openGauss can configure different SSL licenses and private files for each user. When
this option is specified, user-specific password files can be generated.
-S CIPHERKEY
Specifies the string to be encrypted.
Value range: a string
-0 PREFIX

Specifies the file name prefix for output cipher and rand files of the OBS type.
The default prefix is obsserver.

Value range: a string containing only digits, letters, and underscores (_)
-Z NODE-TYPE
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Specifies the node type of a database instance. The default value is datanode.
NODE-TYPE is used to identify a configuration file.

Value range: datanode
(110 NOTE

The value for database instance node types can be coordinator, datanode, cmserver,
or cmagent. The value for openGauss can only be datanode. If NODE-TYPE is set to
datanode, the configuration file in the data directory of the corresponding database is
postgresql.conf.

Example 1: Change the maximum number of connections allowed by a database
to 800. The database must be restarted to make the change take effect.

gs_guc set -D /gaussdb/data/dbnode -c "max_connections = 800" -N plat1

Total instances: 1. Failed instances: 0.
Success to perform gs_guc!

Example 2: Change the maximum number of connections allowed by a database
to the default value. The database must be restarted to make the change take
effect.

gs_guc set -D /gaussdb/data/dbnode -c “max_connections"-N plat1

Total instances: 1. Failed instances: 0.
Success to perform gs_guc!

Example 3: Set a client authentication policy.

gs_guc set -N all -1 all -h "host replication testuser 10.252.95.191/32 sha256"

Total instances: 2. Failed instances: 0.
Success to perform gs_guc!

Example 4: Comment out a configured client authentication policy.

gs_guc set -N all -1 all -h "host replication testuser 10.252.95.191/32"

Total instances: 2. Failed instances: 0.
Success to perform gs_guc!

Example 5: Encrypt a plaintext user password stored on a server to avoid password
leakage.

gs_guc encrypt -K Gauss@123 -D /data/xzg/wisequery/gaussdb
gs_guc encrypt -K ***

Example 6: Check the parameter configurations of each instance in openGauss.
gs_guc check -D /gaussdb/data/dbnode -¢ "max_connections” -N plat1

Total GUC values: 1. Failed GUC values: 0.
The value of parameter max_connections is same on all instances.
max_connections=800

Example 7: Modify archive_command to ensure the validity of the archiving path.
The database must be restarted to make the change take effect. This method is
recommended.

gs_guc set -N all -D /data/datanode -c "archive_command= 'cp %p /data/datanode/pg_xlog/
archive_status/%f" "

Total instances: 3. Failed instances: 0.

Success to perform gs_guc!
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Example 8: Use an entered plaintext password to customize and generate the
test.key.cipher and test.key.rand files.

gs_guc generate -S Mppdb@123 -D data/xzg/wisequery/gaussdb -o test
gs_guc encrypt -S ***

3.9 gs_encrypt

Background

gs_encrypt provided by openGauss is used to encrypt the entered plaintext strings.

Syntax

gs_encrypt [OPTION]... PLAINTEXT

(11 NOTE

e PLAINTEXT does not follow a short or long option.
e PLAINTEXT indicates the plaintext string to be encrypted.

Parameter Description
e -? --help
Displays help information.
e -V --version
Displays version information.
o -k PASSWORD, --key=PASSWORD

Password entered by a user. It is used to derive the key for encryption. The
password must contain 8 to 16 characters, including at least three types of
the following: uppercase letters, lowercase letters, digits, and special
characters.

e -v VectorValue, --vector=\VectorValue

Salt value entered by a user. It is used to scramble passwords during one-way
password hash calculation. The string must contain 16 characters.

o -f FilePrefix, --file-prefix=FilePrefix

Prefix of the cipher and rand files used for encryption. The cipher and rand
files must be stored in SGAUSSHOME/bin.

e -B Value, --key-base64=Value
Base64 plaintext key used for encryption.
o -D Value --vector-base64=\Value

Base64 random string used for encryption. The length of the string before
base64 encoding must be 16 characters.

(1] NOTE

For security purposes, you are advised to set HISTCONTROL to ignorespace before
using the gs_encrypt tool to forcibly not record sensitive historical commands and add
a space before the gs_encrypt command.
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Example 1: Encrypt a plaintext string by using a plaintext key and a plaintext
vector. The IV value used for each encryption is randomly generated. Therefore,
the ciphertext strings are different even though the same key, vector, and plaintext
character string are used for encryption. The maximum length of a plaintext
character string that can be encrypted at a time is 335 bytes.

gs_encrypt -k password@123 -v 1234567890123456 test_encrypt

Command output:

GOR7Y20ROfuiEjWtUBXx9+eHP3121ATwMOJ20nVQIiAsxMjMONTY30DkwMTIzNDU2

Example 2: Encrypt a plaintext string by using cipher and rand files (invoke the
files by entering their prefixes).

1. Run the following commands to generate the cipher and rand files:
gs_guc generate -S Mppdb@123 -D $GAUSSHOME/bin -o test
Command output:
gs_guc encrypt -S ***

2. Perform the encryption operation.
gs_encrypt -f test test_encrypt

Command output:
tSWpR8aFyF4GHVIVO7QNXhEMNITcgRMrk172nAf2hLgSQwhcFWyP7X0QVS0SONon

Example 3: Encrypt a plaintext string by using a Base64 key and a Base64 vector.

1. Enter the key encrypted using Base64.
python
>>> import base64
>>> print base64.b64encode ("XXXXXXXXX");

Command output:
R2F1c3NAMTIz

2. Enter the vector ciphertext encrypted using Base64.
>>> print base64.b64encode("1234567890abcdef");

Command output:
MTIZNDU2Nzg5MGFiY2RIZg==

3. Perform the encryption operation.
gs_encrypt -B R2F1c3NAMTIz -D MTIzNDU2Nzg5MGFiY2RIZg== test_encrypt

Command output:
V7mpnsfIHT]VTYGw1YHIOc6aYON4J5L7BtU4CqDoelkxMjMONTY30DkwYWJjZGVm

3.10 gs_om

Background

gs_om, provided by openGauss, is used to maintain openGauss. You can use it to
start and stop openGauss, query the openGauss status, query static configurations,
query openGauss status details, generate static configuration file and dynamic
configuration file, replace SSL certificates, query help information, and query the
version number.
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Prerequisites

You have logged in to the OS as the OS user omm to run the gs_om command.

Syntax

e Start openGauss.
gs_om -t start [-h HOSTNAME] [-D dataDir] [--time-out=SECS] [--security-mode=MODE] [--cluster-
number=None] [-| LOGFILE]

e Stop openGauss.
gs_om -t stop [-h HOSTNAME] [-D dataDir] [--time-out=SECS] [-m MODE] [-l LOGFILE]

e Restart openGauss.
gs_om -t restart [-h HOSTNAME] [-D dataDir] [--time-out=SECS] [--security-mode=MODE] [-l
LOGFILE] [-m MODE]

e Query the openGauss status.
gs_om -t status [-h HOSTNAME] [-o OUTPUT] [--detail] [--all] [-l LOGFILE]

e Generate a static configuration file.
gs_om -t generateconf -X XMLFILE [--distribute] [-l LOGFILE]
gs_om -t generateconf --old-values=old --new-values=new [--distribute] [-| LOGFILE]

e Generate a dynamic configuration file. Perform this operation after the

failover or switchover from the standby node to the primary node.
gs_om -t refreshconf

e Display the static configurations.
gs_om -t view [-o OUTPUT]

e Query openGauss status details.
gs_om -t query [-o OUTPUT]

e Replace SSL certificates.
gs_om -t cert --cert-file=CERTFILE [-l LOGFILE]
gs_om -t cert --rollback

e Enable or disable the Kerberos authentication in the database.
gs_om -t kerberos -m [installjuninstall] -U USER [-l LOGFILE] [--krb-client|--krb-server]

e Display help information.
gs_om -? | --help

e Display version information.
gs_om -V | --version

Parameter Description

The gs_om tool can use the following types of parameters:
e Common parameters
- -t
Specifies the command types of gs_om.

Value range: start, stop, status, generateconf, cert, view, query,
refreshconf, and kerberos

- -l
Specifies a log file and its save path.

Default value: SGAUSSLOG/om/gs_om- YYYY-MM-DD_hhmmss.log
(default value for virtualip: /tmp/gs_virtualip/gs_om- YYYY-MM-
DD_hhmmss.log)

- -?,--help
Displays help information.
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-V, --version
Displays version information.

openGauss startup parameters

-h

Specifies the name of the server to be started. Only one server can be
started at a time.

Value range: a server name

If no server name is specified, openGauss is started.

-D

Specifies the path of a specified node.

Value range: a node path

If the node path is not specified, the node path in the static file is used.
--time-out=SECS

Specifies the timeout threshold. gs_om exits when times out. Unit: s
Value range: a positive integer. The recommended value is 300.
Default value: 300

--security-mode

Specifies whether to start the database in security mode.

Value range:

®  on: security mode enabled

= off: security mode disabled. By default, the security mode is disabled.
--cluster-number

Specifies the kernel running version during startup.

Value range: kernel version

openGauss stop parameters

-h

Specifies the name of the server where the instance to be stopped is
located. Only one server can be stopped at a time.

Value range: the name of the server where the instance is located.
If no server name is specified, openGauss is stopped.

-m, --mode=MODE

Sets the stop mode.

Value range: the following stop modes are supported.

=  fast: The data of the primary and standby instance relationship is
ensured to be consistent.

®" immediate: The data of the primary and standby instance
relationship is not ensured to be consistent.

Default value: fast

--time-out=SECS

Specifies the timeout threshold. gs_om exits when times out. Unit: s
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Value range: a positive integer. The recommended value is 300.
Default value: 300
e Parameters for checking status
Table 3-10 describes parameters in the query result.
- -h
Specifies the name of the server to be queried.
Value range: a server name
If no server name is specified, openGauss is queried.
- -az
Specifies the name of the AZ to be queried, for example, --az=AZ1.
Value: name of the AZ. If no AZ name is specified, all AZs are queried.
- -0
Outputs status information to the specified output file.

If the parameter is not output to the specified file, it is displayed on the
screen.

- --detail
Displays detailed information. If the parameter is not specified, only a
prompt is displayed indicating whether the server is normal.

L] NOTE
You can run the gs_ctl query command on each database node to query and
summarize the results to obtain the detailed information about openGauss.
--all
Displays information about all openGauss nodes.

(11 NOTE

You can run the gsql command on each database node to query the system
catalog and summarize the results to obtain information about all openGauss
nodes. Ensure that gsql can be used to query the correct information before
using this parameter.

e Parameters for generating the configuration file:
- X
Selects the path of the openGauss configuration file.
Value range: path of the clusterconfig.xml file
- --old-values=old
Specifies the old value in the static file to be modified.

Value range: port, ip, hostname. You can enter multiple values and
separate them with commas (,).

- --new-values=new
Specifies the new value in the static file to be modified.

Value range: port, ip, hostname. You can enter multiple values and
separate them with commas (,). The values correspond to old-values.

- --distribute

Publishes the static configuration file to the installation directory of the
openGauss instance.
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e Enable or disable the Kerberos authentication in the database:

-U

Specifies a database deployment user.

Value range: a database deployment user

-m

Specifies the operations to be performed.

Value range:

install: enables the Kerberos authentication in a database.
uninstall: disables the Kerberos authentication in a database.
--krb-server: installs the Kerberos server authentication.
--krb-client: installs the Kerberos client authentication.

Note: You need to use --krb-server to install the server authentication
first. These two parameters are not required during the uninstallation
because the server and client are uninstalled at the same time.

e Parameters for replacing SSL certificates

--cert-file

Specifies the path of the local SSL certificate .zip package.
--rollback

Rolls back the certificates to the last backup.

-L

If this parameter is specified, the operation is performed only on the
current node.

Table 3-10 Status description

Field

Field Description | Field Value

cluster_state | openGauss status, | ¢ Normal: openGauss is available and the

which determines data has redundancy backup. All the
whether processes are running and the primary/
openGauss is standby relationship is normal.

running properly. | ¢ ypavailable: openGauss is unavailable.

e Degraded: openGauss is available but
the data does not have redundancy

backup.
redistributing | Data e Yes: openGauss is in data redistribution
redistribution status.

status. e No: openGauss is not in data

redistribution status.
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Field

Field Description

Field Value

balanced

Load balancing
status, which
indicates whether
a primary/standby
switchover has
occurred in the
openGauss
instance and
made the host
load unbalanced.

e Yes: The host loading is balanced in
openGauss.

e No: The host loading is not balanced in
openGauss.

node

Host name.

Specifies the name of a host where an
instance is located. If multiple AZs exist, the
AZ IDs will be displayed.

node_ip

Host IP address.

Specifies the IP address of a host where an
instance is located.

instance

Instance ID.

Specifies the instance ID.

state

Instance status.

e P: The initial role of the node is Primary.
After the database is installed, the role
does not change and is read from the
system static file.

e S: The initial role of the node is Standby.
After the database is installed, the role
does not change and is read from the
system static file.

e C: The initial role of the node is Cascade
Standby. After the database is installed,
the role does not change and is read
from the system static file.

e Primary: The instance is a primary
instance.

e Standby: The instance is a standby
instance.

e Cascade Standby: The instance is a
cascaded standby instance.

e Pending: The instance is in arbitration.

e Unknown: The instance status is
unknown.

e Down: The instance is down.

Table 3-11 Feature IDs

Feature Name

openGauss Product

Multi-value column 0

Basic edition
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Examples

Feature Name ID openGauss Product

JSON 1 License control not
supported

XML 2 Not supported

Data storage format 3 Basic edition

ORC

One primary and 5 Invalid

multiple readable

standbys on single-node

Multidimensional 7 Advanced feature

collision and analysis

(GPU acceleration)

Full-text indexing 8 Basic edition

EXTENSION_CONNECTO |9 Basic edition

R

EXPRESS_CLUSTER 12 Advanced edition

Cross-DC collaboration 13 Advanced edition

Figure 14 Not supported

Time sequence 15 Not supported

PostGIS interconnection 16 Basic edition

HA in openGauss (one 17 Invalid

primary and multiple

standbys)

Row-level permission 18 Advanced edition

control

Transparent encryption 19 Advanced edition

Private table 20 Advanced edition

e Start openGauss.

gs_om -t start
Starting cluster.

Successfully started .

e Stop openGauss.

gs_om -t stop
Stopping cluster.

Successfully stopped cluster.
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End stop cluster.

View openGauss status details, including instance status.
gs_om -t status --detail
[ Cluster State ]

cluster_state : Normal
redistributing : No
current_az :AZ_ALL
[ Datanode State ]

node node_ip port instance state

1 pekpopgsci00235 10.244.62.204 5432 6001 /opt/gaussdb/cluster/data/dn1 P Primary Normal
2 pekpopgsci00238 10.244.61.81 5432 6002 /opt/gaussdb/cluster/data/dn1 S Standby
Normal

Run the following commands on openGauss to generate the configuration
file:

gs_om -t generateconf -X /opt/software/openGauss/clusterconfig.xml --distribute

Generating static configuration files for all nodes.

Creating temp directory to store static configuration files.

Successfully created the temp directory.

Generating static configuration files.

Successfully generated static configuration files.

Static configuration files for all nodes are saved in /opt/huawei/Bigdata/gaussdb/wisequery/script/
static_config_files.

Distributing static configuration files to all nodes.

Successfully distributed static configuration files.

Open the generated configuration file directory. You can see three new files.
cd /opt/huawei/Bigdata/gaussdb/wisequery/script/static_config_files
I

total 456

-rwxr-xr-x 1 omm dbgrp 155648 2016-07-13 15:51 cluster_static_config_plat1
-rwxr-xr-x 1 omm dbgrp 155648 2016-07-13 15:51 cluster_static_config_plat2
-rwxr-xr-x 1 omm dbgrp 155648 2016-07-13 15:51 cluster_static_config_plat3

Roll back SSL certificates.

gs_om -t cert --rollback

[plat1] SSL cert files rollback successfully.
[plat2] SSL cert files rollback successfully.
[plat3] SSL cert files rollback successfully.

Register a license.

gs_om -t license -m register -f MTgsMTkK

Preparing for the program initialization.

Lock the OPS operation of OM components.

Check and make sure the consistency of the license file.

Backup the license file on all of the cluster hosts.

Encrypt the product feature information and generate the license file.
Send message to the database node instances to reload the license file.
Remove the backup license file on all of the cluster hosts.

License register successfully.

Deregister a license.

gs_om -t license -m unregister -f MTgsMTkK

Preparing for the program initialization.

Lock the OPS operation of OM components.

Check and make sure the consistency of the license file.

Backup the license file on all of the cluster hosts.

Encrypt the product feature information and generate the license file.
Send message to the database node instances to reload the license file.
Remove the backup license file on all of the cluster hosts.

License unregister successfully.
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3.11 gs_plan_simulator

Background

Maintenance personnel are not allowed to locate and analyze problems in the
production environment of some users. Therefore, the only method for this
scenario is to collect various data in the production environment and analyze and
locate problems based on the collected data. gs_plan_simulator collects data
related to execution plans and reproduces execution plans in other environments
to locate problems related to execution plans.

Prerequisites

Precautions

Procedure

The user database is running properly.
The user can connect to the database and execute functions properly.

The OS environment used for fault reproduction must be the same as the
production environment.

The openGauss installation package used for fault reproduction must be the
same as that used in the production environment.

The data collection function has been integrated into the gs_collector tool.
You need to use the gs_collector tool to collect related data and then use the
gs_plan_simulator tool to reproduce the execution plan.

When gs_collector is used to collect data, data related to the execution plan
is not collected by default because it may take a long time to collect such
data. To collect execution plan data, you need to modify the configuration
file. For details, see the procedure.

Configure GAUSSHOME and LD_LIBRARY PATH in the reproduction
environment.

Do not use this tool if the cluster status or scaling status affects the data
related to the execution plan.

Use gs_collector to collect data. Before collecting execution plan data, you
need to write a configuration file, for example, plan.json. The content of the

configuration file is recommended as follows:

{
"Collect":

[

}
Content is set to * to collect data of all databases. You can also specify a
database to collect data, for example, test1,test2.

The following is an example of the collection command:
gs_collector --begin-time="20191219 15:00" --end-time="20191219 15:15" -C ../plan.json -l plan.log -
o./

For details, see section gs_collector.
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2. Copy the data folder to the reproduction environment.

After the data collection is successful, the collected data is stored in the
specified compressed package. Decompress the package to obtain the
compressed package of each node. Decompress any compressed package. The
target data is stored in the planSimulatorfiles folder. Go to the
planSimulatorfiles folder and view the folder named after the database.
Copy the planSimulatorfiles folder to the reproduction environment.

3. Configure the reproduction environment.
a. Create a directory for reproducing the execution plan as a common user.
For example, the plan folder.

b. Decompress the GaussDB installation package in the directory, and then
decompress the BIN file in the installation package.

c. Set GAUSSHOME to the path of the plan folder and LD_LIBRARY_PATH
to the path of the plan/lib folder.

4. Use gs_plan_simulator to reproduce the execution plan.

Run the following command in the reproduction environment:
$GAUSSHOME/bin/gs_plan_simulator.sh -m restore -p 39000 -A planSimulatorfiles/

This command creates a database in the reproduction environment and the
node port number is 39000. In addition, a message is displayed indicating
how to connect to the database. You can run EXPLAIN SQL statement to
locate the fault. For details about the command parameters, see parameter
description.

Syntax

e Reproduce the database environment.
$GAUSSHOME/bin/gs_plan_simulator.sh -m OPTION -p PORT -A DATADIR

e Stop the database.
$GAUSSHOME/bin/gs_plan_simulator.sh -m off

e Start the database.
$GAUSSHOME/bin/gs_plan_simulator.sh -m start

e Display the help information.
$GAUSSHOME/bin/gs_plan_simulator.sh --help

Parameter Description
e -m
Specifies the operation to be performed by the tool.
Value range:

- restore: uses the collected database information to reproduce the
database environment and create a database.

- off: stops the database that is reproduced by the tool.
- start: starts the database that is reproduced by the tool.

* -p
Creates a node port for the database.
o -A

Specifies the data folder copied from the user environment.
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3.12 gs_restore

Background

gs_restore, provided by openGauss, is used to import data that was exported
using gs_dump. It can also be used to import files exported by gs_dump.

gs_restore is executed by OS user omm.

It has the following functions:

Importing data to the database

If a database is specified, data is imported to the database. For parallel
import, the password for connecting to the database is required. During data
import, the generated columns are automatically updated and saved as
common columns.

Importing data to the script file

If the database storing imported data is not specified, a script containing the
SQL statement to recreate the database is created and written to a file or
standard output. This script output is equivalent to the plain text output
format of gs_dump.

Command Format
gs_restore [OPTION]... FILE

(1 NOTE

e FILE does not have a short or long parameter. It is used to specify the location for the
archive files.

e The dbname or -l parameter is required as prerequisites. Users cannot enter dbname
and -l parameters at the same time.

e gs_restore incrementally imports data by default. To prevent data exceptions caused by
multiple import operations, you are advised to use the -c option during the import.
Before recreating database objects, delete the database objects that already exist in the
database to be restored.

e There is no option to control log printing. To hide logs, redirect the logs to the log file. If
a large amount of table data needs to be restored, the table data will be restored in
batches. Therefore, the log indicating that the table data has been imported is
generated for multiple times.

Parameter Description

Common parameters

-d, --dbname=NAME
Connects to the dbname database and imports data to the database.
-f, --file=FILENAME

Specifies the output file for the generated script, or uses the output file in the
list specified using -L.

The default is the standard output.
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(11 NOTE

-f cannot be used in conjunction with -d.
-F, --format=c|d|t

Specifies the format of the archive. The format does not need to be specified
because the gs_restore determines the format automatically.

Value range:

¢/custom: The archive form is the customized format in 3.6 gs_dump.

d/directory: The archive form is a directory archive format.

t/tar: The archive form is a .tar archive format.
-1, --list

Lists the forms of the archive. The operation output can be used for the input
of the -L parameter. If filtering parameters, such as -n or -t, are used together
with -, they will restrict the listed items.

-v, --verbose

Specifies the verbose mode.

-V, --version

Prints the gs_restore version and exits.

-?, --help

Displays help about gs_restore parameters and exits.

Parameters for importing data

-a, --data-only

Imports only the data, not the schema (data definition). gs_restore
incrementally imports data.

-c, --clean

Cleans (deletes) existing database objects in the database to be restored
before recreating them.

-C, --create

Specifies that the CREATE DATABASE statement is used to create a database
before data is imported to the database. (After this parameter is specified, the
database specified by -d is used only for executing the CREATE DATABASE
command, and all data is still imported to the created database.)

-e, --exit-on-error

Exits if an error occurs when you send the SQL statement to the database. If
you do not exit, the commands will still be sent and error information will be
displayed when the import ends.

-l, --index=NAME

Imports only the definition of the specified index. Multiple indexes can be
imported. Enter -l index multiple times to import multiple indexes.

For example:

gs_restore -h host_name -p port_number -d postgres -1 Index7 -1 Index2 backup/MPPDB_backup.tar
In this example, /ndex7 and /ndex2 will be imported.

-j, --jobs=NUM
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Specifies the number of concurrent, the most time-consuming jobs of
gs_restore (such as loading data, creating indexes, or creating constraints).
This parameter can greatly reduce the time to import a large database to a
server running on a multiprocessor machine.

Each job is one process or one thread, depending on the OS; and uses a
separate connection to the server.

The optimal value for this option depends on the server hardware setting, the
client, the network, the number of CPU cores, and disk settings. It is
recommended that the parameter be set to the number of CPU cores on the
server. In addition, a larger value can also lead to faster import in many cases.
However, an overly large value will lead to decreased performance because of
thrashing.

This parameter supports custom-format archives only. The input file must be
a regular file (not the pipe file). This parameter can be ignored when you
select the script method rather than connect to a database server. In addition,
multiple jobs cannot be used in conjunction with the --single-transaction
parameter.

-L, --use-list=FILENAME

Imports only archive elements that are listed in list-file and imports them in
the order that they appear in the file. If filtering parameters, such as -n or -t,
are used in conjunction with -L, they will further limit the items to be
imported.

list-file is normally created by editing the output of a previous -l parameter.
File lines can be moved or removed, and can also be commented out by
placing a semicolon (;) at the beginning of the row.

-n, --schema=NAME
Restores only objects that are listed in schemas.

This parameter can be used in conjunction with the -t parameter to import a
specific table.

Entering -n schemaname multiple times can import multiple schemas.

For example:
gs_restore -h host_name -p port_number -d postgres -n sch7 -n sch2 backup/MPPDB_backup.tar

In this example, sch1 and sch2 will be imported.
-0, --no-owner

Do not output commands to set ownership of objects to match the original
database. By default, gs_restore issues the ALTER OWNER or SET SESSION
AUTHORIZATION statement to set ownership of created schema elements.
Unless the system administrator or the user who has all the objects in the
script initially accesses the database. Otherwise, the statement will fail. Any
user name can be used for the initial connection using -0, and this user will
own all the created objects.

-P, --function=NAME (args)

Imports only listed functions. You need to correctly spell the function name
and the parameter based on the contents of the dump file in which the
function exists.

Entering -P alone means importing all function-name(args) functions in a file.
Entering -P with -n means importing the function-name(args) functions in a
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specified schema. Entering -P multiple times and using -n once means that all
imported functions are in the -n schema by default.

You can enter -n schema-name -P 'function-name(args)' multiple times to
import functions in specified schemas.

For example:

gs_restore -h host_name -p port_number -d postgres -n test7 -P 'Funcli (integer)' -n test2 -P
'Func2(integer)' backup/MPPDB_backup.tar

In this example, both Func1 (i integer) in the test1 schema and Func2 (j
integer) in the test2 schema will be imported.

e -5, --schema-only

Imports only schemas (data definitions), instead of data (table content). The
current sequence value will not be imported.

e -S, --sysadmin=NAME

Specifies a reserved port for function expansion. This parameter is not
recommended.

e -t, --table=NAME

Imports only listed table definitions or data, or both. This parameter can be
used in conjunction with the -n parameter to specify a table object in a
schema. When -n is not entered, the default schema is PUBLIC. Entering -n
schemaname -t tablename multiple times can import multiple tables in a
specified schema.

For example:

Import table1 in the PUBLIC schema.
gs_restore -h host_name -p port_number -d postgres -t table1 backup/MPPDB_backup.tar

Import test1 in the test1 schema and test2 in the test2 schema.

gs_restore -h host_name -p port_number -d postgres -n test1 -t test1 -n test2 -t test2 backup/
MPPDB_backup.tar

Import table1 in the PUBLIC schema and table1 in the test1 schema.

gs_restore -h host_name -p port_number -d postgres -n PUBLIC -t table? -n test1 -t table1 backup/
MPPDB_backup.tar

(1] NOTE

-t does not support the schema_name.table_name input format.
e T, --trigger=NAME
This parameter is reserved for extension.
e -Xx, --no-privileges/--no-acl
Prevents the import of access permissions (GRANT/REVOKE commands).
e -1, --single-transaction

Executes import as a single transaction (that is, commands are wrapped in
BEGIN/COMMIT).

This parameter ensures that either all the commands are completed
successfully or no application is changed. This option means --exit-on-error.

e --disable-triggers

Specifies a reserved port for function expansion. This parameter is not
recommended.

e --no-data-for-failed-tables
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By default, table data will be imported even if the statement to create a table
fails (for example, the table exists). Data in such table is skipped using this
parameter. This operation is useful if the target database already contains the
desired table contents.

This parameter takes effect only when you import data directly into a
database, not when you output SQL scripts.

--no-publications

No import publications are performed.

--no-security-labels

Specifies a reserved port for function expansion. This parameter is not
recommended.

--no-subscriptions

No import subscriptions are performed.

--no-tablespaces

Does not issue commands to select tablespaces. All objects will be created
during the import process no matter which tablespace is selected when using
this option.

--section=SECTION

Imports the listed sections (such as pre-data, data, or post-data).
--use-set-session-authorization

Is used for plain-text backup.

Outputs the SET SESSION AUTHORIZATION statement instead of the ALTER
OWNER statement to determine object ownership. This parameter makes
dump more standards-compatible. If the records of objects in exported files
are referenced, import may fail. Only administrators can use the SET SESSION
AUTHORIZATION statement to dump data, and the administrators must
manually change and verify the passwords of exported files by referencing the
SET SESSION AUTHORIZATION statement before import. The ALTER
OWNER statement requires lower permissions.

--pipeline

Uses a pipe to transmit the password. This parameter cannot be used on
devices.

NOTICE

If any local additions need to be added to the template1 database during the
installation, restore the output of gs_restore into an empty database with

caution. Otherwise, you are likely to obtain errors due to duplicate definitions
of the added objects. To create an empty database without any local additions,
copy data from templateO rather than template1. Example:

CREATE DATABASE foo WITH TEMPLATE template0;

e gs_restore cannot import large objects selectively. For example, it can only

import the objects of a specified table. If an archive contains large objects, all
large objects will be imported, or none of them will be restored if they are

excluded by using -L, -t, or other parameters.
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(11 NOTE

1. The -d/--dbname and -f/--file parameters do not coexist.

2. The -s/--schema-only and -a/--data-only parameters do not coexist.
3. The -¢/--clean and -a/--data-only parameters do not coexist.

4. When --single-transaction is used, -j/--jobs must be a single job.

5. --role must be used in conjunction with --rolepassword.

Connection parameters:

-h, --host=HOSTNAME

Specifies the host name. If the value begins with a slash (/), it is used as the
directory for the UNIX domain socket. The default value is taken from the
PGHOST environment variable. If it is not set, a UNIX domain socket
connection is attempted.

This parameter is used only for defining names of the hosts outside
openGauss. The names of the hosts inside openGauss must be 127.0.0.1.

-p, --port=PORT

Specifies the TCP port listened on by the server or the local Unix domain
socket file name extension to ensure a correct connection. The default value is
the PGPORT environment variable.

If the thread pool is enabled, you are advised to use pooler port, that is, the
listening port number plus 1.

-U, --username=NAME
Specifies the user name to connect to.
-w, --no-password

Never issues a password prompt. The connection attempt fails if the host
requires password verification and the password is not provided in other ways.
This parameter is useful in batch jobs and scripts in which no user password is
required.

-W, --password=PASSWORD

Specifies the user password for connection. If the host uses the trust
authentication policy, the administrator does not need to enter the -W option.
If the -W option is not provided and you are not a system administrator,
gs_restore will ask you to enter a password.

--role=ROLENAME

Specifies a role name for the import operation. If this parameter is selected,
the SET ROLE statement will be issued after gs_restore connects to the
database. It is useful when the authenticated user (specified by -U) lacks the
permissions required by gs_restore. This parameter allows the user to switch
to a role with the required permissions. Some installations have a policy
against logging in directly as the initial user. This parameter allows data to be
imported without violating the policy.

--rolepassword=ROLEPASSWORD

Specifies the password of the specific role.
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Examples

Special case: Execute the gsql tool. Run the following commands to import the
MPPDB_backup.sql file in the export folder (in plain-text format) generated by
gs_dump/gs_dumpall to the postgres database:

gsql -d postgres -p 15400 -W Bigdata@123 -f /home/omm/test/MPPDB_backup.sql
SET

SET

SET

SET

SET

ALTER TABLE
ALTER TABLE
ALTER TABLE
ALTER TABLE
ALTER TABLE
CREATE INDEX
CREATE INDEX
CREATE INDEX
SET

CREATE INDEX
REVOKE
REVOKE
GRANT
GRANT

total time: 30476 ms

gs_restore is used to import the files exported by gs_dump.

Example 1: Execute the gs_restore tool to import the exported
MPPDB_backup.dmp file (custom format) to the postgres database.

gs_restore -W Bigdata@123 backup/MPPDB_backup.dmp -p 15400 -d postgres
gs_restore: restore operation successful
gs_restore: total time: 13053 ms

Example 2: Execute the gs_restore tool to import the exported
MPPDB_backup.tar file (.tar format) to the postgres database.

gs_restore backup/MPPDB_backup.tar -p 15400 -d postgres
gs_restore[2017-07-21 19:16:26]: restore operation successful
gs_restore[2017-07-21 19:16:26]: total time: 21203 ms

Example 3: Execute the gs_restore tool to import the exported MPPDB_backup
file (directory format) to the postgres database.

gs_restore backup/MPPDB_backup -p 15400 -d postgres
gs_restore[2017-07-21 19:16:26]: restore operation successful
gs_restore[2017-07-21 19:16:26]: total time: 21003 ms

Example 4: Execute the gs_restore tool and run the following commands to
import the MPPDB_backup.dmp file (in custom format). Specifically, import all
the object definitions and data in the PUBLIC schema. Existing objects are deleted
from the target database before the import. If an existing object references to an
object in another schema, you need to manually delete the referenced object first.

gs_restore backup/MPPDB_backup.dmp -p 15400 -d postgres -e -c -n PUBLIC
gs_restore: [archiver (db)] Error while PROCESSING TOC:
gs_restore: [archiver (db)] Error from TOC entry 313; 1259 337399 TABLE table1 gaussdba
gs_restore: [archiver (db)] could not execute query: ERROR: cannot drop table table1 because other objects
depend on it
DETAIL: view t1.v1 depends on table table1
HINT: Use DROP ... CASCADE to drop the dependent objects too.
Command was: DROP TABLE public.table1;
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Helpful Links

Manually delete the referenced object and create it again after the import is
complete.

gs_restore backup/MPPDB_backup.dmp -p 15400 -d postgres -e -c -n PUBLIC
gs_restore[2017-07-21 19:16:26]: restore operation successful
gs_restore[2017-07-21 19:16:26]: total time: 2203 ms

Example 5: Execute the gs_restore tool and run the following commands to
import the MPPDB_backup.dmp file (in custom format). Specifically, import only
the definition of table1 in the PUBLIC schema.

gs_restore backup/MPPDB_backup.dmp -p 15400 -d postgres -e -c -s -n PUBLIC -t table1
gs_restore[2017-07-21 19:16:26]: restore operation successful
gs_restore[2017-07-21 19:16:26]: total time: 21000 ms

Example 6: Execute the gs_restore tool and run the following commands to
import the MPPDB_backup.dmp file (in custom format). Specifically, import only
the data of table1 in the PUBLIC schema.

gs_restore backup/MPPDB_backup.dmp -p 15400 -d postgres -e -a -n PUBLIC -t table1

gs_restore[2017-07-21 19:16:26]: restore operation successful
gs_restore[2017-07-21 19:16:26]: total time: 20203 ms

3.6 gs_dump and 3.7 gs_dumpall

3.13 gs_ssh

Background

Precautions

Prerequisites

Syntax

gs_ssh, provided by openGauss, helps users run the same command on multiple
nodes in openGauss.

e gs_ssh can run only the commands that the current database user has
permission to run.

e The commands executed by gs_ssh do not affect the current session. For
example, the cd or source command affects only the process environment,
but does not affect the current session environment.

e The trust relationship among the hosts is normal.
e openGauss has been correctly installed and deployed.

e The command to be run can be found by the which command, and the
current user has the required execution permission.

e Login to the OS as the OS user omm to run the gs_ssh command.

e Run commands synchronously.
gs_ssh -c cmd

e Display help information.
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gs_ssh -? | --help

e Display version information.
gs_ssh -V | --version

Parameter Description
° -C
Specifies the command name of Linux shell on the hosts of openGauss.
e -? --help
Displays help information.
e -V, --version
Displays version information.

Example

Run the same command on each host of openGauss. Take the hostname
command as an example.

gs_ssh -c "hostname"
Successfully execute command on all nodes.
Output:

[SUCCESS] plat1:
plat1

[SUCCESS] plat2:
plat2

[SUCCESS] plat3:
plat3

[SUCCESS] plat4:
plat4

Issue 01 (2022-03-31) Copyright © Huawei Technologies Co., Ltd. 160



openGauss
Tool Reference

4 Unified Database Management Tool

Unified Database Management Tool

The cluster manager (CM) is a database management module. It supports
customized resource monitoring and provides capabilities such as monitoring of
the primary/standby database status, network communication faults, file system
faults, and automatic primary/standby switchover upon faults. It also provides
various database management capabilities, such as starting and stopping nodes
and instances, querying database instance status, performing primary/standby
switchover, and managing logs.

Note that in a scenario where there are one primary node and one standby node,
the CM supports only basic capabilities, such as installation, startup, stop, and
detection.

4.1 Features

4.2 Introduction to the cm_ctl Tool
4.3 Security Design

4.4 CM Parameters

4.1 Features

cm_agent

cm_agent is a database management component deployed on each database
host. It is used to start, stop, and monitor database instance processes.

It has the following functions:

e |t starts and stops the instance processes deployed on the local host when the
database instance is started or stopped.

e |t monitors the instance status on the local host and sends the status to the
CM server.

e It runs the commands delivered by the CM server after arbitration.
Command description:

e Common options:
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-V, --version
Prints the cm_agent version information and exits.
-?, -h,--help

Displays help information about cmm_agent command parameters and
exits.

e Locations where the log information is recorded:

0

Recorded in specified log files.

1

Recorded in the syslog file.

2

Recorded in specified log files.

3

Empty file, that is, no log information is recorded.

e  Startup modes:

cm_server

normal

Startup in normal mode.
abnormal

Startup in abnormal mode.

cm_server is a component used for managing database instances and arbitrating
instances. It has the following functions:

e Receives the status of each database instance from cm_agent on each node.

e Allows you to query the overall status of the database instances.

e Monitors instance status changes and delivers arbitration commands.

Command description:

e Common options:

-V, --version
Prints the cm_server version information and exits.
-?, -h,--help

Displays help information about cm_server command parameters and
exits.

e Locations where the log information is recorded:

0

Recorded in specified log files.
1

Recorded in the syslog file.

2

Recorded in specified log files.
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- 3

Empty file, that is, no log information is recorded.

4.2 Introduction to the cm_ctl Tool

cm_ctl is a tool provided by openGauss to control database instance services. This
tool is called by O&M personnel for automatic database instance service
restoration. The cm_ctl tool provides the following functions:

Starts database instance services, all the instances in an AZ, all instances on a
single host, or a single instance process.

Stops database instance services, all instances in an AZ, all instances on a
single host, or instance processes on a single node.

Restarts the logical database instance service.

Queries the database instance status or the status of a single host.

Switches over the primary and standby instances or resets the instance status.
Rebuilds the standby node.

Views the database instance configuration file.

Sets the log level, the arbitration mode of cm_server when one primary and
multiple standby database instances are deployed, and the switchover mode
between AZs.

Obtains the log level, the arbitration mode of cm_server when one primary
and multiple standby database instances are deployed, and the switchover
mode between AZs.

Checks the status of an instance process.

Files related to the cm_ctl tool:

cluster_manual_start

This is a flag file for starting and stopping a database instance. This file is
stored in $GAUSSHOME/bin, where GAUSSHOME is an environment variable.
When the database instance is started, the cm_ctl tool deletes the file. When
the database instance is stopped, the cm_ctl tool generates the file and writes
the stop mode to the file.

instance_manual_start_X (Xindicates the instance ID.)

This is a flag file for starting and stopping a single instance. This file is stored
in $GAUSSHOME/bin, where GAUSSHOME is an environment variable. When
the instance is started, the cm_ctl tool deletes the file. When the instance is
stopped, the cm_ctl tool generates the file and writes the stop mode to the
file.

cm_ctl constraints:

In cluster mode, the cm_ctl tool instead of the gs_ctl tool is used to switch
the database role.

Command Description

The ecm_ctl tool can use the following types of parameters:

Parameters for option. For details, see Parameters for option.
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Common parameters. For details, sse Common parameters.
Parameters for start. For details, see Parameters for start.

Parameters for switchover. For details, see Parameters for switchover.
Parameters for build. For details, see Parameters for build.

Parameters for check. For details, see Parameters for check.
Parameters for stop. For details, see Parameters for stop.

Parameters for query. For details, see Parameters for query.
Parameters for view. For details, see Parameters for view.

Parameters for set. For details, see Parameters for set and Parameters for
set cm.

Parameters for get. For details, see Parameters for get.
Parameters for setrunmode. For details, see Parameters for setrunmode.
Parameters for changerole. For details, see Parameters for changerole.

Parameters for changemember. For details, see Parameters for
changemember.

Parameters for reload. For details, see Parameters for reload.
Parameters for list. For details, see Parameters for list.
Parameters for encrypt. For details, see Parameters for encrypt.
Parameters for ddb. For details, see Parameters for ddb.
Parameters for switch. For details, see Parameters for switch.

Table 4-1 Parameters for option

Parameter Description

start Starts the database instance service, all instances on a single

host, instance processes on a single node, or the entire AZ when
one primary database and multiple standby databases are
deployed.

switchover Switches over the primary and standby database instances when

one primary database and multiple standby databases are
deployed. In DCF mode, the -n NODEID and -D DATADIR
parameters are not supported.

finishredo Stops the playback on all standby nodes, and forcibly promotes

one of the shards to primary.

CAUTION
Setting this parameter is a high-risk operation. Exercise caution when
performing this operation.

build Rebuilds a standby instance.

check Checks the running status of an instance process. You are not

advised to use this parameter.

stop Stops the database instance service, all instances on a single

host, or the instance processes on a single node when one
primary database and multiple standby databases are deployed.
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Parameter Description

query Queries the database instance status or the status of a single
host when one primary database and multiple standby
databases are deployed.

view Views the database instance configuration file.

set Sets the log level, the arbitration mode of cm_server when one
primary database and multiple standby databases are deployed,
the switchover mode between AZs, and the promotion mode to
primary of cm_server.

set --param | Sets CM parameters. By default, parameters on all nodes are set.
You can also use the -n parameter to set parameters on a node.
For details about the parameters, see CM Parameters.

get Obtains the log level, the arbitration mode of cm_server when
one primary database and multiple standby databases are
deployed, and the switchover mode between AZs.

setrunmode | Sets the number of DCF votes in DCF deployment mode. This
parameter is used for forcible DCF startup.

changerole Changes the primary role to passive or follower in the DCF
mode.

changemem | Changes the attributes of a DCF node in DCF mode, including

ber the role, logical group, and election priority of the node.

reload Loads the static configuration file of a database instance online.
You are not advised to use this parameter.

reload -- Loads CM parameters that can take effect dynamically. Some

param parameters cannot be reloaded and can take effect only after
the CM is restarted.

list Lists all parameters of cm_agent or cm_server.

encrypt Encrypts an entered password. The password can contain 8 to 15
characters and must contain at least three types of the following
characters: digits, letters, and symbols.

ddb Runs the DCC command in DCC mode.

switch Switches to the DDB mode.

NOTE
Currently, openGauss can be switched only to the DCC mode.

Table 4-2 Common parameters

Parameter

Description

-D DATADIR

Specifies the instance data directory.
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Parameter

Description

-l FILENAME

Outputs the result to a specified file.

-n NODEID

Specifies a node.

-Z

AVAILABILITY_ZONE

Specifies an AZ name.

-t SECS

Specifies a timeout period.

-V, --version

Prints the cm_ctl version and exits.

-?, -h,--help

Displays help information about em_ctl command
parameters and exits.

Table 4-3 Parameters for switchover

Parameter

Description

-a

Restores nodes to their initial status.

NOTE
Switchover is performed for maintenance. Before a switchover, ensure
that the cluster is running properly, all services are stopped, and the
pgxc_get_senders_catchup_time() view shows no ongoing catchup
between the primary and standby nodes.

Switches all node instances from primary to standby.

Specifies that a switchover of the -f type is performed.
NOTE

e Switchover is performed for maintenance. Before a switchover,
ensure that the cluster is running properly, all services are
stopped, and the pgxc_get_senders_catchup_time() view shows
no ongoing catchup between the primary and standby nodes.

e Usage: cm_ctl switchover -n NODEID -D DATADIR -f.

Table 4-4 Parameters for build

Parameter

Description

f

Forcibly rebuilds a standby node

-b full

Performs a full build. If this parameter is not
specified, automatic build is performed for the
deployment mode of one primary database
instance and multiple standby database
instances. auto build: calls the incremental build
first and calls the full build after the incremental
build fails.
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Parameter Description

-C Rebuilds cm_server (by copying the DCC data
directory on the primary node to the specified
node. This method is applicable only to the
scenario where there are one primary node and
one standby node.)

Table 4-5 Parameters for check

Parameter Description

-B BINNAME Specifies the name of a process, which can be
cm_agent, gaussdb, or cm_server.

-T DATAPATH Specifies the instance data directory.

Table 4-6 Parameters for stop

Parameter Description

-m SHUTDOWN-MODE | Specifies the stop mode. The options are as follows:

e smart (s): The database instance exits after the
user service ends.

e fast (f): The database instance exits without
waiting for the user service to end.

¢ immediate (i): The database instance is forced to
exit without waiting for the user service to end.

Table 4-7 Parameters for query

Parameter Description

-s Displays instances that result in unbalanced primary and
standby instance quantity on each host.
NOTE

The -s parameter must be used together with -v and -C so that
instances that result in unbalanced primary and standby instance
quantity on each host can be displayed in pairs. When using -s, -C and -
v must be specified.

-C Displays the database instance status in pairs based on the

primary and standby relationship.

NOTE
The -C parameter must be used together with -v to display detailed
database instance status information in pairs based on the primary and
standby relationship. When using -C, -v must be specified.
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Parameter

Description

-V

Displays the detailed database instance status.

NOTE
A database instance can be in any of the following states:

e Normal: indicates that the database instance is available and the
data is backed up. All the processes are running and the primary and
standby relationship is normal.

e Degraded: The database instance is available, but data is not backed
up.

e Unavailable: The database instance is unavailable.

Displays the instance data directory.

NOTE
The -d parameter must be used together with the -v and -C parameters.

Displays the IP addresses of physical nodes.

NOTE
The -i parameter must be used together with the -v and -C parameters.

Displays the fenced UDF status of each node.

NOTE
The -F parameter must be used together with the -v and -C parameters
to display the fenced UDF status of each node. When the -F parameter is
used, the -C and -v parameters must be specified.

-z ALL

Displays the AZ name of a database instance.

NOTE
The -z parameter must be used together with -v and -C and be followed
by ALL.

Displays the redo status of the standby node.

NOTE
When using -r, you must specify the -v parameter.

Displays information about cluster backup and restoration.

Displays all abnormal database instances.

NOTE
The -x parameter must be used together with the -v and -C parameters.

Displays the status check result when a database instance is
started.
NOTE

The -S parameter must be used together with the -v and -C parameters

to display the database instance status check result. The states are as
follows:

¢ Normal: The database instance is available and the data is backed
up. All the processes are running and the primary and standby
relationship is normal.

e Degraded: The database instance is available, but data is not backed
up.

e Unavailable: The database instance is unavailable.
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Parameter

Description

--minorityAz
NOTE

Queries the CMS in a specified AZ.

This parameter ignores the CMS nodes in non-specified AZs and can
improve the query speed in few scenarios.

NOTE

-p Displays the ports of all database instance nodes.

The -p parameter must be used together with the -v and -C parameters.

Table 4-8 Parameters for set

Parameter

Description

--log_level=LOG_LEVEL

Sets the log level of the primary cm_server. Six log
levels are included: DEBUG5, DEBUG1, WARNING,
LOG, ERROR, and FATAL, in an ascending order in
terms of log print level. The higher the log level,
the less the log print information.

cm_arbitration_mode=ARB
ITRATION_MODE

Sets the arbitration mode of cm_server when one
primary and multiple standbys are deployed. There
are two modes: MAJORITY and MINORITY.
MAIJORITY indicates the majority mode, and
MINORITY indicates the minority mode.
openGauss does not support the MINORITY mode.
This parameter can be set to MINORITY but it
does not take effect.

cm_switchover_az_mode=
SWITCHOVER_AZ_MODE

Enables/Disables automatic switchover between
AZs when one primary and multiple standbys are
deployed. There are two modes: NON_AUTO and
AUTO. NON_AUTO indicates the non-automatic
switchover mode, and AUTO indicates the
automatic switchover mode. In AUTO mode, the
primary cm_server automatically controls the node
instance switchover between AZ1 and AZ2.

cmsPromoteMode=CMS_P
ROMOTE_MODE -1
INSTANCEID

Sets the promotion mode to primary of cm_server.
There are two modes: AUTO and PRIMARY _F.
AUTO indicates that the promotion mode to
primary is automatically selected. PRIMARY_F
indicates that the node specified by -l is forcibly
promoted to primary, regardless of whether there
is a primary node. Therefore, multiple primary
cm_server may exist.
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Table 4-9 Parameters for set cm

Parameter Description

--param Specifies the CM parameters to be set. If this parameter is
not specified, the CM parameters cannot be set.

--agent | --server | Specifies whether to set the cm_server or cm_agent
parameters. This parameter is mandatory.

-k Specifies the parameters and parameter values to be set.
parameter="value | Only existing parameters can be set. Parameters cannot be
" added or deleted.

Table 4-10 Parameters for get

Parameter Description

--log_level=LOG_LEVEL Obtains the log level of the primary cm_server. Six
log levels are included: DEBUG5, DEBUGT1,
WARNING, LOG, ERROR, and FATAL, in an
ascending order in terms of log print level. The
higher the log level, the less the log print
information.

-- Obtains the arbitration mode of cm_server when
cm_arbitration_mode=ARBI | one primary and multiple standbys are deployed.
TRATION_MODE There are two modes: MAJORITY and MINORITY.
MAIJORITY indicates the majority mode, and
MINORITY indicates the minority mode. The
MINORITY mode is applicable to the scenario
where one primary database and multiple
standby databases are deployed and only AZ3 is
alive. In this case, cm_server can perform
arbitration properly. In other modes, after the
arbitration mode is set to MINORITY, the CM
automatically changes the arbitration mode to
MAIJORITY to ensure the normal running of the
cluster. The MAJORITY mode is applicable to the
scenario where one primary database and
multiple standby databases are deployed and the
number of alive components (cm_server and
nodes) is greater than half of the total. In normal
cases, the database instance is in MAJORITY
mode by default.

CAUTION
openGauss does not support the MINORITY mode.
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Parameter

Description

--cm_switchover_az_mode
=SWITCHOVER_AZ_MODE

Obtains the automatic switchover mode between
AZs when one primary and multiple standbys are
deployed. There are two modes: NON_AUTO and
AUTO. NON_AUTO indicates the non-automatic
switchover mode, and AUTO indicates the
automatic switchover mode. In AUTO mode, the
primary cm_server automatically controls the
node instance switchover between AZ1 and AZ2.

Table 4-11 Parameters for view

Parameter

Description

-V

NOTE

Displays the static configuration details of all nodes in
the database instance.

Compared with the cm_ctl view command, cm-server and
node component IDs (for example, cmseverinstancelD and
datanodelnstancelD) are added to the output of -v.

Displays only the static configuration of the local node,
that is, information about the node where the cm_ctl
view command is executed. N indicates "native".

Table 4-12 Parameters for setrunmode

Parameter

Description

Value Range

--xmode

Specified the DCF
running mode.

e normal: normal mode.

e minority: minority mode. In this
mode, --votenum is used to specify
the number of votes.

--votenum

Specifies the number
of votes for a DCF
minority run.

The value is a positive integer and
cannot be greater than the total
number of DCF copies.

Table 4-13 Parameters for changerole

Parameter

Description

Value Range

--role

Changes the primary
role to passive or
follower in the DCF
mode.

e passive: passive role
o follower: follower role

Issue 01 (2022-03-31)

Copyright © Huawei Technologies Co., Ltd. 171




openGauss
Tool Reference

4 Unified Database Management Tool

Table 4-14 Parameters for changemember

Parameter Description Value Range

--role Changes the primary role to | e passive: passive role
passive or follower in the | o follower: follower role
DCF mode.

--group Changes the value of group | 0-2147483647
in DCF mode.

--priority Changes the value of 0-2147483647

priority in DCF mode.

Table 4-15 Parameters for start

Parameter

Description

cm_arbitration_mode=ARBITRATI
ON_MODE

Obtains the arbitration mode of cm_server
when one primary and multiple standbys
are deployed. There are two modes:
MAJORITY and MINORITY. MAJORITY
indicates the majority mode, and
MINORITY indicates the minority mode.
The MINORITY mode is applicable to the
scenario where one primary database and
multiple standby databases are deployed
and only AZ3 is alive. In this case,
cm_server can perform arbitration properly.
In other modes, after the arbitration mode
is set to MINORITY, the CM automatically
changes the arbitration mode to
MAIJORITY to ensure the normal running
of the cluster. The MAJORITY mode is
applicable to the scenario where one
primary database and multiple standby
databases are deployed and the number of
alive components (cm_server and nodes) is
greater than half of the total. In normal
cases, the database instance is in
MAIJORITY mode by default.

CAUTION

openGauss does not support the MINORITY
mode.

Table 4-16 Parameters for reload

Parameter Description

--param Specifies the CM parameters to be loaded. If this parameter is
not specified, the CM parameters cannot be loaded.
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Parameter Description

--agent | -- Specifies whether to dynamically load cm_server or cm_agent
server parameters.

Table 4-17 Parameters for list

Parameter Description

--param Specifies the CM parameters to be listed. This parameter is
mandatory.

--agent | -- Specifies the cm_server or cm_agent parameters to be listed.

server This parameter is mandatory.

Table 4-18 Parameters for encrypt

Parameter | Description

-M Specifies the encryption type. The value can be server or client.
The default value is server.

-D Specifies the path of the encrypted password file.

Table 4-19 Parameters for switch

Parameter Description

--ddb_type=[DDB] | Select the DDB mode to be switched to. (openGauss
supports only the DCC mode.)

--commit After the switchover, the database instance cannot be
promoted to primary. You need to run the commit
command to restore the database instance.

--rollback Rolls back the switchover that fails.

Table 4-20 Parameters for ddb

Parameter Description

--put [key] Inserts a key-value pair to DCC. If the key-value pair already
[value] exists, the value corresponding to the key is changed.

--get [key] Queries the value corresponding to the key in DCC.

--delete [key] Deletes a specified key-value pair from DCC.
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Parameter Description

--prefix You can add the prefix parameter after the get or delete
operation to implement fuzzy query and deletion.

--cluster_info Obtains the database instance information.

--leader_info Obtains information about the primary node.

--help, -h Displays the DCC command help information.

--version, -v Displays DCC version information.

Command Reference

Start an instance.
cm_ctl start [-z AVAILABILITY_ZONE [--cm_arbitration_mode=ARBITRATION_MODE]] | [-n NODEID [-
D DATADIR]] [-t SECS]

Perform a switchover between primary and standby databases.
cm_ctl switchover [-z AVAILABILITY_ZONE] | [-n NODEID -D DATADIR [-f]] | [-a] | [-A] [-t SECS]

Stop the playback on all standby nodes, and forcibly promote one of the

shards to primary.
cm_ctl finishredo

Rebuild the standby node.
cm_ctl build -n NODEID -D DATADIR [-t SECS] [-f] [-b full]

Check the running status of an instance process.
cm_ctl check -B BINNAME -T DATAPATH

Stop an instance.
cm_ctl stop [[-z AVAILABILITY_ZONE] | [-n NODEID [-D DATADIR [-R]]]] [-t SECS] [-m SHUTDOWN-
MODE]

Query the cluster status.
cm_ctl query [-z ALL] [-l FILENAME] [-v [-C [-s] [-S] [-d] [-i] [-F] [-x] [-p]] | [-r]] [-t SECS] [--
minorityAz=AZ_NAME]

View the cluster configuration file.
cm_ctl view [-v | -N | -n NODEID] [-l FILENAME]

Set parameters.
cm_ctl set [--log_level=LOG_LEVEL] [--cm_arbitration_mode=ARBITRATION_MODE] [--
cm_switchover_az_mode=SWITCHOVER_AZ_MODE]

Set CM parameters.
cm_ctl set --param --agent | --server [-n NODEID] -k "PARAMETER="value"

Obtain parameters.
cm_ctl get [--log_level] [--cm_arbitration_mode] [--cm_switchover_az_mode]

Set the number of DCF votes.

c¢m_ctl setrunmode -n NODEID -D DATADIR [[--xmode=normal] | [--xmode=minority --
votenum=NUM]]

Change the DCF role information.
c¢m_ctl changerole [--role=PASSIVE | --role=FOLLOWER] -n NODEID -D DATADIR [-t SECS]

Change the attributes of the DCF node.
cm_ctl changemember [--role=PASSIVE | --role=FOLLOWER] [--group=xx] [--priority=xx] -n NODEID -
D DATADIR [-t SECS]

Dynamically load CM parameters.
cm_ctl reload --param [--agent | --server]
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List all CM parameters.
cm_ctl list --param [--agent | --server]

Perform encryption.
cm_ctl encrypt [-M MODE] -D DATADIR

Run the DCC command.

cm_ctl ddb DCC_CMD

Set: cm_ctl ddb --put [key] [value]

Delete: cm_ctl ddb --delete [key]

View DCC command help information: cm_ctl ddb --help

Run the switch ddb command.
cm_ctl switch [--ddb_type=[DDB]] [--commit] [--rollback]

4.3 Security Design

Procedure for Manually Replacing Certificates

Create a self-signed certificate.

For details about how to create a self-signed certificate, see "Database
Security Management > Client Access Authentication > Managing SSL
Certificates > Generating Certificates in Developer Guide

To protect the private key password, use the cm encrypt tool. For details, see
Introduction to the cm_ctl Tool.

cm_ctl encrypt [-M MODE] -D DATADIR

a. Generate the server key factors server.key.cipher and server.key.rand.
cm_ctl encrypt -M server -D DATADIR
please enter the password: (The password must be the same as the protection password of the
server private key.)

b. Generate the client key factors client.key.cipher and client.key.rand.
cm_ctl encrypt -M client -D DATADIR
please enter the password: (The password must be the same as the protection password of the
client private key.)

Certificate Usage Guide

1.

To use the certificate, you need to set the cm_server parameter to on (The

default value is off).
cm_ctl set --param --server -k enable_ssl="on"

The certificate file must exist in $GAUSSHOME[share/sslcert/cm on all nodes.
After the certificate is replaced, restart the cluster for the certificate to take
effect.

Required certificate files include server.crt, server.key, client.crt, client.key,
cacert.pem, server.key.cipher, server.key.rand, client.key.cipher, and
client.key.rand.

The permission on the root certificate, key, certificate, and encrypted key file
should be 400. If the permission does not meet the requirements, SSL cannot
be used.

- chmod 400 cacert.pem

- chmod 400 server.crt

- chmod 400 server.key

- chmod 400 server.key.cipher
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- chmod 400 server.key.rand

- chmod 400 client.crt

- chmod 400 client.key

- chmod 400 client.key.cipher

- chmod 400 client.key.rand
3. The certificate validity period is checked every day, which can be set through
ssl_cert_expire_check_interval. An alarm is generated when the certificate is
about to expire in 90 days, which can be set through

ssl_cert_expire_alert_threshold. (For details about the parameter, see
ssl_cert_expire_alert_threshold.)

4.4 CM Parameters

You can view cm_agent parameters in the cm_agent.conf file in the cm_agent
data directory and cm_server parameters in the cm_server.conf file in the
cm_server data directory.

4.4.1 Parameters Related to cm_agent

log_dir

log_file_size

Parameter description: Specifies the directory where cm_agent logs are stored. It
can be specified as an absolute path, or a path relative to $GAUSSLOG. When you
set an absolute path using cm_ctl, the path must be included in quotation marks
(""), for example, cm_ctl set --param --agent -k log_dir=""/log/dir'".

Value range: a string with up to 1024 characters. Any modification of this
parameter takes effect only after cm_agent is restarted. For details about how to
modify the parameter, see Parameters for set cm.

Default value: log, indicating that the cm_agent logs are generated in the CM
directory in $GAUSSLOG.

Parameter description: Specifies the size of a log file. If the size of the cm_agent-
xx-current.log file exceeds the specified size, a new log file is created to record
log information.

Value range: an integer, in the range [0,2047]. The actual value range is [1,2047].
The unit is MB. Any modification of this parameter takes effect only after
cm_agent is restarted. For details about how to modify the parameter, see
Parameters for set cm.

Default value: 16 MB

log_min_messages

Parameter description: Specifies which message levels are written to the
cm_agent log. A higher level covers the messages of all the lower levels. The lower
the level is, the fewer messages will be written into the log.
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Value range: enumerated type. Valid values are debug5, debug1, warning, error,
log, and fatal (case-insensitive). Any modification of this parameter takes effect
only after cm_agent is restarted. For details about how to modify the parameter,
see Parameters for set cm.

Default value: warning

incremental_build

Parameter description: Specifies whether a standby node is incrementally built. If
this parameter is enabled, a standby node is incrementally rebuilt. Otherwise, a
standby node is fully rebuilt.

Value range: Boolean. Any modification of this parameter takes effect only after
cm_agent is restarted. For details about how to modify the parameter, see
Parameters for set cm.

e on, yes, true, or 1: A standby node is incrementally rebuilt.
e off, no, false, or 0: A standby node is fully rebuilt.

Default value: on

security_mode

Parameter description: Specifies whether nodes are started in secure mode. If this
parameter is enabled, nodes are started in secure mode. Otherwise, nodes are
started in non-secure mode.

Value range: Boolean. The modification of this parameter takes effect
dynamically. For details about how to modify the parameter, see Parameters for
set cm.

e on, yes, true, or 1: Nodes are started in secure mode.
e off, no, false, or 0: Nodes are started in non-secure mode.

Default value: off

upgrade_from

Parameter description: Specifies the internal version number of the database
before an in-place upgrade. Do not modify the value of this parameter.

Value range: a non-negative integer, in the range [0,4294967295]. Any
modification of this parameter takes effect only after cm_agent is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 0

alarm_component

Parameter description: Specifies the position of the alarm component that
handles alarms if the first mode is used. When you set an absolute path using
cm_ctl, the path must be included in quotation marks (""), for example, cm_ctl

set --param --agent -k alarm_component="'/alarm/dir'".
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Value range: a string with up to 1024 characters. Any modification of this
parameter takes effect only after cm_agent is restarted. For details about how to
modify the parameter, see Parameters for set cm.

Default value: /opt/huawei/snas/bin/snas_cm_cmd

alarm_report_interval

Parameter description: Specifies the interval at which an alarm is reported.

Value range: a non-negative integer, in the range [0,2147483647] (unit: second).
The modification of this parameter takes effect after reloading. For details about
how to modify the parameter, see Parameters for set cm.

Default value: 1

agent_heartbeat_timeout

Parameter description: Specifies the time to wait before the cm_server heartbeat
times out.

Value range: an integer, in the range [2,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_agent is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 5

agent_connect_timeout

Parameter description: Specifies the time to wait before the attempt of cm_agent
to connect to cm_server times out.

Value range: an integer, in the range [0,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_agent is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 1

agent_connect_retries

Parameter description: Specifies the number of times cm_agent tries to connect
to cm_server.

Value range: an integer, in the range [0,2147483647]. Any modification of this
parameter takes effect only after cm_agent is restarted. For details about how to
modify the parameter, see Parameters for set cm.

Default value: 15

agent_kill_instance_timeout

Parameter description: Specifies the interval from the time when cm_agent fails
to connect to the primary cm_server to the time when cm_agent kills all instances
on the node.
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Value range: an integer, in the range [0,2147483647]. Any modification of this
parameter takes effect only after cm_agent is restarted. For details about how to
modify the parameter, see Parameters for set cm.

Default value: 0, indicating that the operation of killing all instances on the node
is not initiated.

agent_report_interval

Parameter description: Specifies the interval at which cm_agent reports the
instance status.

Value range: an integer, in the range [0,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_agent is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 1

alarm_re port_max_count

Parameter description: Specifies the maximum number of times an alarm is
reported.

Value range: a non-negative integer, in the range [1,2592000]. The modification
of this parameter takes effect after reloading. For details about how to modify the
parameter, see Parameters for set cm.

Default value: 1

agent_check_interval

Parameter description: Specifies the interval at which cm_agent queries the
status of instances.

Value range: an integer, in the range [0,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_agent is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 2

enable_log_compress

Parameter description: Specifies whether to enable log compression.

Value range: Boolean. Any modification of this parameter takes effect only after
cm_agent is restarted. For details about how to modify the parameter, see
Parameters for set cm.

e on,yes, true, or 1: Log compression is allowed.
e off, no, false, or 0:Log compression is not allowed.

Default value: on

process_cpu_affinity

Parameter description: Specifies whether to bind a primary node process to a
CPU core before starting the process. If this parameter is set to 0, core binding is
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not performed. If it is set to another value, core binding is performed, and the
number of physical CPU cores is 2". Restart the database and cm_agent for any
modification of this parameter to take effect. Only ARM is supported. For details
about how to modify the parameter, see Parameters for set cm.

Value range: an integer, in the range [0,2].

Default value: 0

enable_xc_maintenance_mode

Parameter description: Specifies whether the pgxc_node system catalog can be
modified when the database is in read-only mode.

Value range: Boolean. The modification of this parameter takes effect after
reloading. For details about how to modify the parameter, see Parameters for set
cm.

e on, yes, true, or 1: The function of modifying the pgxc_node system catalog
is enabled.

e off, no, false, or 0: The function of modifying the pgxc_node system catalog
is disabled.

Default value: on

log_threshold_check_interval

log_max_size

Parameter description: Specifies the interval for compressing and clearing CM
logs. The logs are compressed and cleared every 1800 seconds.

Application scope: $GAUSSLOG/cm/cm_ctl, $GAUSSLOG/cm/cm_server, files in
the $GAUSSLOG/cm/om_monitor directory and log files prefixed with cm_agent-,
system_call-, and system_alarm- in the $GAUSSLOG/cm/cm_agent directory

Value range: an integer, in the range [0,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_agent is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 1800

Parameter description: Specifies the maximum size of CM logs. When the total
size of CM logs exceeds (value of log_max_size x 95/100) MB, historical
compressed logs are deleted in sequence based on the log generation time until
the total size is less than (value of log_max_size x 95/100) MB.

Application scope: $GAUSSLOG/cm/cm_ctl, $GAUSSLOG/cm/cm_server, files in
the $GAUSSLOG/cm/om_monitor directory and log files prefixed with cm_agent-,
system_call-, and system_alarm- in the $GAUSSLOG/cm/cm_agent directory

Value range: an integer, in the range [0,2147483647] (unit: MB). Any
modification of this parameter takes effect only after cm_agent is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 10240
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log_max_count

Parameter description: Specifies the maximum number of CM log files that can
be stored. When the total number of CM log files exceeds the value of this
parameter, compressed logs that have been stored for days longer than those
specified by log_saved_days are deleted based on the name of the compressed
log file.

Application scope: $GAUSSLOG/cm/cm_ctl, $GAUSSLOG/cm/cm_server, files in
the $GAUSSLOG/cm/om_monitor directory and log files prefixed with cm_agent-,
system_call-, and system_alarm- in the $GAUSSLOG/cm/cm_agent directory

Value range: an integer, in the range [0,10000]. Any modification of this
parameter takes effect only after cm_agent is restarted. For details about how to
modify the parameter, see Parameters for set cm.

Default value: 10000

log_saved_days

Parameter description: Specifies the number of days for storing compressed CM
log files. If the number of compressed CM log files exceeds the value of this
parameter and the total number of CM log files exceeds the value of
log_max_count, the compressed log files are deleted.

Application scope: $GAUSSLOG/cm/cm_ctl, $GAUSSLOG/cm/cm_server, files in
the $GAUSSLOG/cm/om_monitor directory and log files prefixed with em_agent-,
system_call-, and system_alarm- in the $GAUSSLOG/cm/cm_agent directory

Value range: an integer, in the range [0,1000]. (unit: day). Any modification of
this parameter takes effect only after cm_agent is restarted. For details about how
to modify the parameter, see Parameters for set cm.

Default value: 90

agent_phony_dead_check_interval

Parameter description: Specifies the interval at which cm_agent checks whether
a process is suspended.

Value range: an integer, in the range [0,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_agent is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 10

unix_socket_directory

Parameter description: Specifies the directory location of the Unix socket. When
you set an absolute path using em_ctl, the path must be included in quotation
marks (""), for example, cm_ctl set --param --agent -k
unix_socket_directory=""'/unix/dir"".

Value range: a string with up to 1024 characters. Any modification of this
parameter takes effect only after cm_agent is restarted. For details about how to
modify the parameter, see Parameters for set cm.
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Default value: "

dilatation_shard_count_for_disk_capacity_alarm

Parameter description: Specifies the number of shards to be added in the scale-
out scenario. This parameter is used to calculate the threshold for reporting a disk
capacity alarm.

Value range: an integer, in the range [0,2147483647]. If this parameter is set to 0,
the disk scale-out alarm is not reported. If this parameter is set to a value greater
than 0, the disk scale-out alarm is reported and the threshold is calculated based
on the number of shards specified by this parameter. Any modification of this
parameter takes effect only after cm_agent is restarted. For details about how to
modify the parameter, see Parameters for set cm.

Default value: 1

enable_dcf
Parameter description: Specifies the status of the DCF mode.

Value range: Boolean. Any modification of this parameter takes effect only after
cm_agent is restarted. For details about how to modify the parameter, see
Parameters for set cm.

e on, yes, true, or 1: The DCF function is enabled.
e off, no, false, or 0:The DCF function is disabled.

Default value: off

disaster_recovery_type

Parameter description: Specifies the type of the DR relationship between primary
and standby databases.

Value range: an integer, in the range [0,2]. Any modification of this parameter
takes effect only after cm_agent is restarted. For details about how to modify the
parameter, see Parameters for set cm.

e 0 indicates that no DR relationship is established.
e 1 indicates that the OBS DR relationship is established.
e 2 indicates that the streaming DR relationship is established.

Default value: 0

agent_backup_open

Parameter description: Specifies whether to enable the DR mode. After the DR
mode is enabled, the CM runs in DR mode.

Value range: an integer, in the range [0,2]. Any modification of this parameter
takes effect only after cm_agent is restarted. For details about how to modify the
parameter, see Parameters for set cm.

e 0 indicates that no DR relationship is established.
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e 1 indicates that the OBS DR relationship is established (not supported later
versions).

e 2 indicates that the streaming DR relationship is established.

Default value: 0

4.4.2 Parameters Related to cm_server

log_dir

log_file_size

Parameter description: Specifies the directory where cm_server logs are stored. It
can be specified as an absolute path, or a path relative to $GAUSSLOG. When you
set an absolute path using cm_ctl, the path must be included in quotation marks
(""), for example, em_ctl set --param --server -k log_dir=""/log/dir'".

Value range: a string with up to 1024 characters. Any modification of this
parameter takes effect only after cm_server is restarted. For details about how to
modify the parameter, see Parameters for set cm.

Default value: log, indicating that the cm_server logs are generated in the CM
directory in $GAUSSLOG.

Parameter description: Specifies the size of a log file. If the size of the
cm_server-xx-current.log file exceeds the specified size, a new log file is created
to record log information.

Value range: an integer, in the range [0,2047]. The actual value range is [1,2047].
The unit is MB. Any modification of this parameter takes effect only after
cm_server is restarted. For details about how to modify the parameter, see
Parameters for set cm.

Default value: 16 MB

log_min_messages

thread_count

Parameter description: Specifies the message levels to be written to the
cm_server log. A higher level covers the messages of all the lower levels. The
lower the level is, the fewer messages will be written into the log.

Value range: enumerated type. Valid values are debug5, debug1, log, warning,
error, and fatal (case-insensitive). Any modification of this parameter takes effect
only after cm_server is restarted. For details about how to modify the parameter,
see Parameters for set cm.

Default value: warning

Parameter description: Specifies the number of threads in the cm_server thread
pool.

Value range: an integer, in the range [2,1000]. Any modification of this parameter
takes effect only after cm_server is restarted. For details about how to modify the
parameter, see Parameters for set cm.
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Default value: 1000

instance_heartbeat_timeout

Parameter description: Specifies the time to wait before the instance heartbeat
times out.

Value range: an integer, in the range [1,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_server is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 6

instance_failover_delay_timeout

Parameter description: Specifies the delay in cm_server failover after the primary
cm_server breakdown is detected.

Value range: an integer, in the range [0,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_server is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 0

cmserver_ha_connect_timeout

Parameter description: Specifies the time to wait before the connection between
the primary cm_server and standby cm_server times out.

Value range: an integer, in the range [0,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_server is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 2

cmserver_ha_heartbeat_timeout

Parameter description: Specifies the time to wait before the heartbeat between
the primary cm_server and standby cm_server times out.

Value range: an integer, in the range [1,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_server is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 6

cmserver_ha_status_interval

Parameter description: Specifies the interval between synchronizations of primary
cm_server and standby cm_server status.

Value range: an integer, in the range [1,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_server is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 1
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cmserver_self vote_timeout

Parameter description: Specifies the timeout interval for cm_server to vote for
each other. This parameter is a legacy parameter and does not take effect.

Value range: an integer, in the range [0,2147483647] (unit: second). The
modification of this parameter takes effect after reloading. For details about how
to modify the parameter, see Parameters for set cm.

Default value: 6

phony dead_effective_time

Parameter description: Specifies the maximum number of times a database node
is detected as a zombie. If the number of times the node is detected as a zombie
is greater than the specified value, a process on the node is considered to be a
zombie and will be restarted.

Value range: an integer, in the range [1,2147483647]. Any modification of this
parameter takes effect only after cm_server is restarted. For details about how to
modify the parameter, see Parameters for set cm.

Default value: 5

cm_server_arbitrate_delay_base_time_out

Parameter description: Specifies the basic delay duration for cm_server
arbitration. If the primary cm_server is disconnected, the arbitration starts to be
timed. If the disconnection duration exceeds the arbitration delay duration, a new
primary cm_server will be selected. The arbitration delay duration is determined
by the basic delay duration, the node index (server ID), and the incremental delay
duration. The formula is as follows: Arbitration delay duration = Basic delay
duration + Node index x Incremental delay duration

Value range: an integer, in the range [0,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_server is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 10

cm_server_arbitrate_delay_incrememtal_time_out

Parameter description: Specifies the incremental delay duration for cm_server
arbitration. If the primary cm_server is disconnected, the arbitration starts to be
timed. If the disconnection duration exceeds the arbitration delay duration, a new
primary cm_server will be selected. The arbitration delay duration is determined
by the basic delay duration, the node index (server ID), and the incremental delay
duration. The formula is as follows: Arbitration delay duration = Basic delay
duration + Node index x Incremental delay duration

Value range: an integer, in the range [0,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_server is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 3
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alarm_component

Parameter description: Specifies the position of the alarm component that
handles alarms if the first mode is used. For details about how to modify the
parameter, see Parameters for set cm. When you set an absolute path using
cm_ctl, the path must be included in quotation marks (""), for example, cm_ctl
set --param --server -k alarm_component=""/alarm/dir'".

Value range: a string with up to 1024 characters. Any modification of this
parameter takes effect only after cm_server is restarted.

Default value: /opt/huawei/snas/bin/snas_cm_cmd

alarm_report_interval
Parameter description: Specifies the interval at which an alarm is reported.

Value range: a non-negative integer, in the range [0,2147483647] (unit: second).
The modification of this parameter takes effect after reloading. For details about
how to modify the parameter, see Parameters for set cm.

Default value: 3

alarm_re port_max_count

Parameter description: Specifies the maximum number of times an alarm is
reported.

Value range: a non-negative integer, in the range [1,2592000]. The modification
of this parameter takes effect after reloading. For details about how to modify the
parameter, see Parameters for set cm.

Default value: 1

instance_keep_heartbeat_timeout

Parameter description: cm_agent periodically checks the instance status and
reports the status to cm_server. If the instance status cannot be detected for a
long time and the accumulated number of times exceeds the value of this
parameter, cm_server delivers a command to cm_agent to restart the instance.

Value range: an integer, in the range [0,2147483647] (unit: second). The
modification of this parameter takes effect after reloading. For details about how
to modify the parameter, see Parameters for set cm.

Default value: 40

az_switchover_threshold

Parameter description: If the failure rate of a node shard in an AZ (Number of
faulty node shards/Total number of node shards x 100%) exceeds the specified
value, automatic AZ switchover is triggered.

Value range: an integer, in the range [1,100]. The modification of this parameter
takes effect after reloading. For details about how to modify the parameter, see
Parameters for set cm.
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Default value: 100

az_check_and_arbitrate_interval

Parameter description: Specifies the interval for checking the AZ status. If the
status of an AZ is abnormal, automatic AZ switchover is triggered.

Value range: an integer, in the range [1,2147483647] (unit: second). The
modification of this parameter takes effect after reloading. For details about how
to modify the parameter, see Parameters for set cm.

Default value: 2

az_connect_check _interval

Parameter description: Specifies the interval at which the network connection
between AZs is checked.

Value range: an integer, in the range [1,2147483647] (unit: second). The
modification of this parameter takes effect after reloading. For details about how
to modify the parameter, see Parameters for set cm.

Default value: 60

az_connect_check_delay_time

Parameter description: Specifies the delay between two retries to check the
network connection between AZs.

Value range: an integer, in the range [1,2147483647] (unit: second). The
modification of this parameter takes effect after reloading. For details about how
to modify the parameter, see Parameters for set cm.

Default value: 150

cmserver_demote_delay_on_etcd_fault

Parameter description: Specifies the interval at which cm_server is demoted to
standby due to unhealthy ETCD.

Value range: an integer, in the range [1,2147483647] (unit: second). The
modification of this parameter takes effect after reloading. For details about how
to modify the parameter, see Parameters for set cm.

Default value: 8

instance_phony_dead_restart_interval

Parameter description: Specifies the interval at which cm_agent restarts and kills
a zombie database instance. The interval between two consecutive kill operations
cannot be less than the value of this parameter. Otherwise, cm_agent does not
deliver commands.

Value range: an integer, in the range [1800,2147483647] (unit: second). The
modification of this parameter takes effect after reloading. For details about how
to modify the parameter, see Parameters for set cm.
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Default value: 21600

enable_transaction_read_only
Parameter description: Specifies whether a database is in read-only mode.

Value range: Boolean values on, off, true, false, yes, no, 1, and 0 The
modification of this parameter takes effect after reloading. For details about how
to modify the parameter, see Parameters for set cm.

Default value: on

datastorage_threshold_check_interval

Parameter description: Specifies the interval for checking the disk usage. This
interval is specified by the user.

Value range: an integer, in the range [1,2592000] (unit: second). The modification
of this parameter takes effect after reloading. For details about how to modify the
parameter, see Parameters for set cm.

Default value: 10

datastorage_threshold_value_check

Parameter description: Specifies the usage threshold of a read-only disk in a
database. When the disk usage of the data directory exceeds the specified value,
the database is automatically set to read-only mode.

Value range: an integer, in the range [1,99]. The modification of this parameter
takes effect after reloading. For details about how to modify the parameter, see
Parameters for set cm.

Default value: 85

max_datastorage_threshold_check

Parameter description: Specifies the maximum interval for checking the disk
usage. After you modify the enable_transaction_read_only parameter, the system
automatically checks whether the disk usage reaches the threshold at the specified
interval.

Value range: an integer, in the range [1,2592000] (unit: second). The modification
of this parameter takes effect after reloading. For details about how to modify the
parameter, see Parameters for set cm.

Default value: 43200

enable_az_auto_switchover

Parameter description: Specifies whether to enable automatic AZ switchover. If
this parameter is set to 1, cm_server automatically switches over services among
AZs. Otherwise, when a node is faulty, services will not be automatically switched
to another AZ even if the current AZ is unavailable. You can run the switchover
command to manually switch services to another AZ.
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Value range: a non-negative integer. The value 0 indicates that automatic AZ
switchover is disabled, and the value 1 indicates that automatic AZ switchover is
enabled. The modification of this parameter takes effect after reloading. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 1

cm_krb_server_keyfile

switch_rto

Parameter description: Specifies the location of the key file on the Kerberos
server. The value must be an absolute path. The file is usually stored in the $
{GAUSSHOME}/kerberos directory and the file extension is keytab. The file name
is the same as the name of the user who runs the cluster. This parameter is used
together with cm_auth_method. If the value of the cm_auth_method parameter
is changed to gss, cm_krb_server_keyfile must also be set to the corresponding
path correctly. Otherwise, the cluster status will be affected. When you set an
absolute path using cm_ctl, the path must be included in quotation marks ("),

for example, cm_ctl set --param --server -k cm_krb_server_keyfile=""/krb/dir'".

Value range: a string. Any modification of this parameter takes effect only after
cm_server is restarted. For details about how to modify the parameter, see
Parameters for set cm.

Default value: ${GAUSSHOME}/kerberos/{Usernamelkeytab. The default value
does not take effect and is used only for reference.

Parameter description: Specifies the delay for the forcible startup of cm_server.
When force_promote is set to 1 and a shard in the cluster does not have primary
cm_server, the system starts timing. After the delay, the forcible startup logic starts
to be executed.

Value range: an integer, in the range [60,2147483647] (unit: second). Any
modification of this parameter takes effect only after cm_server is restarted. For
details about how to modify the parameter, see Parameters for set cm.

Default value: 600

force_promote

Parameter description: Specifies whether cm_server enables the forcible startup
logic (that is, when the cluster status is unknown, ensure that the basic functions
of the cluster are available at the cost of data loss). The value 0 indicates that
forcible startup is disabled, and the value 1 indicates that forcible startup is
enabled.

Value range: an integer, 0 or 1. Any modification of this parameter takes effect
only after cm_server is restarted. For details about how to modify the parameter,
see Parameters for set cm.

Default value: 0
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backup_open

Parameter description: Specifies whether to enable the DR cluster. After the DR
cluster is enabled, the CM runs in DR cluster mode.

Value range: an integer, 0 or 1. Any modification of this parameter takes effect

only after cm_server is restarted. This parameter cannot be enabled for non-DR

clusters. For details about how to modify the parameter, see Parameters for set
cm.

e 0: The DR cluster is disabled.

e 1: The DR cluster is enabled.

Default value: 0

enable_dcf
Parameter description: Specifies the status of the DCF mode.
Value range: Boolean. Any modification of this parameter takes effect only after
cm_server is restarted. For details about how to modify the parameter, see
Parameters for set cm.
e on, yes, true, or 1: The DCF function is enabled.
e off, no, false, or 0: The DCF function is disabled.
Default value: off

ddb_type
Parameter description: Specifies whether to switch between ETCD and DCC
modes.
Value range: an integer. 0: specifies the ETCD mode; 1: specifies the DCC mode.
Any modification of this parameter takes effect only after cm_server is restarted.
For details about how to modify the parameter, see Parameters for set cm.
Default value: 1
(10 NOTE

(openGauss supports only the DCC mode.)
enable_ssl

Parameter description: Specifies whether to enable SSL.

Value range: Boolean. After this function is enabled, the SSL certificate is used to
encrypt communication. Any modification of this parameter takes effect only after
cm_server is restarted. For details about how to modify the parameter, see
Parameters for set cm.

Default value:

e on,yes, true, or 1: SSL is enabled.
e off, no, false, or 0: SSL is disabled.
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e Default value: off

NOTICE

To ensure security, you are not advised to disable it. After this function is
disabled, the CM does not use encrypted communication and all information
is transmitted in plaintext, which may bring security risks such as
eavesdropping, tampering, and spoofing.

ssl_cert_expire_alert_threshold
Parameter description: Specifies the SSL certificate expiration alarm time.

Value range: an integer, in the range [7,180] (unit: day). If the certificate
expiration time is less than the value of this parameter, an alarm indicating that
the certificate is about to expire is reported. The modification of this parameter
takes effect after reloading. For details about how to modify the parameter, see
Parameters for set cm.

Default value: 90

ssl_cert_expire_check_interval

Parameter description: Specifies the period for checking whether the SSL
certificate expires.

Value range: an integer, in the range [0,2147483647] (unit: second). The
modification of this parameter takes effect after reloading. For details about how
to modify the parameter, see Parameters for set cm.

Default value: 86400

ddb_log_level

Parameter description: Sets the DDB log level.

To disable the log function, set this parameter to NONE, which cannot be used
together with the following log levels:

To enable the log function, set this parameter to one or a combination of the
following log levels: RUN_ERR|RUN_WAR|RUN_INF|DEBUG_ERR|DEBUG_WAR|
DEBUG_INF|TRACE|PROFILE|OPER. If two or more log levels are used together,
separate them with vertical bars (]). The log level cannot be set to an empty
string.

Value range: a string containing one or a combination of the following log levels:
RUN_ERR|RUN_WAR|RUN_INF|DEBUG_ERR|DEBUG_WAR|DEBUG_INF|TRACE|
PROFILE|OPER. The modification of this parameter takes effect after reloading.
For details about how to modify the parameter, see Parameters for set cm.

Default value: RUN_ERR|RUN_WAR|DEBUG_ERR|OPER|RUN_INF|PROFILE
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ddb_log_backup_file_count

Parameter description: Specifies the maximum number of log files that can be
saved.

Value range: an integer, in the range [1,100]. The modification of this parameter
takes effect after reloading. For details about how to modify the parameter, see
Parameters for set cm.

Default value: 10

ddb_max_log_file_size
Parameter description: Specifies the maximum number of bytes in a log.

Value range: a string with up to 1024 characters, in the range [1 MB,1000 MB].
The modification of this parameter takes effect after reloading. For details about
how to modify the parameter, see Parameters for set cm.

Default value: 10M

ddb_log_suppress_enable
Parameter description: Specifies whether to enable the log suppression function.

Value range: an integer. 0: disabled; 1: enabled. The modification of this
parameter takes effect after reloading. For details about how to modify the
parameter, see Parameters for set cm.

Default value: 1

ddb_election_timeout
Parameter description: Specifies the DCC election timeout period.

Value range: an integer, in the range [1,600] (unit: second). The modification of
this parameter takes effect after reloading. For details about how to modify the
parameter, see Parameters for set cm.

Default value: 3

coordinator_heartbeat_timeout

Parameter description: Specifies the heartbeat timeout that triggers the
automatical removal of faulty nodes. The setting of this parameter takes effect
immediately, and you do not need to restart cm_server. If this parameter is set to
0, faulty nodes are not automatically removed.

Value range: an integer. The unit is second. For details about how to modify the
parameter, see Parameters for set cm.

Default value: 25

cluster_starting_aribt_delay

Parameter description: Specifies the time that cm_server waits for a static
primary-to-primary switchover during cluster startup.
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Value range: an integer. The unit is second. Any modification of this parameter
takes effect only after cm_server is restarted. For details about how to modify the
parameter, see Parameters for set cm.

Default value: 180

enable _e2e rto

Parameter description: Specifies whether to enable the E2E RTO function. After
this function is enabled, the zombie detection period and network detection
timeout time are shortened. The CM can reach the E2E RTO value (RTO for a
single instance: < 10s; RTO for overlay faults: < 30s).

Value range: an integer, 0 or 1. 1: The function is enabled; 0: The function is
disabled. For details about how to modify the parameter, see Parameters for set
cm.

Default value: 0
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Tools Used in the Internal System

This chapter describes tools used in the openGauss process or invoked among
modules. These tools are used only for internal invoking and their accuracy in
other scenarios has not been verified. Therefore, you are not advised to execute
tasks by directly using these tools to avoid impact on the system.

5.1 gaussdb

5.2 gs_backup

5.3 gs_basebackup

5.4 gs_ctl

5.5 gs_expansion

5.6 gs_initdb

5.7 gs_install

5.8 gs_postuninstall

5.9 gs_preinstall

5.10 gs_dropnode

5.11 gs_sshexkey

5.12 gs_tar

5.13 gs_uninstall

5.14 gs_upgradectl

5.15 gstrace

5.16 kdb5_util
5.17 kadmin.local
5.18 kinit

5.19 Klist

5.20 krb5kdc

5.21 kdestroy
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5.22 pg_config

5.23 pg_controldata
5.24 pg_recvlogical
5.25 pg_resetxlog

5.26 gs_probackup
5.27 pg_archivecleanup
5.28 pssh

5.29 pscp

5.30 transfer.py

5.1 gaussdb

Background

Syntax

Description

gaussdb is a major process of openGauss and also an executable command. A
database process can be started using gaussdb.

gaussdb [OPTION]...

To access the database, the client application connects (over a local network or
the Internet) to a running gaussdb process. Then the process starts an
independent thread to handle the connection.

NOTICE

When starting the database using gaussdb, you also need to open another
window to connect to the database or use & to enable the application to run in
the background.

A gaussdb process manages all data in a database. A system can operate multiple
gaussdb processes using different data directories and port numbers. When
gaussdb is started, the data directory must be specified using the -D option.
Typically, -D points directly to the database directory created by gs_initdb.

By default, gaussdb starts in the foreground and prints log messages to the
standard error stream. In practical applications, gaussdb should be automatically
started as a background process at boot time in most cases.

gaussdb can be operated in single user mode. This mode is generally used during

gs_initdb initialization or disaster recovery debugging. However, running a single-
user server is not truly suitable for debugging the server, because no realistic inter-
process communication and locking happens. When the gaussdb command is
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called in single-user mode from the shell, you can enter queries, and the results
will be printed to the screen, but in a form that is more useful for developers
rather than common users. In single user mode, the session user ID is set to 1 and
given the administrator rights. The user does not need to be existent. Therefore,
servers in single user mode can be used to manually recover damaged system

catalogs.

Options

gaussdb supports command-line parameters listed in Table 5-1.

Table 5-1 Parameter description

Parameter Description Value Range
-B NBUFFERS Sets the number of shared buffers | -
to be used by the server processes.
-b BINARY Specifies binary upgrade. -
UPGRADES

-c NAME=VALUE

Assigns a value to a running
parameter. -c can appear multiple
times to set multiple parameters.

-C NAME Prints the value of a named run- The value can be the
time parameter and then exits. It | value of any
can be used on a running server, parameter in the
and returns values from postgresql.conf file.
postgresql.conf.

-d 1-5 Sets the debug level. The value Value range: 1 to 5
ranges from 1 to 5 indicates NOTE
debug level information recorded. If the value is less than
The higher this value is set, the or equal to 0, only
more debugging output is written notice-level information
to the server logs. SR

-D DATADIR Specifies the data directory or User-defined value.
location of configuration files.

-e Sets the default date style to -
European, that is DMY ordering of
input date fields. It also prints the
day before the month in certain
date output formats.

-F Disables fsync calls for improved -

performance, at the risk of data
corruption in the event of a
system crash. Specifies that this
option is equivalent to disabling
the fsync parameter.
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Parameter

Description

Value Range

-h HOSTNAME

Specifies the host name or IP
address on which gaussdb listens
to TCP/IP connections from client
applications.

Existing host name or
IP address at the
front-end.

Allows remote clients to
communicate with the server
through TCP/IP (Internet domain
socket) connections.

-k DIRECTORY

Specifies the directory of the Unix
domain socket on which gaussdb
listens on connections from client
applications.

The default value is
normally /tmp, but it
can be changed
during compilation.

Allows remote clients to connect
to the server via secure socket
layer (SSL).

-N MAX-
CONNECT

Sets the maximum number of
client connections that this server
will accept. By default, the value
of this parameter is automatically
specified by gs_initdb. Specifying
this option is equivalent to setting
the max_connections
configuration parameter.

Value range: a
positive integer.

-M SERVERMODE

Specifies the startup mode.

Values:

e primary: The
server starts in
primary mode.

e standby: The
server starts in
standby mode.

e cascade_standby:
The local server
starts as a
cascaded standby
server.

e pending: The
server is in pending
mode to be
promoted to a
primary server or a
standby server.

-0 OPTIONS

Sends OPTIONS to all server
processes. The syntax is kept, but
it does not support any function.

Issue 01 (2022-03-31)

Copyright © Huawei Technologies Co., Ltd.

197



openGauss
Tool Reference

5 Tools Used in the Internal System

Parameter

Description

Value Range

-p PORT

Specifies the TCP/IP port or local
Unix domain socket file name
extension on which gaussdb is to
listen for connections from client
applications. The default port
number is 15400.

A positive integer
within the port range
supported by the OS.

Prints time information and other
statistics at the end of each
command.

-S WORK-MEM

Specifies the size of memory to be
used by internal sorts and hashes

before resorting to temporary disk
files.

The unit is KB.

--single_node

Start a single-node database.

-V, --version

Prints the gaussdb version and
exits.

--NAME=VALUE

Assigns a value to a running
parameter.

--describe-config

Describes configuration
parameters and then exits.

-?, —-help

Displays help about the gaussdb
command line arguments and
then exits.

Parameters described in Table 5-2 are used for debugging purposes, and in some
cases for assisting in recovering severely damaged databases. Do not use these
parameters for debugging if databases are providing services for applications.

Table 5-2 Developer options

Param | Description Value Range
eter

-f sliln| | Forbids the use of particular scan and join Value range:
mlh methods.

e s:stop sequence
e i: index scanning

n: nested loop is
disabled.

m: merge join

h: hash join
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Param
eter

Description

Value Range

Debugs problems that cause a server process
breakdown. The ordinary strategy in this
situation is to instruct all other server processes
to terminate and then reinitialize the shared
memory and semaphores. This option specifies
that gaussdb will not reinitialize shared
memory.

Ignores system indexes when reading system
tables, but still updates the indexes when
modifying the tables.

Allows system catalog structure modifications.

CAUTION
If this option is selected, system catalogs may be
damaged, or even the database cannot be started.

-t pal
pllex

Prints timing statistics for each query relating to
each of the major system modules.

Debugs problems that cause a server process
breakdown. This option specifies that gaussdb
stops all other server processes by sending the
SIGSTOP signal, but does not allow them to
exit. This permits system programmers to
manually collect core dumps from all server
processes.

-W
NUM

Specifies the number of seconds to wait before
a new server process is started.

Unit: second

localxid

Uses the local transaction ID instead of the
global transaction ID.
NOTICE

This option is used only for gs_initdb. Using this
option may cause database inconsistency.

Existing local
transaction ID.

Options listed in Table 5-3 apply only to the single user mode.

Table 5-3 Options for the single-user mode

Param
eter

Description

Value Range

--single

Selects the single user mode. This must be the
first option on the command line.

DBNA
ME

Specifies the name of the database to be
accessed. This must be the last option on the
command line.

Character string.
The default value is
the username.
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Param | Description Value Range
eter
-d 0-5 | Re-specifies the debug level. 0-5
-E Echoes all commands. -
-j Disables use of newline as a statement -
delimiter.
-r Saves all server standard output and standard -
FILENA | errors to filename.
ME

Table 5-4 Automatic startup mode options

database initialization. This parameter starts
various threads to execute different logics.
Generally, this parameter is not used because
the automatic startup mode is seldom used.

Param | Description Value Range

eter

--boot | Enables the automatic startup mode. This must | -
be the first option on the command line. This
parameter initializes parameter variables and
related configurations. It is usually used in the
database installation process and is
unperceivable.

-r Saves all server standard output and standard -

FILENA | errors to filename.

ME

-X Specifies a new server thread type. The -

NUM automatic startup mode can be used during

Table 5-5 Upgrade mode options

Param | Description Value Range
eter

-u Specifies the database kernel version before the | -

NUM upgrade.

In addition to the preceding parameters, all parameters in postgres.conf can be
transferred to gaussdb using --guc_name=guc_value when gaussdb is started.
For example: --enable_fast_query_shipping=off.
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Environment Variables

e PGLINETENCODING: default character encoding used by clients. Clients can
overwrite it individually. This value can also be set in the configuration file.

e PGDATESTYLE: default value of the run-time DateStyle parameter. The use
of this environment variable is deprecated.

e TZ: server time zone.

Error Handling

A failure message mentioning semget or shmget probably indicates that you
need to reconfigure your kernel to provide adequate shared memory and
semaphores. You can decrease shared_buffers to reduce the shared memory
consumption of openGauss, or decrease max_connections to reduce the
semaphore consumption of openGauss.

If a failure message suggesting that another server is running is reported, check

the system using the following command based on your system:
ps ax | grep gaussdb

or

ps -ef | grep gaussdb

If you are certain that no conflicting server is running, you can remove the lock file
mentioned in the message and try again.

A failure message indicating inability to bind to a port might indicate that the port
is already in use by a non-openGauss process. This message may also be reported
if you terminate gaussdb and immediately restart it using the same port. In this
case, you must simply wait a few seconds until the operating system closes the
port before trying again. Finally, you may get this error if you specify a port
number that your operating system considers it to be reserved. For example, the
Unix considers ports whose IDs are under 1024 to be "trusted" and permits only
Unix administrators to access the Unix.
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NOTICE

If possible, do not use SIGKILL to stop the main process. because the operation
prevents gaussdb from releasing system resources (such as shared memory
and semaphores) that it holds before terminating. This might cause problems
for starting a fresh process.

To properly terminate the server process, signals SIGTERM, SIGINT, and
SIGQUIT can be used. SIGTERM will wait for all clients to terminate before
exit. SIGINT will forcibly disconnect all clients, and SIGQUIT will exit
immediately without proper shutdown, resulting in a recovery run during
restart.

The SIGHUP signal will reload the server configuration files. It is also possible
to send SIGHUP to an individual server process, but that is usually not sensible.

To cancel a running query, send the SIGINT signal to the process running that
command.

The main server process uses SIGTERM to tell its subordinate server processes
to quit properly and SIGQUIT to terminate without a cleanup. These signals
should not be used by users. It is also unwise to send SIGKILL to a server
process: The main process will interpret this as a crash and will force all the
subordinate processes to quit as part of its standard crash-recovery procedure.

Usage

Run the following command to start a server in single-user mode:
gaussdb --single -D /usr/local/pgsql/data other-options my_database

Use -D to provide the correct path of the database directory for the server.
Besides, specify the name of the existing particular database.

NOTICE

In most cases, the single-user mode server treats newline as the command
entry terminator. To continue a command across multiple lines, you must type
a backslash just before each newline except the last one.

If you use the -j command line option, the newline does not terminate a
command. In this case, the server will read the standard input until the end-of-
file (EOF) marker, then process the input as a single command string.
Backslashes and newlines are treated as common characters in this case.

To quit the session, type EOF (Control+D). If -j is used, two consecutive EOF
inputs are required.

The single-user mode server does not provide complex line-editing functions
(no command history, for example). The single-user mode also does not do any
background processing, like automatic checkpoints.

Examples

Run the following command to start gaussdb in the background using default

values:
nohup gaussdb >logfile 2>&1 </dev/null &
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Run the following command to start gaussdb with a specified port, for
example, 1234:

gaussdb --single_node -p -D data_dir

Connect to a server using gsql and specify the port number with the -p
option:

gsql -d postgres -p 7234

5.2 gs_backup

Background

After openGauss is deployed, problems and exceptions may occur during database
running. gs_backup is provided by openGauss to back up openGauss, restore
important data, and display help and version information.

Prerequisites

Syntax

The openGauss database can be connected.

During the restoration, backup files exist in the backup directory on all the
nodes.

Log in to the OS as the OS user omm to run the gs_backup command.

Back up the database host.
gs_backup -t backup --backup-dir=BACKUPDIR [-h HOSTNAME] [--parameter] [--binary] [--all] [-l
LOGFILE]

Restore the database host.
gs_backup -t restore --backup-dir=BACKUPDIR [-h HOSTNAME] [--parameter] [--binary] [--all] [-L
LOGFILE] [--force]

Display help information.
gs_backup -? | --help

Display version information.
gs_backup -V | --version

Parameter Description

The gs_backup tool can use the following types of parameters:

Parameters for backing up the database host:
- ~-h
Specifies the host name for storing the backup files

Value range: a host name If the host name is not specified, the current
cluster is backed up.

- --backup-dir=BACKUPDIR
Specifies the backup file path.
- --parameter

Backs up parameter files. If --parameter, --binary, and --all are not
specified, only parameters files are backed up.

- --binary
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Backs up the binary files in the app directory.
- --all

Backs up the binary files, pg_hba.conf, and postgsql.conf in the app
directory.

- -l
Specifies a log file and its storage path.
Default value: SGAUSSLOG/om/gs_backup-YYYY-MM-DD_hhmmss.log.
e Parameters for restoring the database host:
- -h
Specifies the name of the host to restore.

Value range: a host name. If the name of the host is not specified, the
corresponding backup node is restored.

- --backup-dir=BACKUPDIR
Restores the file obtaining path.
- --parameter

Restores parameter files. If --parameter, --binary, and --all are not
specified, only parameters files are restored.

- --binary
Restores binary files.
- -all
Restores binary files and parameter files.
- -l
Specifies a log file and its storage path.
Default value: SGAUSSLOG/om/gs_backup-YYYY-MM-DD_hhmmss.log.
- --force

Forcibly restores static files on a node after the files are lost. This
parameter is valid only when --all or --binary is used together.

e  Other parameters:

- -?,--help
Displays help information.

- -V, --version
Displays version information.

- -t
Specifies the operation type.
The value can be backup or restore.

Example

e Back up the database host.
gs_backup -t backup --backup-dir=/opt/software/gaussdb/backup_dir -h plat1 --parameter
Backing up openGauss.
Parsing configuration files.
Successfully parsed the configuration file.
Performing remote backup.
Remote backup succeeded.
Successfully backed up openGauss.
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e Execute the gs_backup script to restore the database host.
gs_backup -t restore --backup-dir=/opt/software/gaussdb/backup_dir -h plat1 --parameter
Restoring openGauss.
Parsing the configuration file.
Successfully parsed configuration files.
Performing remote restoration.
Remote restoration succeeded.
Successfully restored openGauss.

5.3 gs_basebackup

Background

After openGauss is deployed, problems and exceptions may occur during database
running. gs_basebackup, provided by openGauss, is used to perform basic physical
backup. gs_basebackup copies the binary files of the database on the server using
a replication protocol. To remotely execute gs_basebackup, you need to use the
system administrator account. gs_basebackup supports hot backup and
compressed backup.

(11 NOTE

e gs_basebackup supports only full backup of the primary and standby nodes.
e gs_basebackup supports hot backup and compressed backup.

e If you use gs_basebackup to back up a tablespace that contains an absolute path on the
same server, you can use tablespace-mapping to redirect the tablespace path or use the
archive mode to back up the tablespace.

e [f the functions of incremental checkpoint and dual-write are enabled, gs_basebackup
also backs up dual-write files.

e |If the pg_xlog directory is a soft link, no soft link is created during backup. Data is
directly backed up to the pg_xlog directory in the destination path.

e If the backup permission is revoked during the backup, the backup may fail or the
backup data may be unavailable.

e If the server does not respond due to a temporary network fault, gs_basebackup will
exit after waiting for a maximum of 120 seconds.

Prerequisites
e The openGauss database can be connected.
e User permissions are not revoked during the backup.

e In the pg_hba.conf file, the replication connection is allowed and the
connection is established by a system administrator.

e If the Xlog transmission mode is stream, the number of max_wal_senders
must be configured to at least one.

e If the Xlog transmission mode is fetch, the wal_keep_segments parameter
must be set to a large value so that logs are not removed before the backup
ends.

e During the restoration, backup files exist in the backup directory on all the
nodes. If backup files are lost on any node, copy them to it from another
node.
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Syntax

e Display help information.
gs_basebackup -? | --help

e Display version information.
gs_basebackup -V | --version

Parameter Description

The gs_basebackup tool can use the following types of parameters:

e -D directory

Directory for storing backup files. This parameter is mandatory.

° Common parameters

-¢, --checkpoint=fast|spread

Sets the checkpoint mode to fast or spread (default).
-l, --label=LABEL

Adds tags for the backup.

-P, --progress

Enables the progress report.

-v, --verbose

Enables the verbose mode.

-V, --version

Prints the version and exits.

-?, --help

Displays gs_basebackup command parameters.
-T, —tablespace-mapping=olddir=newdir

During the backup, the tablespace in the olddir directory is relocated to
the newdir directory. For this to take effect, olddir must exactly match
the path where the tablespace is located (but it is not an error if the
backup does not contain the tablespaces in olddir). olddir and newdir
must be absolute paths. If a path happens to contain an equal sign (=),
you can escape it with a backslash (\). This option can be used multiple
times for multiple tablespaces.

-F, -format=plain|tar

Sets the output format to plain (default) or tar. If this parameter is not
set, the default value -format=plain is used. The plain format writes the
output as a flat file, using the same layout as the current data directory
and tablespace. When the cluster has no extra tablespace, the entire
database is placed in the target directory. If the cluster contains
additional tablespaces, the primary data directory will be placed in the
target directory, but all other tablespaces will be placed in the same
absolute path on the server. The tar mode writes the output as a tar file
in the target directory. The primary data directory is written to a file
named base.tar, and other tablespaces are named after their OIDs. The
generated .tar package must be decompressed using the gs_tar
command.

-X, —xlog-method=fetch|stream
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Sets the Xlog transmission mode. If this parameter is not set, the default
value -xlog-method=stream is used. The required write-ahead log files
(WALs) are included in the backup. This includes all WALs generated
during the backup. In fetch mode, WAL files are collected at the end of
the backup. Therefore, the wal_keep_segments parameter must be set to
a large value so that logs are not removed before the backup ends. If it
has been rotated when the log is to be transmitted, the backup fails and
is unavailable. In stream mode, WALs are streamed when a backup is
created. This will open a second connection to the server and start
streaming WALs while the backup is running. Therefore, it will use up to
two connections configured by the max_wal_senders parameter. As long
as the client can receive WALSs, no additional WALs need to be stored on
the host.

-X, —xlog
Equivalent to using -X with the fetch method.
-Z -compress=level

Enables gzip compression for the output of the tar file and sets the
compression level (0 to 9, where 0 indicates no compression and 9
indicates the best compression). The compression is available only when
the tar format is used. The suffix .gz is automatically added to the end of
all .tar file names.

-Z

Enables gzip compression for tar file output and uses the default
compression level. The compression is available only when the tar format
is used. The suffix .gz is automatically added to the end of all .tar file
names.

-t, -rw-timeout

Sets the checkpoint time limit during backup. The default value is 120s. If
the full checkpoint of the database is time-consuming, you can increase
the value of rw-timeout.

Connection parameters

-h, --host=HOSTNAME

Specifies the host name of the machine on which the server is running or
the directory for the Unix-domain socket.

-p, --port=PORT

Specifies the port number of the database server.

You can modify the default port number using this parameter.

-U, --username=USERNAME

Specifies the user that connects to the database.

-s, --status-interval=INTERVAL

Specifies the time for sending status packets to the server, in seconds.
-w,--no-password

Never issues a password prompt.

-W, --password

Issues a password prompt when the -U parameter is used to connect to a
local or remote database.
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Example

gs_basebackup -D /home/test/trunk/install/data/backup -h 127.0.0.1 -p 21233
INFO: The starting position of the xlog copy of the full build is: 0/1B800000. The slot minimum LSN is:
0/1B800000.

Restoring Data from Backup Files

If a database is faulty, restore it from backup files. gs_basebackup backs up the
database in binary mode. Therefore, you can directly copy and replace the original
files or start the database on the backup database.

(11 NOTE

e If the current database instance is running, a port conflict may occur when you start the
database from the backup file. In this case, you need to modify the port parameter in
the configuration file or specify a port when starting the database.

e If the current backup file is a primary/standby database, you may need to modify the
replication connections between the primary and standby databases, such as
replconninfo1 and replconninfo2 in the postgre.conf file.

e If the data_directory parameter in the postgresql.conf configuration file is enabled and
configured and the backup directory is used to start the database, the database fails to
be started because the value of data_directory is different from the backup directory.
You can change the value of data_directory to a new data directory or comment out
this parameter.

To restore the original database, perform the following steps:

Stop the database server. For details, see Administrator Guide.

2. Copy the original database and all tablespaces to another location for future
use.

3. Delete all or part of the files from the original database.

4. Use the database system user rights to restore the required database files
from the backup.

5. If a link file exists in the database, modify the link file so that it can be linked
to the correct file.

6. Restart the database server and check the database content to ensure that
the database is restored to the required status.

(1 NOTE

e Incremental restoration from backup files is not supported.
e After the restoration, check that the link file in the database is linked to the correct file.

5.4 gs_ctl

Background

gs_ctl, provided by openGauss, is used to control the database service. It can be
used to start and stop the database service and to query the database status.
gs_ctl is used by the openGauss management module.

gs_ctl is executed by OS user omm.
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Description

Start, stop, and restart the openGauss node.

Reload the configuration files (postgresql.conf and pg_hba.conf) without
stopping the database.

Perform primary/standby switchover, query primary/standby status, rebuild
the database instance, and query the rebuilding status.

The gs_ctl tool can use the following types of parameters:

Parameters for option. For details, see Table 5-6.

Common parameters. For details, see Table 5-7.

Parameters for start and restart. For details, see Table 5-8.
Parameters for stop and restart. For details, see Table 5-9.
Parameters for switchover. For details, see Table 5-10.
Parameters for build. For details, see Table 5-11.

Parameters for query. For details, see Parameters for query.
Parameters for member. For details, see Table 5-13.
Parameters for changerole. For details, see Table 5-14.
Parameters for setrunmode. For details, see Table 5-15.

Table 5-6 Parameters for option

Parameter Description

init Creates a database.

start Starts the database.

restart Restarts the database.

build Rebuilds the standby or cascaded standby server on the
primary server.

stop Stops the database.

reload Reloads the configuration files (postgresql.conf and
pg_hba.conf).

status Displays the running status of the database services.

promote Exits the faulty restoration when the running standby

server is instructed in the specified data directory, and
starts to perform the read and write operations.

finishredo Specifies that the standby server stops playback and is
forcibly switched to the primary when the primary

server is faulty.
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Parameter Description

failover When the primary server is abnormal, switches the
standby server to a primary server.

After the switchover is successful, run the gs_om -t
refreshconf command to record the information about
the primary and standby servers. Ensure that the gs_om
-t refreshconf command is executed successfully.
Otherwise, the database status will be affected when
the database is restarted.

switchover When the primary/standby server relationship is
normal, switches the standby server to primary for
maintenance purposes. Data will not be lost during the
switchover.

The switchover command takes effect only when it is
executed on the standby server to be switched to the
primary server. If the switchover command is executed
on the primary server, it is used only for query.

After the switchover is successful, run the gs_om -t
refreshconf command to record the information about
the primary and standby servers. Ensure that the gs_om
-t refreshconf command is executed successfully.
Otherwise, the database status will be affected when
the database is restarted.

After the switchover command is delivered, if the
command execution times out, the execution status of
the background process may be uncertain.

query Queries the status between the primary and standby
servers.

notify Specifies the primary and standby servers after startup.

kill Sends semaphore to a specified process.

querybuild Checks the rebuilding process of the database.

Table 5-7 Common parameters

Parameter Description Value Range

-D, -- Specifies the data The value of DATADIR must be a
pgdata=DATADI | directory. valid data directory.

R
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Parameter

Description

Value Range

-s, --silent

Displays partial
prompt information
only for the promote,
reload, restart, and
stop commands. For
example, server
promoting, server
shutting down.
Information such as "
waiting for server to
shut down, server
stopped" is not
displayed.

-t, --

timeout=SECS

Maximum seconds for
waiting the completion
of database startup,
shutdown, or
switchover. If the
waiting times out, the
command ends and
exits with a
notification that the
waiting is not required
anymore. Then, you
can run the gs_om -t
status --detail
command or other
commands to check
whether the database
is started, shut down,
or switched over
successfully.

Value range: an integer (second)

Default value: 60 seconds (waiting
the completion of database startup,
shutdown, or switchover)

-V, --version

Prints the gs_ctl
version information
and exits.

Waits until the
operation is complete.

By default, you need to wait until
the operation is complete when the
database is started, stopped, or
restarted.

Specifies that you do
not need to wait for
the operation to
complete.
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Parameter Description Value Range

-M -M must be followed Value range of SERVERMODE:
by the SERVERMODE | ¢ primary: The server starts in
parameter, which primary mode.
specifies the startup .
mode of a database e standby: The server starts in
upon startup. standby mode.

e cascade_standby: The local
server starts as a cascaded
standby server.

e pending: The server is in pending
mode to be promoted to a
primary server or a standby
server.

-T -T is followed by a Value range of term: an unsigned
term. The term is used | integer.
as the host term when
the command for
switching the standby
server to primary is
executed. During the
build, hosts greater
than the term will be
connected.

-d Prints more debugging | None
information.

-q The process does not None
automatically start
after the generation is
complete. It needs to
be started by the
invoker.

-P PASSWORD | Specifies the password | -
of the user connecting
to the local database.

It is used in
conjunction with the -
U parameter.
NOTE
When -U is not
specified, and the
authentication mode is
trust, the setting of the
-P parameter is invalid.
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Parameter

Description

Value Range

-U USERNAME

Specifies the user that
connects to the
database. This
parameter can be used
only in conjunction
with the parameter
notify, query, failover,
switchover, or
querybuild.

For domain users, use
the DOMAIN
\username format.

Value range: users existing in
openGauss.

Default value: If this parameter is
not specified, the current OS user is
used.

-?, -h, --help

Displays the help
information related to
the gs_ctl command
line parameters.

Table 5-8 Common parameters for start and restart

Parameter

Description

Value Range

-c, --core-file

Allows the gaussdb
process to generate
core files.

-l --
log=FILENAME

Appends the server log
output to the
FILENAME file.

The value of FILENAME is a file that
the user who starts the database
service has the permission to
operate.

For example, the value is a file in
the data directory.

-0 OPTIONS

Specifies options to be
passed from openGauss
directly to the gaussdb
command.

The options should
usually be surrounded
by single or double
quotation marks to
ensure that they are
transferred as a whole.

Parameters supported in 5.1
gaussdb.

-p PATH-TO-
POSTGRES

Specifies the location
of the executable file of
the gaussdb.

By default, the gaussdb executable
file is taken from the same directory
as gs_ctl.
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Table 5-9 Common parameters for stop and restart

Parameter

Description

Value Range

_m' —
mode=MODE

Specifies the disabled
mode.

Values of mode:
e fast: All active transactions are

rolled back and all clients are
disconnected forcibly, and then
the server is disabled.

immediate: The server is shut
down forcibly and fault recovery
occurs on the next startup.

Default value: fast

Table 5-10 Parameters for switchover

Parameter

Description

Value Range

-m
SWITCHOVER-
MODE

Specifies the HA
switchover mode when
the primary and
standby servers are
normal.

Values of mode:
e fast: All active transactions are

rolled back and all clients are
disconnected forcibly, and then
the server is switched.

smart: This mode is not
supported in this version.

Default value: fast
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Table 5-11 Parameters for build

Parameter

Description

Value Range

-b MODE

Specifies the mode of
the standby server to
be rebuilt.

Values of mode:
e full: fully resynchronizes the data

directory of the primary server
using an image.

incremental: incrementally
restores the standby server based
on the differences between the
data of the primary and standby
servers found in Xlogs.

NOTE

Incremental rebuilding applies to
scenarios where logs are inconsistent
between the primary and standby
servers.

e Incremental rebuilding does not

apply to the scenario where one
primary server and one standby
server are deployed and the
maximum HA is not enabled. In
this scenario, you need to
perform full rebuilding or enable
the maximum HA before
performing the incremental
rebuilding.

The standby server cannot be
restored using the incremental
rebuilding method if the data file
of the standby server is damaged
or the data directory is lost.
Restore the standby server using
the incremental rebuilding
method.

auto (not specified): Selects
incremental first and then full
after incremental fails for three
times.

standby_full: fully rebuilds a
faulty standby server using the IP
address and port number of the
specified standby server. If this
parameter is used, the -C
parameter must be used to
specify the IP address and port
number of the image.

Default value: auto

NOTE

To rebuild a cascaded standby server,
add the -M cascade_standby parameter.
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Parameter

Description

Value Range

_r’ -
recvtimeout=|
NTERVAL

Specifies the timeout
duration that the log of
the standby server
receives the host
response during the
rebuilding process.

Value range: an integer (second)
Default value: 120s

Note: The timeout interval needs to
be set based on the service load. If
the service load is heavy, the
timeout interval for waiting for a
response from the host needs to be
prolonged. It is recommended that
the timeout interval be equal to the
checkpoint execution time plus 1
minute.

Specifies whether to
automatically restart
after the rebuilding is
complete.

If this parameter is
specified, the system
does not automatically
restart.

If no scenario is
specified, the system
automatically restarts.
The default maximum
waiting time is 60
seconds. If the
database fails to be
started within this
period, the system
displays a message
indicating that the
waiting is not required
and the command
exits. Then, you can run
the gs_om -t status --
detail command or
other commands to
check whether the
database is started
successfully.

None

Table 5-12 Parameters for query

Parameter

Description

Value Range

-L

length.

Queries the LSN and
displays the maximum

None
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Table 5-13 Parameters for member

Parameter Description Value Range
--operation Adds or deletes nodes in e add: adds a node to the DCF
DCF mode in an node configuration of the
openGauss database database instance.
Instance. e remove: deletes a node from
the DCF node configuration
of the database instance.
-u, --nodeid Specifies a new DCF node | Unsigned integer
ID.
-i, —-ip Specifies an IP address Character string
used by the new node to
communicate with the
DCF module of the
database instance.
-e, --port Specifies a port number Integer
used by the new node to
communicate with the
DCF module of the
database instance.
[-D, -- Specifies the data Set DATADIR as required.
pgdata=]DATADI | directory.
R

Table 5-14 Parameters for changerole

Parameter Description Value Range
-R, --role Specifies the node role in DCF e passive: passive role
mode in an openGauss o follower: follower
database instance. This role role
must be used on the node
whose role is primary.
-u, --nodeid Specifies a new DCF node ID. Unsigned integer
[-D, -- Specifies the data directory. Set DATADIR as
pgdata=]DATADIR required.

Table 5-15 Parameters for setrunmode

Parameter

Description

Value Range

-V, --votenum

Specifies the number of
votes.

Unsigned integer
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Parameter Description Value Range
-X, --xmode Specifies the running mode | e minority: minority
(used on minority DNs). forcible startup

e normal: resuming

R

[-D, -- Specifies the data directory. | Set DATADIR as required.
pgdata=]DATADI

5.5 gs_expansion

Background

openGauss provides the gs_expansion tool to scale out the standby database
node. A standalone node or a node with one primary and multiple standbys can
be scaled to a node with one primary and eight standbys.

Precautions

Prerequisites

The synchronous_standby_names parameter is not automatically updated
after scale-out. You need to manually update it after scale-out.

Before scaling out a cascaded standby node, ensure that a normal standby
node in the same AZ exists in the original cluster, or ensure that a standby
node in the same AZ is added during the scale-out of the cascaded standby
node.

Before scaling out the database cluster, you need to pay attention to the CPU,
I/O, and network conditions of the primary node and new nodes. You are not

advised to perform scale-out when the hardware load is heavy. Otherwise, the
scale-out may take a long time or even fail.

If the original cluster contains a large amount of data, run the checkpoint on
the primary node before the scale-out. Otherwise, the scale-out may take a
long time or even fail.

The openGauss image package exists on the database host and is
decompressed. The capacity is scaled out by running the ./gs_expansion
command in the script directory.

The same users and user groups as those on the primary node have been
created on the new standby node.

Ensure that the mutual trust of user root and the database management user
(such as omm) has been established between the existing database nodes
and the new nodes.

Ensure that the XML file has been properly configured and information about
the standby node to be scaled has been added to the installed database
configuration file.

Only user root is authorized to run the gs_expansion command.
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Syntax

Do not run the gs_dropnode command on the primary node to delete other
standby nodes at the same time.

Before running the scale-out commands, run the source command to import
environment variables of a database on the primary node. If the database is
installed in separate environment variable mode, run the source command to
import the separate environment variables. If they are not separated, run the
source command to import the .bashrc configuration file of the sub-user.
Generally, the file path is /fhome/[user]/.bashrc.

The operating system of the new standby node is the same as that of the
primary node.

Do not perform an primary/standby switchover or failover on other standby
nodes at the same time.

Do not run the gs_expansion command twice at the same time.
Scale out the standby node only on the primary node.

(1] NOTE

For security purposes, the tool in the gaussdbToolPath directory will be automatically
deleted after the pre-installation is complete in enterprise-edition installation mode.

Scale out the standby node.
./gs_expansion -U USER -G GROUP -X XMLFILE -h hostlist [-L]

Display help information.
./gs_expansion -? | --help

Display version information.
./gs_expansion -V | --version

Parameter Description

-U
Specifies the OS username of openGauss.

The user name of the new standby node must be the same as that of the
primary node where the database has been installed and must be created in
advance.

-G
Specifies the OS user group of openGauss.

The user group of the new standby node must be the same as that of the
primary node where the database has been installed.

-X
Specifies the path of the openGauss configuration file.

Value range: storage paths of XML files. The XML file must contain the
configuration information about the installed database and all nodes of the
new database.

-h
Specifies the IP address of the standby node to be scaled.

The value must be the same as the value of backip in the XML configuration
file. If there are multiple nodes, use commas (,) to separate them.
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Examples

o -L

If the standalone database has been installed on the node to be scaled, skip

the step of installing the database on the new standby node and directly

establish the primary/standby relationship by adding the -L parameter during

scaling.

(10 NOTE

e The databases installed on the primary and standby nodes must use the same user
and user group, and the paths for separating environment variables must be the

same.

e When the primary and standby nodes are installed, the values of

gaussdbAppPath, gaussdbLogPath, gaussdbToolPath, and corePath in the XML

configuration file must be the same.

e The data on the scaled standby node must be installed in OM mode. The database
started in compilation mode does not support scaling out with the primary node.

e The database version of the new node must be the same as that of the primary

database.
e --time-out=SECS

Specifies the timeout period for transmitting software packages during scale-
out. If the network performance is poor, you can increase the timeout period

to avoid timeout.
Default value: 300s
Unit: s
e -? -help
Display help information.
e -V, -version
Display version information.

Use gs_expansion for scaling:

plat1:/opt/software/openGauss/script # ./gs_expansion -U omm -G dbgrp -X /home/omm/cluster_config.xml

-h 192.168.0.1

Start to preinstall database on new nodes.
Start to send soft to each standby nodes.
End to send soft to each standby nodes.
Start to preinstall database step.

Preinstall 192.168.0.1 success

End to preinstall database step.

End to preinstall database on new nodes.

Start to install database on new nodes.

Installing database on node 192.168.0.1:

Please enter the password of user [omm] on node [192.168.0.1]:
Parsing the configuration file.

Check preinstall on every node.

Successfully checked preinstall on every node.
Creating the backup directory.

Successfully created the backup directory.

begin deploy..

Installing the cluster.

begin prepare Install Cluster..

Checking the installation environment on all nodes.
begin install Cluster.

Installing applications on all nodes.

Successfully installed APP.
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begin init Instance..

encrypt cipher and rand files for database.
Please enter password for database:

Please repeat for database:

begin to create CA cert files

The sslcert will be generated in /opt/gaussdb/cluster/app/share/sslcert/om
Cluster installation is completed.

Configuring.

Deleting instances from all nodes.
Successfully deleted instances from all nodes.
Checking node configuration on all nodes.
Initializing instances on all nodes.

Updating instance configuration on all nodes.
Check consistence of memCheck and coresCheck on database nodes.
Configuring pg_hba on all nodes.
Configuration is completed.

Successfully started cluster.

Successfully installed application.

end deploy..

192.168.0.1 install success.

Finish to install database on all nodes.
Database on standby nodes installed finished.

Checking gaussdb and gs_om version.
End to check gaussdb and gs_om version.

Start to establish the relationship.

Start to build standby 192.168.0.1.

Build standby 192.168.0.1 success.

Start to generate and send cluster static file.
End to generate and send cluster static file.
Expansion results:

192.168.0.1: Success
Expansion Finish.

Helpful Links

gs_preinstall, gs_dropnode, gs_install, and gs_ctl

5.6 gs_initdb

Overview
Background

When a database is initialized using gs_initdb, a database directory is created, a
system catalog is generated, and a default database and a template database are
created.

System catalog

A large number of system catalogs and views are generated when a database is
initialized, many of which allow access from any database user.

(11 NOTE

Permissions on pg_user_status and pg_auth_history system catalogs are granted only to
initialized users and sysadmin users.

Generated database
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User Guide

Step 1
Step 2

Step 3

Step 4

e templatel: a template database. When you create a database, all content in
the template1 database is copied. The settings of template1 are determined
by the parameters of gs_initdb.

e templateO: Is the initial backup database provided by openGauss. templateQ
can be used to generate an empty database if necessary.

e postgres: a default database provided for users, tools, and third-party
applications.

Background

During installation, you are advised to use the -D parameter to call gs_initdb to
initialize a database. If a database needs to be initialized to rectify a fault, run
gs_initdb.

e Although gs_initdb attempts to create the corresponding data directory, it
may not have the permission to do so, because in most cases, the parent
directory is owned by user root. To create a data directory, create an empty
data directory as user root first and deliver the ownership of this directory to
the database user using chown.

e gs_initdb is used to set the template1 database and the setting becomes the
default setting of other databases.

e gs_initdb initializes the default locale and character set encoding of a
database. The character set encoding, character encoding sequence
(LC_COLLATE), and character set class (LC_CTYPE, such as uppercase letters,
lowercase letters, and digits) can be separately set for databases when you
create them.

Procedure

Log in as the OS user omm to the primary database node.

Plan the database directory.

1. Switch to user root.
su - root

2. Enter the username and password as prompted.

Go to the /opt/gaussdb directory and create the data1 directory.
cd /opt/gaussdb
mkdir datal

1. Allocate the ownership of the data1 directory to the database user omm.

dbgrp is the user group that the omm belongs to.
chown omm:dbgrp data7

2. Exit user root.
exit

Run the gs_initdb command to initialize the database.
gs_initdb /opt/gaussdb/datal -w "Gauss@123"

gs_initdb syntax:

gs_initdb [OPTION]... [DATADIR]
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For parameters about OPTION, see Command Reference.

--—-End

Command Reference

For details about common parameters and uncommon parameters supported by
gs_initdb, see Table 5-16 and Table 5-17.

Table 5-16 Common parameters

Parameter

Description

Value Range

-A, --

auth=METHOD

Specifies the
authentication method
for local users used in
pg_hba.conf (host and
local rows).

Do not use trust, which
is the default value,
unless you trust all local
users on your system.

NOTICE
If the value is md5,
manually change the
value of

ein the
postgresql.conf.sample
file to 0 and comment out
the parameter for the
change to take effect.
gs_initdb must be used in
conjunction with -W.

password_encryption_typ

Values of METHOD:

trust
reject

md>5 (an insecure algorithm,
used for compatibility with
earlier versions)

sha256
sm3

Default value: trust

--auth-

host=METHOD

Specifies the
authentication method
for local users over
TCP/IP used in
pg_hba.conf (host
rows).

The value specified in
the -A parameter is

overwritten when this
parameter is specified.

Values of METHOD:

trust
reject

md>5 (an insecure algorithm,
used for compatibility with
earlier versions)

sha256
sm3

Default value: trust
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Parameter

Description

Value Range

--auth-
local=METHOD

Specifies the
authentication method
for local users using
Unix-domain socket
connections used in
pg_hba.conf (local
rows).

The value specified in
the -A parameter is

overwritten when this
parameter is specified.

Values of METHOD:
e trust
e reject

e md5 (an insecure algorithm,
used for compatibility with
earlier versions)

e sha256

e sm3

e peer (only for the local mode)
Default value: trust

-c, --enable-dcf

Sets the node to be
installed to the DCF
mode.

[- DI -

R

pgdata=]DATADI

Specifies the data
directory.

Set DATADIR as required. The
value cannot contain the
following characters: |, ;, &, $, <,

> 5\ !

ENAME

nodename=NOD

Specifies the name of an

initialized node.

The naming rules for nodes are
as follows:

e The node name can only be
lowercase letters (a-z),
underscores (_), number signs
(#), and digits (0-9).

e The node name must start
with a lowercase letter (a-z)
or underscore ().

e The node name cannot be
empty and can contain a
maximum of 64 characters.

Issue 01 (2022-03-31)

Copyright © Huawei Technologies Co., Ltd. 224



openGauss
Tool Reference

5 Tools Used in the Internal System

Parameter Description Value Range

-E, -- Specifies the encoding e If this parameter is specified,
encoding=ENCO | format for a new the --locale option must be
DING database. added to specify the locale

that supports the encoding
format. If the --locale option
is not added, the system
default locale is used. If the
encoding format in the system
default locale is inconsistent
with the encoding format
specified in this parameter, the
database initialization failed.

e If this parameter is not
specified, the encoding format
of the system default locale is
used. The system default
locale and encoding format
can be checked using the

locale command as follows:
omm@linux:~> locale|grep LC_CTYPE
LC_CTYPE="en_US.UTF-8"

UTF-8 indicates the encoding
format of the system default
locale.

e The value cannot contain the
following characters: |; & $< >

A\

--locale=LOCALE

Specifies the default
locale for the new
database. You can run
the locale -a command
to view available
locales, for example,
zh_CN.gbk. If you do not
want to specify a locale,
set the parameter to C.
NOTICE
If the encoding format of
the database is set, the
encoding format of the
user specified area must
be consistent with the
encoding format set by
the user. Otherwise,
database initialization
fails.

The value cannot contain the
following characters: |, ;, &, $, <,
> 5\ !

For example, to set the database
encoding format to GBK, perform
the following steps:

1. Run the locale -a |grep gbk
command to check the locale
that supports GBK encoding:
omm@linux:~> locale -a|grep gbk
zh_CN.gbk
zh_SG.gbk

2. Add the --locale=zh_CN.gbk
option when the database is
initialized.

dbcompatibility=
DBCOMPATIBILIT
Y

Specifies the type of the
compatible database.

Value range: A, B, C, and PG,
indicating O, MY, TD, and
POSTGRES databases,
respectively.
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Parameter Description Value Range

--lc- Sets the specified locale | The parameter values must be
collate=LOCALE | for a new database. supported by the OS. The value
e cannot contain the following

ctype=LOCALE

--lc-
messages=LOCA
LE

--lc-

monetary=LOCA
LE

characters: |,;, & $, <, >, 5, \\, !

NOTE
If the --lc-collate parameter is not
specified when the database is
installed, the default value of --lc-
collate is C.

--lc-
numeric=LOCALE
--lc-
time=LOCALE
--no-locale Equivalent to -- -
locale=C.
--pwfile=FILE Reads the password for | The format of FILE can be "a

the database
administrator from FILE
during the running of
gs_initdb. The first row
of the file is taken as
the password.

relative path+file" or "an
absolute path+file". The relative
path is relative to the current
path. The value cannot contain
the following characters: |, ;, &, $,
< > 50\ !

-T, --text-search-
config=CFG

Specifies the default text
search mode. The value
of this parameter is not
verified. After the
configuration is
successful, a log is
recorded to notify you
of the value of this
parameter.

Values of text-search-config:
e english: full-text search

e simple: common text search
Default value: simple

-U, --
username=NAME

Selects the username of
the database
administrator.

Value range: normal database
users The value cannot contain
the following characters: |, ;, &, $,
<, > 50\ !

Default value: OS user who runs
gs_initdb

-W, --pwprompt

Prompts users to enter
the password for the
database administrator
during the running of
gs_initdb.
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Parameter

Description

Value Range

_W’ -

wD

pwpasswd=PASS

Specifies the password
of the database
administrator by
running commands
during the running of
gs_initdb instead of
interactive input.

The password must meet the
following complexity
requirements:

e Contain at least eight
characters.

e Cannot be the same as the
username, the current
password (ALTER), or the
current password in an
inverted sequence.

e Contain at least three of the
following: uppercase
characters, lowercase
characters, digits, and special
characters (limited to ~'@#$
%A&*()-_=+\|[{}];:,<.>/?).

-C, --

enpwdfiledir=DIR

Specifies the directory
where the password
encrypted is located,
using the AES128
encryption algorithm
during the running of
gs_initdb. gs_initdb
decrypts the password
file in this directory and
performs the password
complexity check on the
decrypted password. The
password is used as the
user's password if the
check passes.

NOTE

e The decrypted
password file must use
gs_guc to generate
gs_guc encrypt -K
Gauss@123 -D Dir.

e If multiple -w and -C
parameters are
specified, gs_initdb
regards the last -w or -
C parameter as the
user's requirement
(entering a plain-text
password or a
password encrypted
using AES128).

The value cannot contain the
following characters: |, ;, &, $, <,

>l ‘I \\I !
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Parameter

Description

Value Range

X, --
xlogdir=XLOGDIR

Specifies the directory
where the transaction
logs are stored.

The directory must be a
directory where an
openGauss user has the
read and write
permissions.

The value must be an absolute
path. The value cannot contain
the following characters: |, ;, &, $,

<l >I ‘I \\l !

-S, --security

Initializes a database in
a secure mode.

After the database is initialized
using -S, the created database
user permissions are restricted,
and the public schema
permission cannot be used any
more by default.

Table 5-17 Uncommon parameters

Paramete | Description Value Range
r
-d, -- Prints debugging output from the bootstrap -
debug backend. The bootstrap backend is used by
gs_initdb to create system catalogs.
-L Specifies the input file path where the database | Path of input
DIRECTOR | is initialized using gs_initdb. This is files required by
Y unnecessary. You will be told if you need to the initialized
specify their location explicitly. This parameter database. The
is used to create a database with specified value cannot
configuration information. You are advised to contain the
copy all subdirectories and files related to following
startup in the share/postgresql directory to characters: |, ;,
avoid impact of other factors. & $,< >\ !
-n, -- If this parameter is not specified and gs_initdb | -
noclean determines that an error prevents it from
creating a database, it removes any files it
might have created before discovering that it
cannot finish the job. This option inhibits
tidying-up and is useful for debugging.
-s, --show | Displays internal settings. -
-H, --host- [ Initializes the openGauss node node_host. The value
ip cannot contain
the following
characters: |, ;,
& $,<, > 5\, !
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Paramete | Description Value Range
r

-V, -- Prints the gs_initdb version and exits. -

version

-?, --help Displays help about gs_initdb command line -

parameters and exits.

5.7 gs_install

Background

Database deployment is a complex process. gs_install, provided by openGauss, is
used to install and deploy openGauss.

Installation and deployment of openGauss require you to specify a configuration

file,

in which the program installation path, instance data directory, the primary/

standby relationship, the number of instances, and the service IP address of each
instance are specified.

Prerequisites

Syntax

You have successfully executed the gs_preinstall script.
The locale parameter for each server is set to the same value.
openGauss users must be set during the preinstallation process.

Install openGauss.
gs_install -X XMLFILE [--gsinit-parameter="PARAMETER" [...]] [--dn-guc="PARAMETER" [..]] [--alarm-
component=ALARMCOMPONENT] [--time-out=SECS] [-| LOGFILE]

(11 NOTE

If no character set is specified during installation, the default character set SQL_ASCII
is used. To simplify and unify the locale, the default locale is C. If you want to specify
another character set and locale, use the --gsinit-parameter="--locale=LOCALE"
parameter during installation. The LOCALE parameter specifies the default locale for
the new database.

Display help information.
gs_install -? | --help

Display version information.
gs_install -V | --version

Parameter Description

-X

Specifies the path of the openGauss configuration file.
Value range: storage paths of XML files

-1

Specifies a log file and its path.
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Example

When -l is not specified but gaussdbLogPath is set in the XML file, the
default value of the -l parameter is the combination value of
gaussdbLogPath/User namefom/gs_install-YYYY-MM-DD_hhmmss.log.

--gsinit-parameter=PARAM
Specifies the data instance parameters.

For details about the value range, see parameter description in gs_initdb.
Among which, the settings of the -A, -D, -U, -C, and -X parameters do not
take effect.

--dn-guc=PARAM

Set a parameter.

For details about the value range, see parameter description in gs_guc.
--time-out=SECS

Specifies the timeout threshold for startup. Unit: s

If the value of --time-out is too small, the instance startup may time out due
to a large number of instances. If the instance failed to be started within the
specified timeout period, an error will be reported. openGauss still runs at the
backend. You can wait for a while and then query the openGauss status to
check whether openGauss is started successfully.

Value range: a positive integer. If there is no special requirement, you do not
need to set this parameter. The system automatically adjusts the timeout
threshold.

--alarm-component=alarm_component

Specifies the absolute path of the component to report alarms.
-?, --help

Displays help information.

-V, --version

Displays version information.

Use gs_install to install openGauss.

gs_install -X /opt/software/openGauss/clusterconfig.xml
Parsing the configuration file.

Check preinstall on every node.

Successfully checked preinstall on every node.
Creating the backup directory.

Successfully created the backup directory.

begin deploy..

Installing the cluster.

begin prepare Install Cluster..

Checking the installation environment on all nodes.
begin install Cluster.

Installing applications on all nodes.

Successfully installed APP.

begin init Instance..

encrypt cipher and rand files for database.

Please enter password for database:

Please repeat for database:

begin to create CA cert files

The sslcert will be generated in /opt/gaussdb/cluster/app/share/sslcert/om
Cluster installation is completed.

Configuring.

Deleting instances from all nodes.
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Successfully deleted instances from all nodes.

Checking node configuration on all nodes.

Initializing instances on all nodes.

Updating instance configuration on all nodes.

Check consistence of memCheck and coresCheck on DN nodes.
Successful check consistence of memCheck and coresCheck on all nodes.
Configuring pg_hba on all nodes.

Configuration is completed.

Successfully started cluster.

Successfully installed application.

Helpful Links

gs_postuninstall, gs_preinstall, and gs_uninstall

5.8 gs_postuninstall

Background
gs_postuninstall, provided by openGauss, is used to delete data configured before
openGauss installation.
Prerequisites
e The uninstallation of openGauss is successful.
e User root is trustworthy and available.
e  Only user root is authorized to run the gs_postuninstall command.
Syntax

e Delete users and user groups in the openGauss
gs_postuninstall -U USER -X XMLFILE [-L] [--delete-user] [--delete-group] [-l LOGFILE]

e Display help information.
gs_postuninstall -? | --help

e Display version information.
gs_postuninstall -V | --version

Parameter Description
o -U
Specifies the OS username of openGauss.
Value range: a string. It must comply with the naming convention.
o X
Specifies the path of the openGauss configuration file.
Value range: storage paths of XML files
o -L
Clears only the host environment.

If a host environment in openGauss is cleared, openGauss cannot perform full
environment clearance.

e --delete-user
Deletes the OS user specified by the -U parameter.
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Examples

Helpful Links

In the Red Hat environment, the username and the user group name are the
same. If this parameter is specified, the --delete-group parameter must be
specified.

e -—-delete-group

Deletes the user group where the OS user belongs to (the --delete-user
parameter must be specified when selecting this option).

o |

Specifies a log file name and its path. A timestamp will be added
automatically to the log file name.

When -l is not specified and gaussdbLogPath is not set in the XML file, the
default value of the -l parameter is /var/log/gaussdb/om/gs_local-YYYY-
MMDD_hhmmss.log.

(11 NOTE

After executing gs_postuninstall, the system will automatically delete the directories
related to openGauss (including $GAUSSLOG). You are advised to set the log file path
to a path outside the openGauss database.

e -? --help
Displays help information.
e -V --version

Displays version information.

Clear the host environment.

gs_postuninstall -U omm -X /fopt/software/openGauss/clusterconfig.xml --delete-user
Parsing the configuration file.

Successfully parsed the configuration file.

Check log file path.

Successfully checked log file path.

Checking unpreinstallation.

Successfully checked unpreinstallation.

Deleting the instance's directory.

Successfully deleted the instance's directory.

Deleting the installation directory.

Successfully deleted the installation directory.

Deleting the temporary directory.

Successfully deleted the temporary directory.

Deleting remote OS user.

Successfully deleted remote OS user.

Deleting software packages and environmental variables of other nodes.
Successfully deleted software packages and environmental variables of other nodes.
Deleting logs of other nodes.

Successfully deleted logs of other nodes.

Deleting software packages and environmental variables of the local node.
Successfully deleted software packages and environmental variables of the local nodes.
Deleting local OS user.

Successfully deleted local OS user.

Deleting local node's logs.

Successfully deleted local node's logs.

Successfully cleaned environment.

5.9 gs_preinstall and 5.13 gs_uninstall
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5.9 gs_preinstall

Background

gs_preinstall, provided by openGauss, is used to configure the openGauss
environment so that openGauss can be properly installed.

Precautions

Syntax

You need to check the upper-layer directory permissions to ensure that the
user has the read, write, and execution permissions on the installation
package and configuration file directory.

The mapping between each host name and IP address in the XML
configuration file must be correct.

Only user root is authorized to run the gs_preinstall command.

Running the gs_preinstall command will clear the openGauss mapping
information in the /etc/hosts file, which may cause loss of deployed database
connections. You can manually add other database mappings to the /etc/
hosts file after the installation is complete.

This product supports hybrid deployment of minor versions under major

versions in the same OS. The supported list is as follows:
CentOS 6.4/6.5/6.6/6.7/6.8/6.9

CentOS 7.0/7.1/7.2/7.3/7.4

openEuler

Prepare the openGauss environment.
gs_preinstall -U USER -G GROUP -X XMLFILE [-L] [--skip-os-set] [--env-var="ENVVAR" [...]] [--sep-
env-file=MPPRCFILE] [--skip-hostname-set] [-| LOGFILE] [--non-interactive]

Display help information.
gs_preinstall -? | --help

Display version information.
gs_preinstall -V | --version

Parameter Description

-U
Specifies the name of the OS user running openGauss.
Value range: a string. It must comply with the naming convention.

(11 NOTE
The value of the -U parameter cannot contain the following special characters: "|", ";",
T T W s Y G L] W LRV B 2

-G

Specifies the name of the OS user group running openGauss.

Value range: a string. It must comply with the naming convention.

-X

Specifies the path of the openGauss configuration file.
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Value range: storage paths of XML files

-L

Prepares openGauss installation environment for the current nodes only. This
parameter is used in the scenarios where the trust relationship of user root is

not allowed and where the security hardening parameter PermitRootLogin is
set to no. The following prerequisites must be met:

a. The installation package and openGauss configuration file have been
uploaded to all the hosts.

b. The openGauss installation user has been created and mutual trust
relationships have been established.

All the commands executed on all the hosts are consistent.

d. The mapping relationships between hostnames and IP addresses of all
nodes need to be manually written to /etc/hosts on each host, and the
comment content #Gauss OM IP Hosts Mapping must be added.

--skip-os-set

Specifies whether to set the parameter for the OS. By default, the parameter
is set for the OS. If the parameter is specified, the configuration is dropped.
--env-var="ENVVAR"

Sets the environment variable for common users. You can specify multiple
environment variables.

Value range: a string.

(10 NOTE

This parameter cannot be set to the environment variable created by openGauss by
default. Otherwise, the environment variables of openGauss will be overwritten. Table
5-18 lists the environment variables created by openGauss by default.

--sep-env-file=MPPRCFILE

Saves environment variable files. If this parameter is specified, the split
version of environment variable is used.

(10 NOTE

The environment variable file name cannot be specified the same as that of the
corresponding openGauss directories or those directories, or the directory of the
openGauss user.

--skip-hostname-set

Specifies whether to write the mapping relationship between the host name
and IP address of the XML configuration file to the /etc/hosts file. By default,
the relationship is written to the file. If this parameter is specified, the
relationship is not written to the file.

-1

Specifies a log file name and its path. A timestamp will be added
automatically to the log file name.

Default value: /var/log/gaussdb/user namefom/gs_preinstall.log

When -l is not specified but gaussdbLogPath is set in the XML file, the
default value of the -l parameter is a combination of gaussdbLogPath value,
the user name, and om/gs_preinstall-YYYY-MM-DD_hhmmss.log.
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e --non-interactive
Specifies the preinstallation execution mode.

- When this parameter is not specified, the secure interactive mode is used
where you need to enter the password for man-machine interaction.

- If this parameter is specified, the non-interactive mode is used and man-
machine interaction is not required.

e -? --help
Displays help information.
e -V, --version
Displays version information.

Table 5-18 Environment variables created by openGauss by default

Environment Variable Description

MPPDB_ENV_SEPARATE_PATH Split file path of the openGauss
environment variable

GPHOME openGauss tool directory

PATH openGauss tool script directory

LD_LIBRARY_PATH Third-party dynamic database path
referenced by openGauss

PYTHONPATH Python software path

GAUSS_WARNING_TYPE Alarm type

GAUSSHOME openGauss installation path

GAUSS_VERSION openGauss version

PGHOST Temporary directory of the user in
openGauss

GS_CLUSTER_NAME openGauss hame

GAUSSLOG openGauss log path

GAUSS_ENV Environment variable flag of
openGauss

Manually Setting Syslog on the Server

Add the following content to the /etc/syslog-ng/syslog-ng.conf file:

template t_gaussdb {template("$DATE $SOURCEIP $MSGONLY\n");template_escape(no);};
source s_gaussdb{ udp(); };

filter f_gaussdb { level(err, crit) and match('GaussDB'); };

destination d_gaussdb { file("/var/log/syslog_MPPDB", template(t_gaussdb)); };

log { source(s_gaussdb); filter(f_gaussdb); destination(d_gaussdb); };

Add the following content to the /etc/sysconfig/syslog file:
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Example

SYSLOGD_OPTIONS="-r -m 0"
KLOGD_OPTIONS="-x"

(11 NOTE

You need to perform the operations on every host in openGauss.

Prepare openGauss environment in non-interactive mode.

./gs_preinstall -U omm -G dbgrp -X /opt/software/openGauss/clusterconfig.xml --non-interactive
Parsing the configuration file.

Successfully parsed the configuration file.

Installing the tools on the local node.

Successfully installed the tools on the local node.

Distributing package.

Successfully distributed package.

Installing the tools in the cluster.

Successfully installed the tools in the cluster.

Checking hostname mapping.

Successfully checked hostname mapping.

Checking OS version.

Successfully checked OS version.

Creating cluster's path.

Successfully created cluster's path.

Set and check OS parameter.

Setting OS parameters.

Successfully set OS parameters.

Warning: Installation environment contains some warning messages.

Please get more details by "/package_r8/sudo/gs_checkos -i A -h host179174,host179175,host179176".

Set and check OS parameter completed.
Preparing CRON service.

Successfully prepared CRON service.
Preparing SSH service.

Successfully prepared SSH service.

Setting user environmental variables.
Successfully set user environmental variables.
Configuring alarms on the cluster nodes.
Successfully configured alarms on the cluster nodes.
Setting the dynamic link library.

Successfully set the dynamic link library.
Setting finish flag.

Successfully set finish flag.

Preinstallation succeeded.

Prepare openGauss environment in interactive mode.

./gs_preinstall -U omm -G dbgrp -X /opt/software/openGauss/clusterconfig.xml
Parsing the configuration file.

Successfully parsed the configuration file.
Installing the tools on the local node.

Successfully installed the tools on the local node.
Are you sure you want to create trust for root (yes/no)? yes
Please enter password for root.

Password:

Creating SSH trust for the root permission user.
Please enter password for current user[root].
Password:

Checking network information.

All nodes in the network are Normal.

Successfully checked network information.
Creating SSH trust.

Creating the local key file.

Successfully created the local key files.

Appending local ID to authorized_keys.
Successfully appended local ID to authorized_keys.
Updating the known_hosts file.

Successfully updated the known_hosts file.
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Appending authorized_key on the remote node.
Successfully appended authorized_key on all remote node.
Checking common authentication file content.
Successfully checked common authentication content.
Distributing SSH trust file to all node.

Successfully distributed SSH trust file to all node.
Verifying SSH trust on all hosts.

Successfully verified SSH trust on all hosts.
Successfully created SSH trust.

Successfully created SSH trust for the root permission user.
Distributing package.

Successfully distributed package.

Are you sure you want to create the user[omm] and create trust for it (yes/no)? yes
Please enter password for cluster user.

Password:

Please enter password for cluster user again.
Password:

Creating [omm] user on all nodes.

Successfully created [omm] user on all nodes.
Installing the tools in the cluster.

Successfully installed the tools in the cluster.
Checking hostname mapping.

Successfully checked hostname mapping.

Creating SSH trust for [omm] user.

Please enter password for current user[omm].
Password:

Checking network information.

All nodes in the network are Normal.

Successfully checked network information.

Creating SSH trust.

Creating the local key file.

Successfully created the local key files.

Appending local ID to authorized_keys.

Successfully appended local ID to authorized_keys.
Updating the known_hosts file.

Successfully updated the known_hosts file.
Appending authorized_key on the remote node.
Successfully appended authorized_key on all remote node.
Checking common authentication file content.
Successfully checked common authentication content.
Distributing SSH trust file to all node.

Successfully distributed SSH trust file to all node.
Verifying SSH trust on all hosts.

Successfully verified SSH trust on all hosts.
Successfully created SSH trust.

Successfully created SSH trust for [omm] user.
Checking OS version.

Successfully checked OS version.

Creating cluster's path.

Successfully created cluster's path.

Set and check OS parameter.

Setting OS parameters.

Successfully set OS parameters.

Warning: Installation environment contains some warning messages.

Please get more details by "/package_r8/sudo/gs_checkos -i A -h host179174,host179175,host179176".

Set and check OS parameter completed.
Preparing CRON service.

Successfully prepared CRON service.
Preparing SSH service.

Successfully prepared SSH service.

Setting user environmental variables.
Successfully set user environmental variables.
Configuring alarms on the cluster nodes.
Successfully configured alarms on the cluster nodes.
Setting the dynamic link library.

Successfully set the dynamic link library.
Setting finish flag.

Successfully set finish flag.

Preinstallation succeeded.
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Helpful Links

5.7 gs_install, 5.8 gs_postuninstall

5.10 gs_dropnode

Background

gs_dropnode, provided by openGauss, is used to drop unnecessary standby nodes
from a database with one primary node and multiple standby nodes. You can
delete unnecessary standby nodes until only the primary node is left.

Precautions

When a standby database instance that can be connected is removed, the
database service running on this standby database instance is automatically
stopped, and the gRPC certificate (stored in $GAUSSHOME[share/sslcert/
grpc/) on the standby database instance is automatically deleted. However,
the applications on the standby database instance are not deleted.

If only one primary node is left in the database after the deletion, the system
prompts you to restart the current node. In this case, you are advised to
restart the node based on the service operating environment.

If the target standby database instance cannot be connected before the

operation, you need to manually stop or delete the database service on the
database instance after it is restored, and delete the gRPC certificate (stored
in $GAUSSHOME[share/sslcert/grpc/) from the standby database instance.

The standby node can be dropped only from the primary/standby database
installed in OM mode. The database installed in compilation mode is not
supported.

If the standby node to be removed is in synchronous replication mode and a
transaction is being performed on the primary node when the deletion
command is executed, the transaction submission will be suspended for a
short period of time. After the deletion is complete, the transaction processing
can continue.

After the target standby node is removed, if you are not sure whether the
target standby node is required anymore, use the following method to reject
the remote connection through SSH from the target standby node to avoid
misoperations:

- On the current primary node, modify the /etc/ssh/sshd_config file as
user root and add the following record. If a DenyUsers record exists,
append the following record after the existing one.

‘DenyUsers omm@10.11.12.13"

After the modification, you need to restart the SSH service for the
modification to take effect. After the modification, user omm cannot
remotely log in to the primary node from the target standby node.

- On the current primary node, add the target standby node to the /etc/
hosts.deny file (for example, sshd:10.11.12.13:deny) to reject the remote
connection through SSH from the target standby node (valid for all
users). This method requires that the sshd service be bound to the
libwrap library.
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Prerequisites

Syntax

After the target standby node is removed and is no longer required, run the
gs\_uninstall --delete-data -L command on the target standby node to
uninstall it. Note that the -L option must be added.

After the target standby node is removed, if you need to use the target
standby node in standalone mode and retain the original data, run the
gs_guc set -D /gaussdb/data/dbnode -c "replconninfoX" command on the
target standby node first. In the command, /gaussdb/data/dbnode indicates
the data directory, and replconninfoXindicates a node other than the current
node in the primary and standby clusters. For example, replconninfo1 is
configured for primary/standby nodes while replconninfo1 and
replconninfo2 are configured for one primary and two standby nodes. If the
original data does not need to be retained, run the gs_uninstall --delete-
data -L command to uninstall and then reinstall the node.

After the target standby node is removed, if you need to use the target
standby node as a standby node, run the gs_expansion command to add the
target standby node to the cluster again.

Perform standby node deletion only on the primary node.

Do not perform an primary/standby switchover or failover on other standby
nodes at the same time.

Do not run the gs_expansion command on the primary node for scale-out at
the same time.

Do not run the gs_dropnode command twice at the same time.

Before deletion, ensure that the database management user omm trust
relationship has been established between the primary and standby nodes.

Run this command as a database administrator, for example, omm.

Before running commands, run the source command to import environment
variables of a database on the primary node. If the database is installed in
separate environment variable mode, run the source command to import the
separate environment variables. If they are not separated, run the source
command to import the .bashrc configuration file of the sub-user. Generally,
the file path is /fhome/[user]/.bashrc.

Drop a standby node.

gs_dropnode -U USER -G GROUP -h hostlist

Display help information.

gs_dropnode -? | --help

Display version information.

gs_dropnode -V | --version

Parameter Description

-U
Specifies the OS username of openGauss.
-G
Specifies the OS user group of openGauss.
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e -h

Specifies IP address of the standby node to be dropped. If there are multiple
nodes, use commas (,) to separate them.

e -? --help
Displays help information.
e -V, --version
Displays version information.

Example

Use gs_dropnode to drop nodes.

$ gs_dropnode -U omm -G dbgrp -h 10.11.12.13

The target node to be dropped is (['StandbyNode1'])

Do you want to continue to drop the target node (yes/no)? yes
[gs_dropnode]Start to drop nodes of the cluster.

[gs_dropnode]Start to stop the target node StandbyNode3.
[gs_dropnode]End of stop the target node StandbyNode3.
[gs_dropnode]Start to backup parameter config file on PrimaryNode.
[gs_dropnode]End to backup parameter config file on PrimaryNode.
[gs_dropnode]The backup file of PrimaryNode is /tmp/gs_dropnode_backup20201119205019/
parameter_PrimaryNode.tar

[gs_dropnode]Start to parse parameter config file on PrimaryNode.
[gs_dropnode]End to parse parameter config file on PrimaryNode.
[gs_dropnode]Start to parse backup parameter config file on PrimaryNode.
[gs_dropnode]End to parse backup parameter config file on PrimaryNode.
[gs_dropnode]Start to set postgresql config file on PrimaryNode.
[gs_dropnode]End of set postgresqgl config file on PrimaryNode.
[gs_dropnode]Start to backup parameter config file on StandbyNode2.
[gs_dropnode]End to backup parameter config file on StandbyNode2.
[gs_dropnode]The backup file of StandbyNode2 is /tmp/gs_dropnode_backup20201119205019/
parameter_StandbyNode2.tar

[gs_dropnode]Start to parse parameter config file on StandbyNode2.
[gs_dropnode]End to parse parameter config file on StandbyNode2.
[gs_dropnode]Start to parse backup parameter config file on StandbyNode2.
[gs_dropnode]End to parse backup parameter config file on StandbyNode2.
[gs_dropnode]Start to set postgresql config file on StandbyNode?2.
[gs_dropnode]End of set postgresql config file on StandbyNode2.
[gs_dropnode]Start to get repl slot on PrimaryNode.

[gs_dropnode]Start to set repl slot on PrimaryNode.

[gs_dropnode]End of set repl slot on PrimaryNode.

[gs_dropnode]Start to set pg_hba config file on PrimaryNode.
[gs_dropnode]End of set pg_hba config file on PrimaryNode.
[gs_dropnode]Start to modify the cluster static conf.

[gs_dropnode]End of modify the cluster static conf.

[gs_dropnode]Success to drop the target nodes.

Helpful Links

gs_expansion, gs_ctl

5.11 gs_sshexkey

Background

During the openGauss installation, you need to perform operations such as
running commands and transferring files between hosts in openGauss. Establish
mutual trust among the hosts before the installation. gs_sshexkey, provided by
openGauss, is used to establish such relationships.
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Prerequisites

Syntax

NOTICE

The mutual trust between users root may incur security risks. You are advised to
delete the mutual trust between users root after the installation is complete.

For security purposes, this tool will be automatically deleted after the
preinstallation is complete in enterprise-edition installation mode.

After the mutual trust relationship is established using gs_sshexkey, the
gaussdb_tmp directory is generated in the user directory. This directory is used to
store the ssh-agent process file gauss_socket_tmp and the passphrase file for
encrypting the private key (a 32-bit passphrase is randomly generated and
encrypted using the encrypt tool). At the same time, two ssh-agent processes are
started. These processes are used to mount the private key and automatically
enter the corresponding passphrase. After the processes are started, the
environment variables of the source user are required for the mutual trust
function to take effect.

e The SSH service has been enabled.
e You have verified that SSH ports will not be disabled by firewalls.

e Each host name and IP address have been correctly configured in the XML
file.

e Communication among all the hosts is normal.

e If the mutual trust is to be established for common users, the same user
needs to be created and password set on each host.

e Before running commands, check whether all cluster nodes support the
expect command. If not, download the expect tool. The expect version 5.45 is
recommended.

e If the SELinux service is installed and has been started on each host, ensure
that the security context of the froot directory is set to the default value
system_u:object_r:home_root_t:s0 and that of the /home directory is set to
the default value system_u:object_r:admin_home_t:s0, or disable the
SELinux service.

To check the SELinux status, run the getenforce command. If the command
output is Enforcing, SELinux is installed and has been enabled.

To check the security contexts of the directories, run the following commands:
Is -ldZ /root | awk '{print $4}'

Is -ldZ /home | awk '{print $4}'

To restore the security contexts of the directories, run the following
commands:

restorecon -r -vv /home/
restorecon -r -vv /root/

e  Establish mutual trust.
gs_sshexkey -f HOSTFILE [...] [--skip-hostname-set] [-| LOGFILE]

e Display help information.
gs_sshexkey -? | --help
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e Display version information.
gs_sshexkey -V | --version

Parameter Description
o f

Lists the IP addresses of all the hosts among which mutual trust relationships
need to be established.

(11 NOTE

You need to ensure that only IP addresses (one in each row) are configured in the
hostfile file.

o -l

Specifies the path for saving log files.

Value range: any existing absolute path that can be accessed
e  —-skip-hostname-set

Specifies whether to write the mapping relationship between the host name
and IP address of the -f parameter file to the /etc/hosts file. By default, the
relationship is written to the file. If this parameter is specified, the relationship
is not written to the file. Common users do not have the permission to edit
the /etc/hosts file. Therefore, no mapping is generated for common users
regardless of whether this parameter is specified.

e -? --help
Displays help information.
e -V --version
Displays version information.

Examples

The following examples describe how to establish mutual trust relationships for
user root. Passwords can be entered only in interactive mode.

e Ininteractive mode, if the user passwords are the same, run the following

commands to establish mutual trust:
gs_sshexkey -f /opt/software/hostfile

Please enter password for current user[root].
Password:

Checking network information.

All nodes in the network are Normal.

Successfully checked network information.
Creating SSH trust.

Creating the local key file.

Appending local ID to authorized_keys.
Successfully appended local ID to authorized_keys.
Updating the known_hosts file.

Successfully updated the known_hosts file.
Appending authorized_key on the remote node.
Successfully appended authorized_key on all remote node.
Checking common authentication file content.
Successfully checked common authentication content.
Distributing SSH trust file to all node.

Successfully distributed SSH trust file to all node.
Verifying SSH trust on all hosts.

Successfully verified SSH trust on all hosts.
Successfully created SSH trust.
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5.12 gs_tar

Background

After the backup is compressed using gs_basebackup, the primary data directory
is written to a file named base.tar, and other tablespaces are named after their
OIDs. The generated data file needs to be decompressed using the gs_tar
command.

(11 NOTE

e Currently, the gs_tar command can only be used to decompress archive files generated
by gs_basebackup.

e If a compression level is specified by gs_basebackup, a file ended with gz will be
generated. In this case, you need to run the gzip command to decompress the
generated .tar package, and then run the gs_tar command to decompress the
generated .tar file.

Syntax

Display help information.
gs_tar -? | --help
Display version information.

gs_tar -V | --version

Parameter Description
gs_tar parameters are as follows:
e -F -filename=FILENAME
Decompresses a file. This parameter is mandatory.
e -D, -destination=DIRECTORY
Directory for storing decompressed files. This parameter is mandatory.

Example
gs_tar -D /home/test/dn1 -F /home/test/trunk/install/data/backup/base.tar

5.13 gs_uninstall

Background

openGauss provides the gs_uninstall tool to uninstall a cluster.

Syntax

e Uninstalling openGauss
gs_uninstall [--delete-data] [-L] [-l LOGFILE]
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e Display help information.
gs_uninstall -? | --help

e Display the version number.
gs_uninstall -V | --version

Parameter Description

e --delete-data
Deletes the data file.
e -L

Uninstalls the local host only. If a host in openGauss is uninstalled, openGauss
cannot be performed full uninstallation.

-l

Specifies a log file name and its absolute path that can be accessed. A
timestamp will be added automatically to the log file name.

®  When -l is not specified and gaussdbLogPath is not set in the XML
file, the default value of the -l parameter is $GAUSSLOG/om/
gs_uninstall-YYYY-MM-DD_hhmmss.log.

®  When -l is not specified but gaussdbLogPath is set in the XML file,
the default value of the -l parameter is gaussdbLogPath/
Usernamefom/gs_uninstall-YYYY-MM-DD_hhmmss.log.

(10 NOTE

When executing gs_uninstall, the system will automatically delete the
directories related to openGauss. You are advised to set the log file path to
a path outside the openGauss database.

e -? --help
Displays help information.
e -V, --version

Displays version information.

Example

Execute the gs_uninstall script as a database user to uninstall openGauss.

gs_uninstall --delete-data

Checking uninstallation.
Successfully checked uninstallation.
Stopping the cluster.

Successfully stopped the cluster.
Successfully deleted instances.
Uninstalling application.
Successfully uninstalled application.
Uninstallation succeeded.

Related Commands

5.7 gs_install and 5.8 gs_postuninstall
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5.14 gs_upgradectl

Background

Precautions

You can determine whether to upgrade the existing system based on the new
features provided by openGauss and the current database status.

Currently, in-place upgrade and gray upgrade are supported. The upgrade modes
are classified into major version upgrade and minor version upgrade.

After you select an upgrade mode, the system automatically determines and
selects a proper upgrade policy.

In-place upgrade: During the upgrade, services must be stopped and all nodes
must be upgraded at a time.

Gray upgrade: supports operations on all service during the upgrade and upgrades
all nodes at a time. (This function is supported in versions later than openGauss
1.1.0.)

e Do not perform the upgrade, scale-out, and scale-in at the same time.
e Virtual IP addresses are not supported.

e During the upgrade, do not change the values of the wal_level,
max_connections, max_prepared_transactions, and
max_locks_per_transaction GUC parameters. If the value is changed, the
instance fails to be started after the rollback.

e You are advised to perform upgrade when the database system is idle. You
can determine the upgrade time (for example, holidays) based on experience.

e Before the upgrade, ensure that the database is normal. You can run the
gs_om -t status command to query the database status. If the value of
cluster_state in the query result is Normal, the database is normal.

e Ensure that the database mutual trust is normal before the upgrade. You can
run the ssh hostname command on any node to connect to another node for
verification. If no password is required for the interconnection between hosts,
the mutual trust relationship is normal. (Generally, the mutual trust
relationship is normal when the database is running properly.)

e Before and after the upgrade, the database deployment mode (configuration
file) cannot be changed. Before the upgrade, the deployment mode is verified.
If the deployment mode is changed, an error is reported.

e Ensure that the OS is healthy before the upgrade. You can use the gs_checkos
tool to check the OS status.

e  Services need to be stopped during in-place upgrade. Online upgrade supports
all service operations.

e The database is running properly and data on the primary node has been fully
synchronized to the standby node.

e Do not enable Kerberos during the upgrade.

e Do not modify the version.cfg file decompressed from the installation
package.
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Syntax

If the upgrade fails due to an exception, you need to manually roll back the
upgrade. The next upgrade can be performed only after the rollback is
successful.

If the second upgrade is successful after the rollback, the GUC parameters
that are set at the uncommitted stage become invalid.

Do not manually set GUC parameters during the upgrade.
In gray upgrade, services are interrupted for less than 10s during the upgrade.

During the upgrade, ensure that the kernel version is the same as the OM
version before OM operations. That is, the kernel code and OM code are from
the same software package. If the preinstallation script of an upgrade
package is executed but the upgrade fails or the preinstallation script of a
baseline package is not executed after the upgrade rollback, the kernel code
is inconsistent with the OM code.

If new columns are added to the system catalog during the upgrade, you
cannot view these new columns by running the \d command after the
upgrade. However, you can run the SELECT command to query the new
columns.

The GUC parameter enable_stream_replication must be set to on for the
upgrade. If this parameter is set to off, the upgrade is not allowed.

In gray upgrade, ensure that there are less than 200 concurrent reads and 200
concurrent writes.

In a cluster with one primary node and multiple standby nodes, after the
cluster is upgraded to a version later than openGauss 1.1.0, if
listen_addresses in the configuration file is changed to "', you need to
change values of localport in replconninfof1, ...... replconninfo* to the
original values plus 5. For example, if the original value is 16000, you need to
change it to 16005. Otherwise, the cluster fails to be restarted.

You are advised to perform the upgrade when the disk usage of the database
node is less than 80%.

After the gs_upgradectl -t auto-upgrade command is executed and before it
is submitted, snapshots cannot be generated. That is, snapshots cannot be
generated during the upgrade.

Display help information.
gs_upgradectl -? | --help

Display version information.
gs_upgradectl -V | --version

Select an upgrade policy.
gs_upgradectl -t chose-strategy [-l LOGFILE]

Automatically upgrade openGauss
gs_upgradectl -t auto-upgrade -X XMLFILE [-l LOGFILE] [--grey]

Automatically roll back the upgrade.
gs_upgradectl -t auto-rollback -X XMLFILE [-l LOGFILE] [--force]

Submit the upgrade project.
gs_upgradectl -t commit-upgrade -X XMLFILE [-l LOGFILE]

(10 NOTE

e Once the operation is complete, the rollback operation cannot be performed.
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Parameter Description
o -t
Specifies the gs_upgradectl command type.

Value range: chose-strategy, auto-upgrade, auto-rollback, and commit-
upgrade

o |
Records log information during the upgrade or rollback.
Value range: any existing absolute path that can be accessed

Default value: /var/log/gaussdb/User namefom/gs_upgradectl-YYYY-MM-
DD_hhmmss.log

e -? --help
Displays help information.
e -V, --version
Displays version information.
o X
Specifies the openGauss configuration file.
Value range: storage paths of XML files

o --grey
Performs gray upgrade.
e —force

If openGauss is abnormal and does not support normal rollback, use this
parameter to perform a forcible rollback.

Examples

Example 1: Use the new package to perform pre-upgrade operations.

./gs_preinstall -U roach -G users -X /data/xml/3node_3c3d_1m2s_etcd.xml
Parsing the configuration file.

Successfully parsed the configuration file.
Installing the tools on the local node.
Successfully installed the tools on the local node.
Setting pssh path

Successfully set core path.

Distributing package.

Begin to distribute package to tool path.
Successfully distribute package to tool path.
Begin to distribute package to package path.
Successfully distribute package to package path.
Successfully distributed package.

Installing the tools in the cluster.

Successfully installed the tools in the cluster.
Checking hostname mapping.

Successfully checked hostname mapping.
Checking OS version.

Successfully checked OS version.

Creating cluster's path.

Successfully created cluster's path.

Set and check OS parameter.

Setting OS parameters.

Successfully set OS parameters.

Set and check OS parameter completed.
Preparing CRON service.

Successfully prepared CRON service.
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Preparing SSH service.

Successfully prepared SSH service.

Setting user environmental variables.
Successfully set user environmental variables.
Configuring alarms on the cluster nodes.

Successfully configured alarms on the cluster nodes.

Setting the dynamic link library.
Successfully set the dynamic link library.
Setting pssh path

Successfully set pssh path.

Setting Cgroup.

Successfully set Cgroup.

Set ARM Optimization.
Successfully set ARM Optimization.
Preinstalling secbox.

Successfully installed secbox.
Setting finish flag.

Successfully set finish flag.
Preinstallation succeeded.

Example 2: Execute the gs_upgradectl script to perform the upgrade.

gs_upgradectl -t upgrade -X /data/xml/3node_3c3d_1m2s_etcd.xml

Static configuration matched with old static configuration files.

Performing inplace rollback.

Rollback succeeded.

Checking upgrade environment.

Successfully checked upgrade environment.
Successfully checked upgrade environment.
Successfully started cluster.

Start to do health check.

Successfully checked cluster status.

Backing up current application and configurations.

Successfully backed up current application and configurations.

Stopping the cluster.

Successfully stopped cluster.

Backing up cluster configuration.
Successfully backup hotpatch config file.
Successfully backed up cluster configuration.
Installing new binary.

Restoring cluster configuration.

Successfully restored cluster configuration.
Modifying the socket path.

Successfully modified socket path.

Switch symbolic link to new binary directory.

Successfully switch symbolic link to new binary directory.

Successfully started cluster.
Start to do health check.
Successfully checked cluster status.

Upgrade main process has been finished, user can do some check now.
Once the check done, please execute following command to commit upgrade:

gs_upgradectl -t commit-upgrade -X /data/xml/3node_3c3d_1m2s_etcd.xml

Example 3: Execute the gs_upgradectl script to perform automatic rollback on the

upgrade.

gs_upgradectl -t auto-rollback -X /data/xml/3node_3c3d_1m2s_etcd.xml

Static configuration matched with old static configuration files.

Performing inplace rollback.

Checking static configuration files.
Successfully checked static configuration files.
Restoring cluster configuration.

Successfully rollback hotpatch config file.
Successfully restored cluster configuration.
Switch symbolic link to old binary directory.

Successfully switch symbolic link to old binary directory.

Stopping the cluster.
Successfully stopped cluster.
Restoring application and configurations.
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Successfully restored application and configuration.
Restoring cluster configuration.

Successfully rollback hotpatch config file.
Successfully restored cluster configuration.
Successfully started cluster.

Successfully cleaned new install path.

Rollback succeeded.

Example 4: Execute the gs_upgradectl script to submit the upgrade in in-place
mode.

gs_upgradectl -t commit -X /data/xml/3node_3c3d_1m2s_etcd.xml
Old cluster app path is /data/gauss/app_e67b8bcd

Successfully Cleaned old install path.

Commit binary upgrade succeeded.

5.15 gstrace

Function

Syntax

gstrace, provided by openGauss, is used to trace the kernel code execution path,
record kernel data structure, and analyze code performance. The number of trace
points and data are fixed in the version and cannot be dynamically added or
deleted.

1. The specified memory variables dumped from the kernel are used only for
diagnosis and analysis. Registers or memory addresses will not be randomly
and directly specified. The read memory addresses are hard-coded in the
development, and no register or memory is read or modified randomly.

2. Trace points may involve sensitive data. Before collecting information to be
traced, you need to obtain authorization and permission from the customer.

3. openGauss does not point on sensitive information or trace user-related data.

4. The trace is used only for diagnosis. Enabling the trace function affects the
performance, and the impact depends on the load and the modules to be
traced.

5. The permission of the trace tool is 0700, which indicates that only database
users can read, write, and execute the trace tool.

(1 NOTE

If the process is stopped abnormally, the gstrace_trace_cfg_*file will exist in the /dev/shm
directory. You can manually delete the file.

gstrace [start|stop|configldump|detailcodepath|analyze] [-p <port>][-s <BUFFER_SIZE>] [-f <DUMP_FILE>] [-
0 <OUTPUT_FILE>] [-t <STEP_SIZE>]
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Parameter Description

Table 5-19 gs_trace parameters

Parameter Description

start Starts tracing.

stop Stops tracing and releases the shared memory trace buffer.
Note: This will cause the traced information in the trace
buffer to be lost.

config Displays configurations of the tracing tool.

dump Writes the traced information frm the shared memory to a
specified file. If the tracing is not started, an error message
will be displayed.

detail Parses the dumped binary file to a text file, so that traced
threads and time information are displayed.

codepath Extracts the function calling information from the dumped
file and displays the information in the call stack mode.

analyze Collects statistics on the number of execution times, total
duration, average duration, maximum duration, and
minimum duration of each function.

-p PORT Specifies the listening port number of an instance on
which the trace function is enabled.

-f DUMP_FILE Specifies the trace file to be dumped.

-0 OUTPUT_FILE

Specifies the file to be written.

-t STEP_SIZE

Specifies the time span for segment analysis, in seconds.
This parameter is optional. A separate
{OUTPUT_FILE}.step file will be generated.
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Parameter

Description

-m MASK

Specifies the modules and functions to be traced. If this
parameter is left blank, all functions of all modules with
the trace interface added are traced.

Format: [comp...][ALL].[func..][ALL]
Description:

e comp indicates the module list, which is separated by
commas (,). For example, executer,opengauss. You can
also use a sequence number, for example, executer,2.

e func indicates a function list, which is separated by
commas (,). For example, sql_execute_ddl,
sql_execute_dcl. You can also use a sequence number
to indicate the sequence number of a function in a
module, for example, 2.

e The value ALL indicates that all modules or functions
are traced.

Examples:

e executer,opengauss.ALL: All functions defined in the
executer and opengauss modules are traced.

e executer,opengauss.sql_execute_ddl: The
sql_execute_ddl function defined in the executer is
traced. The opengauss module is ignored because this
function does not exist.

e executer,opengauss.1: The first functions in the
executer and opengauss modules are traced.

ALL.1,2: The first and second functions in all modules are
traced.

-s BUFFER_SIZE

Specifies the size of the shared memory used for the trace
function. The default value is 1 GB. If the specified value of
BUFFER_SIZE is less than the minimum value 2048, the
system automatically adjusts the value to the minimum
value. If the value specified by BUFFER_SIZE is not 2AN (2
to the power of N), 2AN is aligned downwards. For
example, if BUFFER_SIZE is set to 3072, the system
changes the value to 2048 because 2A11 < 3072 < 2A12.

Example

1. Start the tracing.
gstrace start -p 8000

2. Stop the tracing.
gstrace stop -p 8000

3. Check the configurations for tracing.

gstrace config -p 8000

4. dump trace
gstrace dump -p 8000

-0 /data/8000.dump
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5. Parses dumped details.
gstrace detail -f /data/8000.dump -o /data/8000.detail

6. Parse dumped codepath.
gstrace codepath -f /data/8000.dump -o /data/8000.codepath

7. Analyze the global performance.
gstrace analyze -f /data/8000.dump -o /data/8000.perf

8. Analyze the segment performance.
gstrace analyze -f /data/8000.dump -o /data/8000.perf -t 1

5.16 kdb5_util

Function
kdb5_util, provided by openGauss authentication service Kerberos, is a database
management tool used to create, destroy, import, and export databases.
Parameter Description

The Kerberos tool is provided by an open-source third party. For details about the
parameters, see the Kerberos official document at https://web.mit.edu/kerberos/
krb5-1.17/doc/admin/admin_commands/index.html.

5.17 kadmin.local

Function

kadmin.local, provided by openGauss authentication service Kerberos, is used to
directly access the kdc service database and perform operations such as adding,
deleting, and modifying Kerberos users.

Parameter Description

The Kerberos tool is provided by an open-source third party. For details about the
parameters, see the Kerberos official document at https://web.mit.edu/kerberos/
krb5-1.17/doc/admin/admin_commands/index.html.

5.18 kinit

Function
kinit, provided by openGauss authentication service Kerberos, is used by specific
users to obtain and cache TGT capabilities.

Parameter Description

The Kerberos tool is provided by an open-source third party. For details about the
parameters, see the Kerberos official document at https://web.mit.edu/kerberos/
krb5-1.17/doc/admin/admin_commands/index.html.
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5.19 klist

Function

klist, provided by openGauss authentication service Kerberos, is used to list users
and tickets in the credential cache.

Parameter Description

The Kerberos tool is provided by an open-source third party. For details about the
parameters, see the Kerberos official document at https://web.mit.edu/kerberos/
krb5-1.17/doc/admin/admin_commands/index.html.

5.20 krb5kdc

Function
krb5kdc, provided by openGauss authentication service Kerberos, is used to
provide column authentication and key management services.
Parameter Description

The Kerberos tool is provided by an open-source third party. For details about the
parameters, see the Kerberos official document at https://web.mit.edu/kerberos/
krb5-1.17/doc/admin/admin_commands/index.html.

5.21 kdestroy

Function
kdestroy, provided by openGauss authentication service Kerberos, is used to
destroy the user's authorization tickets.

Parameter Description

The Kerberos tool is provided by an open-source third party. For details about the
parameters, see the Kerberos official document at https://web.mit.edu/kerberos/
krb5-1.17/doc/admin/admin_commands/index.html.

5.22 pg_config

Function

The pg_config tool is used to print the configuration parameters of the installed
database to find the header files and libraries corresponding to the software
packages related to the database.
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Syntax
pg_config [option...]

Parameter Description

The pg_config tool supports one or more of the following options. If more than
one option is provided, the information is printed in sequence. Each line contains
one option. If no option is given, all available information is printed with the label.
e -—-bindir

Prints the path of the executable file of a user. For example, you can use this
option to find the psql program. Generally, this is the path of the pg_config
program.

e --docdir
Prints the location of a document.

e --htmldir
Prints the location of the HTML file.
e —includedir

Prints the path of the C header file of the client interface.
e --pkgincludedir
Prints the location of other C header files.
e --includedir-server
Prints the location of the C header files used for server programming.

e --libdir
Prints the path of the target code library.
e --pkglibdir

Prints the location of dynamically loaded modules, or where the server looks
for them. Data files related to other systems may also be stored in this
directory.

e --localedir

Prints the location of the locale support file. If the locale support is not
configured when the database is compiled, the value is an empty string.

e --mandir

Prints the location of the manual page.
e --sharedir

Prints the location of system-independent support files.
e  --sysconfdir

Prints the location of the system-wide configuration file.
e --pgxs

Prints the location of the extended makefiles file.
e —-configure

Prints the options passed to the configure script during configuration and
database compilation. The options are used to copy the same configuration or
find out which options are used to compile the binary package. However, note
that binary packages usually contain vendor-provided patches.
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--CC

Prints the values of the CC variables used to compile the database. This
option displays the C compiler in use.

--cppflags

Prints the value of the CPPFLAGS variable used to compile the database. This
option displays the C compiler switch (usually -1) needed for preprocessing.

--cflags

Prints the value of the CFLAGS variable used during database compilation.
This option displays the C compiler switch.

--cflags_sl

Prints the value of the CFLAGS SL variable used during database compilation.
This option shows the additional C compiler switch for compiling the shared
library.

--ldflags

Prints the value of the LDFLAGS variable used during database compilation. It
shows the linker's switch.

--ldflags_ex

Prints the value of the LDFLAGS EX variable used to create the database. This
shows the linker switch for building executable files.

--ldflags_sl

Prints the value of the LDFLAGS_SL variable used during database
compilation. It shows the switch of the linker used to compile the shared
library.

--libs

Prints the value of the L/BS variable used during database compilation. It
usually contains the -l switch of the external library connected to the
database.

--version

Prints the database version.

-?, --help

Displays help information about pg_config command parameters and exits.

5.23 pg_controldata

Function

The pg_controldata tool is used to display information about control files in the
database directory.

Prerequisites

Ensure that the data directory is correct and the pg_control file exists in the
corresponding data directory.
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Syntax

Check the control file information.
pg_controldata DATADIR

Display the version number.
pg_controldata -V | --version

Display help information.
pg_controldata -? | --help

Parameter Description

DATADIR

Parameter used for viewing the control file information. DATADIR indicates
the database directory corresponding to the instance.

-V, --version

Displays version information.
-?,--help

Displays help information.

5.24 pg_recvlogical

Function

pg_recvlogical connects to a specified node to create and delete logical
replication slots, obtains the intermediate result of logic decoding from the node
continuously in real time, and outputs the result to a file or in standard mode.

Syntax

pg_recvlogical [OPTION]...

Logical replication slot behavior parameters are mandatory and must be specified.
Other parameters are optional. If you do not specify them, the default values will
be read.

Parameter Description

Logical replication slot behavior parameters (mandatory):
-  --create
Creates a logical replication slot.

The pg_create_logical_replication_slot function is called internally. The
user who calls this function must have the SYSADMIN or REPLICATION
permission or inherits the permission of the built-in role
gs_role_replication. This function can be called only on the primary
node. For details, see the description of the
pg_create_logical_replication_slot function in Developer Guide.

- --start

Starts the flow replication of a logic replication slot.
- --drop

Deletes a logical replication slot.
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Connection parameters:

-d, --dbname=DBNAME

Connects to the target database.

-h, --host=HOSTNAME

Specifies the name or socket of the connected host.

-p, --port=PORT

Specifies the HA port number for connecting to the target node.
-U, --username=NAME

Specifies the user name for connecting to the target database.
-w, --no-password

Performs connection without a password.

-W, --password

Performs connection with a specified password.

Replication parameters:

-F --fsync-interval=INTERVAL

Specifies an interval for synchronizing data to the target output file.
The unit is s. The default value is 10.

-0, --option=NAME[=VALUE]

Adds parameters to the output plug-in of a logical replication slot.

The value can be include-xids, skip-empty-xacts, include-timestamp,
only-local, force-binary, white-table-list, standby-connection,
parallel-decode-num, decode-style, or sending-batch.

For details, see "SQL Reference > Functions and Operators > System
Administration Functions > Logical Replication Functions >
pg_logical_slot_peek_changes > options" and "Application Development
Guide > Development Based on JDBC > Example: Logic Replication Code"
in Developer Guide.

-P, --plugin=PLUGIN

Specifies the logical replication slot output plug-in.
The default value is mppdb_decoding.

-s, --status-interval=INTERVAL

Specifies an interval for sending heartbeat packets.
The unit is s. The default value is 10.

-S, --slot=SLOT

Specifies the name of a logical replication slot.

-l, --startpos=PTR

Specifies the LSN location of the initial replication when an existing
logical replication slot is used.

Other parameters:

-f, --file=FILE
Specifies the output file.
If - is used, data is output to stdout.
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- -n, --no-loop
Specifies that the system does not retry after the connection fails.
- -y, --verbose
Displays detailed information.
- -V, --version
Displays the version and exits immediately.
- -7, --help
Displays help information and exits immediately.
- -, --raw

In parallel decoding scenarios, if this parameter is set, the binary format
or batch sending result will not be converted to the text format. This
parameter is used only by test personnel to measure the parallel
decoding performance. After this parameter is set, the decoding result
sent in binary mode or in batches are in unreadable format.

Examples

1. Create a logical replication slot named test_slot.
pg_recvlogical -d postgres -S test_slot -p 26000 --create

2. Enable stream decoding and output the result to stdout.
pg_recvlogical -d postgres -S test_slot -p 26000 --start -v -f -
pg_recvlogical: starting log streaming at 0/0 (slot test_slot)
pg_recvlogical: initiated streaming
pg_recvlogical: confirming write up to 0/0, flush to 0/0 (slot test_slot)
pg_recvlogical: confirming write up to 0/2A342E8, flush to 0/2A342E8 (slot test_slot)
pg_recvlogical: confirming write up to 0/2A34320, flush to 0/2A34320 (slot test_slot)
pg_recvlogical: confirming write up to 0/2A34320, flush to 0/2A34320 (slot test_slot)
BEGIN 16039
table public.t: INSERT: a[integer]:4 b[integer]:4
COMMIT 16039
pg_recvlogical: confirming write up to 0/2A34450, flush to 0/2A34450 (slot test_slot)
pg_recvlogical: confirming write up to 0/2A34450, flush to 0/2A34450 (slot test_slot)

3. Delete the logical replication slot.
pg_recvlogical -d postgres -S test_slot -p 26000 --drop

5.25 pg_resetxlog

Function
pg_resetxlog is a tool for re-setting database transaction files.
/\ CAUTION
Before running the pg_resetxlog command, stop the database.
Prerequisites

Ensure that the database directory exists and is correct.
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Syntax

pg_resetxlog [OPTION]... DATADIR

Parameter Description

OPTION is described as follows:

DATADIR

Database directory to be modified. Ensure that the directory is correct.
-e XIDEPOCH

Sets the next transaction ID.

-f

Forcibly updates transaction files.

-1 xlogfile

Specifies the smallest WAL start position for new transaction logs.
-m XID

Sets the next multitransaction ID.

-n

Displays the value in the configuration file without update.
-0 OID

Sets the next OID.

-O OFFSET

Sets the offset of the next multitransaction.

-V, --version

Displays version information.

-x XID

Sets the next transaction ID.

-?, --help

Displays help information.

5.26 gs_probackup

Background

gs_probackup is a tool used to manage openGauss database backup and
restoration. It periodically backs up the openGauss instances so that the server can
be restored when the database is faulty.

It supports the physical backup of a standalone database, a primary node, or
a standby node of the primary node database.

It supports the backup of contents in external directories, such as script files,
configuration files, log files, and dump files.

It supports incremental backup, periodic backup, and remote backup.
It supports settings on the backup retention policy.
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Prerequisites

Important Notes

The openGauss database can be connected.

To use PTRACK incremental backup, manually add enable_cbm_tracking =
on to postgresql.conf.

To prevent Xlogs from being cleared before the transmission is complete,
increase the value of wal_keep_segments in the postgresql.conf file.

The backup must be performed by the user who runs the database server.

The major version number of the database server to be backed up must be
the same as that of the database server to be restored.

To back up a database in remote mode using SSH, install the database of the
same major version on the local and remote hosts, and run the ssh-copy-id
remote_user@remote_host command to set an SSH connection without a
password between the local host backup user and the remote host database
user.

In remote mode, only the subcommands add-instance, backup, and restore
can be executed.

Before running the restore subcommand, stop the gaussdb process.

If a user-defined tablespace exists, add the --external-dirs parameter when
backing up the tablespace. Otherwise, the tablespace will not be backed up.

If a large amount of data needs to be backed up, adjust the values of
session_timeout and wal_sender_timeout in the postgresql.conf file to
prevent backup timeout. In addition, adjust the value of --rw-timeout in the
backup command line parameters.

When using the -T option to redirect the external directory in the backup to a
new directory during restoration, specify the --external-mapping parameter.

After an incremental backup is restored, the created logical replication slot is
unavailable and needs to be deleted and recreated.

When remote backup is used, ensure that the clock of the remote server is
synchronized with that of the backup server. Otherwise, gaussdb may fail to
be started when --recovery-target-time is used for restoration.

When remote backup is valid (remote-proto=ssh), ensure that -h and --
remote-host specify the same server. When remote backup is invalid, if the -h
option is specified, ensure that -h specifies the local address or local host
name.

Currently, logical replication slots cannot be backed up.

Command Description

Print the gs_probackup version.
gs_probackup -V|--version
gs_probackup version

Display brief information about the gs_probackup command. Alternatively,

display details about parameters of a specified subcommand of

gs_probackup.
gs_probackup -?|--help
gs_probackup help [command]
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Initialize the backup directory in backup-path. The backup directory stores
the contents that have been backed up. If the backup-path backup path

exists, it must be empty.
gs_probackup init -B backup-path [--help]

Initialize a new backup instance in the backup directory of backup-path and
generate the pg_probackup.conf configuration file, which saves the
gs_probackup settings of the specified data directory pgdata-path.
gs_probackup add-instance -B backup-path -D pgdata-path --instance=instance_name

[-E external-directories-paths]

[remote_options]
[--help]

Delete the backup content related to the specified instance from the backup-
path directory.

gs_probackup del-instance -B backup-path --instance=/instance_name
[--help]

Add the specified connection, compression, and log-related settings to the
pg_probackup.conf configuration file or modify the existing settings. You are

not advised to manually edit the pg_probackup.conf configuration file.
gs_probackup set-config -B backup-path --instance=/nstance_name

[-D pgdata-path] [-E external-directories-paths] [--archive-timeout=timeout]
[--retention-redundancy=retention-redundancy] [--retention-window=retention-window] [--wal-
depth=wal-depth]

[--compress-algorithm=compress-algorithm] [--compress-level=compress-level]

[-d dbname] [-h hostname] [-p port] [-U username]

[logging_options] [remote_options]

[--help]

Add the backup-related settings to the backup.control configuration file or

modify the settings.

gs_probackup set-backup -B backup-path --instance=instance_name -i backup-id

[--note=tex?] [pinning_options]

[--help]

Display the content of the pg_probackup.conf configuration file in the
backup directory. You can specify --format=json to display the information in
JSON format. By default, the plain text format is used.

gs_probackup show-config -B backup-path --instance=/nstance_name

[--format=plain|json]

[--help]

Display the contents of the backup directory. If instance_name and
backup_id are specified, detailed information about the backup is displayed.
You can specify --format=json to display the information in JSON format. By
default, the plain text format is used.

gs_probackup show -B backup-path

[--instance=/nstance_name [-i backup-id]] [--archive] [--format=plain|json]
[--help]

Create a backup for a specified database instance.

gs_probackup backup -B backup-path --instance=/nstance_name -b backup-mode

[-D pgdata-path] [-C] [-S slot-name] [--temp-slot] [--backup-pg-log] [-j threads_num)] [--progress]
[--no-validate] [--skip-block-validation] [-E external-directories-paths] [--no-sync] [--note=text]
[--archive-timeout=timeout] [-t rwtimeout]

[logging_options] [retention_options] [compression_options]

[connection_options] [remote_options] [pinning_options]

[--help]

Restore a specified instance from the backup copy in the backup-path
directory. If an instance to be restored is specified, gs_probackup will look for
its latest backup and restore it to the specified recovery objective. Otherwise,

the latest backup of any instance is used.

gs_probackup restore -B backup-path --instance=instance_name

[-D pgdata-path] [-i backup_id] [-j threads_num) [--progress] [--force] [--no-sync] [--no-validate] [--
skip-block-validation]
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[--external-mapping=OLDDIR=NEWDIR] [-T OLDDIR=NEWDIR] [--skip-external-dirs] [-I
incremental_mode])

[recovery_options] [remote_options] [logging_options]

[--help]

Merge all incremental backups between the specified incremental backup and
its parent full backup into the parent full backup. The parent full backup will
receive all merged data, while the merged incremental backup will be deleted

as redundancy.

gs_probackup merge -B backup-path --instance=instance_name -i backup_id
[-j threads_num)] [--progress] [logging_options]

[--help]

Delete a specified backup or delete backups that do not meet the current

retention policy.

gs_probackup delete -B backup-path --instance=/nstance_name

[-i backup-id | --delete-expired | --merge-expired | --status=backup_status]
[--delete-wal] [-j threads_num] [--progress]
[--retention-redundancy=retention-redundancy] [--retention-window=retention-window]
[--wal-depth=wal-depth] [--dry-run]

[logging_options]

[--help]

Verify that all files required for restoring the database exist and are not
damaged. If instance_name is not specified, gs_probackup verifies all
available backups in the backup directory. If instance_name is specified and
no additional options are specified, gs_probackup verifies all available
backups for this backup instance. If both instance_name and backup-id or
recovery objective-related options are specified, gs_probackup checks

whether these options can be used to restore the database.

gs_probackup validate -B backup-path

[--instance=/nstance_name] [-i backup-id]

[-j threads_num] [--progress] [--skip-block-validation]

[--recovery-target-time=time | --recovery-target-xid=xid | --recovery-target-lsn=/(sn | --recovery-target-
name=target-name]

[--recovery-target-inclusive=boolean]

[logging_options]

[--help]

Parameter Description

Common parameters

command

Specifies subcommands except version and help: init, add-instance, del-
instance, set-config, set-backup, show-config, show, backup, restore,
merge, delete, and validate.

-?, --help

Displays help information about the command line parameters of
gs_probackup and exits.

Only --help can be used in subcommands; -? is forbidden.
-V, --version

Prints the gs_probackup version and exits.

-B backup-path, --backup-path=backup-path

Backup path.

System environment variable: $BACKUP_PATH

-D pgdata-path, --pgdata=pgdata-path

Path of the data directory.
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System environment variable: $PGDATA
e --instance=/nstance_name
Instance name.
e -i backup-id, --backup-id=backup-id
Unique identifier of a backup.
e --format=format

Specifies format of the backup information to be displayed. The plain and
JSON formats are supported.

Default value: plain
e  -—-status=backup_status
Deletes all backups in a specified state. The states are as follows:
- OK: Backup is complete and valid.
- DONE: Backup has been completed but not verified.
- RUNNING: Backup is in progress.
- MERGING: Backups are being merged.
- DELETING: Backup is being deleted.
- CORRUPT: Some backup files are damaged.
- ERROR: Backup fails due to an unexpected error.

- ORPHAN: Backup is invalid because one of its parent backups is
corrupted or lost.

e -j threads num, --threads=threads_num

Sets the number of concurrent threads for the backup, restoration, and
combination processes.

e --archive

Displays WAL archiving information.
e  --progress

Displays progress.
e --note=tfext

Adds a note to the backup.

Backup-related parameters

e -b backup-mode, --backup-mode=backup-mode
Specifies the backup mode. The value can be FULL or PTRACK.
FULL: creates a full backup. The full backup contains all data files.
PTRACK: creates a PTRACK incremental backup.

e -C, --smooth-checkpoint

Expands checkpoints within a period of time. By default, gs_probackup
attempts to complete checkpoints as soon as possible.

e -S slot-name, --slot=slot-name
Specifies the replication slot for WAL stream processing.
e -—-temp-slot
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Creates a temporary physical replication slot for WAL stream processing in the
backup instance to ensure that all required WAL segments are still available
during the backup.

The default slot name is pg_probackup_slot, which can be changed using the
--slot/-S option.

--backup-pg-log

Includes the log directory in the backup. This directory typically contains log
messages. By default, the log directory is included, but the log file is not
included. If the default log path is changed, you can use the -E parameter to
back up log files. The following describes how to use the -E parameter.

-E external-directories-paths, --external-dirs=external-directories-paths

Includes the specified directory in the backup. This option is useful for backing
up scripts in external data directories, sql dumps, and configuration files. To
back up multiple external directories, use colons (:) to separate their paths in
Unix.

Example: -E /tmp/dir1:/tmp/dir2

--skip-block-validation

Disables block-level verification to speed up backup.
--no-validate

Skips the automatic verification when the backup is complete.
--no-sync

Disables backup file synchronization to the disk.
--archive-timeout=¢timeout

Specifies timeout interval for streaming processing, in seconds.
Default value: 300

-t rwtimeout

Specifies timeout interval for a connection, in seconds.
Default value: 120

Restoration-related parameters

-1, --incremental-mode=none|checksum]|lsn

Reuses the valid pages available in PGDATA if they are not modified.
Default value: none

--external-mapping=OLDDIR=NEWDIR

During restoration, the external directory contained in the backup is moved
from OLDDIR to NEWDIR. OLDDIR and NEWDIR must be absolute paths. If
the path contains an equal sign (=), use a backslash (\) to escape. This option
can be specified for multiple directories.

-T OLDDIR=NEWDIR, --tablespace-mapping=OLDDIR=NEWDIR

Relocates the tablespace from the OLDDIR directory to the NEWDIR directory
during the restoration. OLDDIR and NEWDIR must be absolute paths. If the
path contains an equal sign (=), use a backslash (\) to escape. This parameter
can be specified multiple times for multiple tablespaces. This parameter must
be used together with --external-mapping.

--skip-external-dirs
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Skips the external directories in the backup that are specified using the --
external-dirs option. The contents of these directories will not be restored.

--skip-block-validation

Skips block-level verification to speed up verification. During the automatic
verification before the restoration, only file-level verification is performed.

--no-validate
Skips the backup verification.
--force

Specifies the invalid state that allows ignoring backup. This flag can be used if
data needs to be restored from a damaged or invalid backup. Exercise caution
when using it.

Recovery objective-related parameters (recovery_options)

(11 NOTE

Currently, continuous WAL archiving PITR cannot be configured. Therefore, parameter usage
is restricted as follows:

To use continuously archived WAL logs for PITR, perform the following steps:
1. Replace the target database directory with the physical backup files.
2. Delete all files in the database directory pg_xlog/.

3. Copy the archived WAL log file to the pg_xlog file. (Or you can configure
restore_command in the recovery.conf file to skip this step.)

4. Create the recovery.conf file in the database directory and specify the database
restoration degree.

5. Start the database.

6. Connect to the database and check whether the database is recovered to the expected
status. If the expected status is reached, run the pg_xlog_replay_resume() command so
that the primary node can provide services externally.

--recovery-target-lsn=/[sn

Specifies LSN to be restored. Currently, only the backup stop LSN can be
specified.

--recovery-target-name=target-name

Specifies named savepoint to which data is restored. You can obtain the
savepoint by viewing the recovery-name column in the backup.

--recovery-target-time=time

Specifies time to which data is restored. Currently, only recovery-time can be
specified.

--recovery-target-xid=xid

Specifies transaction ID to which data is restored. Currently, only recovery-xid
can be specified.

--recovery-target-inclusive=boolean

When this parameter is set to true, the recovery objective will include the
specified content.

When this parameter is set to false, the recovery objective will not include the
specified content.

This parameter must be used together with --recovery-target-name, --
recovery-target-time, --recovery-target-Ilsn, or --recovery-target-xid.
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Retention-related parameters (retention_options)

(11 NOTE

The following parameters can be used together with the backup and delete commands.
--retention-redundancy=retention-redundancy

Number of full backups retained in the data directory. The value must be a
positive integer. The value 0 indicates that the setting is disabled.

Default value: 0
--retention-window=retention-window

Specifies the retention period. The value must be a positive integer. The value
0 indicates that the setting is disabled.

Default value: 0
--wal-depth=wal-depth

Latest number of valid backups that must be retained on each timeline to
perform the PITR capability. The value must be a positive integer. The value 0
indicates that the setting is disabled.

Default value: 0

--delete-wal

Deletes unnecessary WAL files from any existing backup.
--delete-expired

Deletes the backups that do not comply with the retention policy defined in
the pg_probackup.conf configuration file.

--merge-expired

Merges the oldest incremental backup that meets the retention policy
requirements with its expired parent backup.

--dry-run

Displays the status of all available backups. Expired backups will not be
deleted or merged.

Fixed backup-related parameters (pinning_options)

(11 NOTE

To exclude certain backups from the established retention policy, you can use the following

parameters with the backup and set-backup commands.
--ttl=interval

Specifies a fixed amount of time to back up data from the restoration time.
The value must be a positive integer. The value 0 indicates that the backup is
canceled.

Supported unit: ms, s, min, h, d (default value: s)
For example, --ttl=30d.
--expire-time=¢time

Specifies the timestamp when the backup is invalid. The time stamp must
comply with the ISO-8601 standard.

For example, --expire-time='2020-01-01 00:00:00+03'.

Log-related parameters (logging_options)

Issue 01 (2022-03-31)

Copyright © Huawei Technologies Co., Ltd. 266



openGauss
Tool Reference

5 Tools Used in the Internal System

Log levels: verbose, log, info, warning, error, and off.

--log-level-console=/og-level-console

Sets the level of logs to be sent to the console. Each level contains all the
levels following it. A higher level indicates fewer messages sent. If this
parameter is set to off, the log recording function of the console is disabled.

Default value: info
--log-level-file=log-level-file

Sets the level of logs to be sent to the log file. Each level contains all the
levels following it. A higher level indicates fewer messages sent. If this
parameter is set to off, the log file recording function is disabled.

Default value: off
--log-filename=/log-filename

Specifies the name of the log file to be created. The file name can use the
strftime mode. Therefore, %-escapes can be used to specify the file name
that changes with time.

For example, if the pg_probackup-%u.log mode is specified, pg_probackup
generates a log file each day of the week, with %u replaced by the
corresponding decimal number, that is, pg_probackup-1.log indicates
Monday. pg_probackup-2.log indicates Tuesday, and so on.

This parameter is valid if the --log-level-file parameter is specified to enable
log file recording.

Default value: pg_probackup.log
--error-log-filename=error-log-filename

Specifies the name of the log file that is used only for error logs. The
specifying method is the same as that of the --log-filename parameter.

It is used for troubleshooting and monitoring.

--log-directory=/log-directory

Specifies the directory where log files are created. The value must be an
absolute path. This directory is created when the first log is written.

Default value: SBACKUP_PATH/log

--log-rotation-size=/log-rotation-size

Specifies the maximum size of a log file. If the maximum size is reached, the
log file will be circulated after the gs_probackup command is executed. The

help and version commands will not lead to a log file circulation. The value 0
indicates that the file size-based loop is disabled.

The unit can be KB, MB, GB, or TB. The default unit is KB.
Default value: 0
--log-rotation-age=/og-rotation-age

Maximum life cycle of a log file. If the maximum size is reached, the log file
will be circulated after the gs_probackup command is executed. The help and
version commands will not lead to a log file circulation. The
SBACKUP_PATH/log/log_rotation directory saves the time of the last created
log file. The value 0 indicates that the time-based loop is disabled.

Supported unit: ms, s, min, h, d (default value: min)
Default value: 0
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Connection-related parameters (connection_options)

(11 NOTE

The following parameters can be used together with the backup command.
-d dbname, --pgdatabase=dbname

Specifies the name of the database to connect to. This connection is only used
to manage the backup process. Therefore, you can connect to any existing
database. If this parameter is not specified in the command line, the
PGDATABASE environment variable, or the pg_probackup.conf configuration
file, gs_probackup attempts to obtain the value from the PGUSER
environment variable. If the PGUSER variable is not set, the value is obtained
from the current user name.

System environment variable: $PGDATABASE
-h hostname, --pghost=hostname

Specifies the host name of the system on which the server is running. If the
value begins with a slash (/), it is used as the directory for the UNIX domain
socket.

System environment variable: $PGHOST
Default value: local socket
-p port, --pgport=port

Specifies the TCP port or local Unix domain socket file name extension on
which the server is listening for connections.

System environment variable: $PGPORT

Default value: 5432

-U username, --pguser=username

Specifies the username of the host to be connected.
System environment variable: $PGUSER

-w, --no-password

Never issues a password prompt. The connection attempt fails if the host
requires password verification and the password is not provided in other ways.
This option is useful in batch jobs and scripts in which no user password is
required.

-W password, --password=password

Specifies the user password for connection. If the host uses the trust
authentication policy, the administrator does not need to enter the -W option.
If the -W option is not provided and you are not a system administrator, the
system will ask you to enter a password.

Compression-related parameters (compression_options)

(11 NOTE

The following parameters can be used together with the backup command.
--compress-algorithm=compress-algorithm
Specifies the algorithm used to compress data file.

The value can be zlib, pglz, or none. If zlib or pglz is set, compression is
enabled. By default, the compression function is disabled.
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Default value: none
--compress-level=compress-level

Specifies the compression level. Value range: 0-9
- 0 indicates no compression.

- 1 indicates that the compression ratio is the lowest and processing speed
the fastest.

- 9 indicates that the compression ratio is the highest and processing speed
the slowest.

- This parameter can be used together with --compress-algorithm.
Default value: 1

--compress

Compresses with --compress-algorithm=zlib and --compress-level=1.

Remote mode-related parameters (remote_options)

(11 NOTE

The following are parameters that remotely run gs_probackup through SSH, and can be

used together with the add-instance, set-config, backup, and restore commands.
--remote-proto=protocol

Specifies the protocol used for remote operations. Currently, only the SSH
protocol is supported. Valid value:

ssh: enables the remote backup mode through SSH. This is the default.
none: The remote mode is disabled explicitly.

If --remote-host is specified, this parameter can be omitted.
--remote-host=destination

Specifies the IP address or host name of the remote host to be connected.
--remote-port=port

Specifies the port number of the remote host to be connected.

Default value: 22

--remote-user=username

Specifies the remote host user for SSH connection. If this parameter is not
specified, the user who initiates the SSH connection is used.

Default value: the current user.

--remote-path=path

Specifies the installation directory of gs_probackup in the remote system.
Default value: current path

--remote-libpath=/ibpath

Specifies the lib directory where gs_probackup is installed in the remote
system.

--ssh-options=ssh_options
Specifies the character string of the SSH command line parameter.
Example: --ssh-options="-c cipher_spec -F configfile'
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Backup Process

(11 NOTE

If the server does not respond due to a temporary network fault, gs_probackup
will exit after waiting for archive-timeout seconds (300 seconds is set by default).

If the LSN of the standby server is different from that of the primary server, the
database continuously updates the following log information. In this case, you
need to rebuild the standby server.

LOG: walsender thread shut down

LOG: walsender thread started

LOG: received wal replication command: IDENTIFY_VERSION

LOG: received wal replication command: IDENTIFY_MODE

LOG: received wal replication command: IDENTIFY_SYSTEM

LOG: received wal replication command: IDENTIFY_CONSISTENCE 0/D0002D8
LOG: remote request Isn/crc: [xxxxx] local max lsn/crc: [xxxxx]

Step 1 Initialize the backup directory. Create the backups/ and wal/ subdirectories in the
specified directory to store backup files and WAL files respectively.
gs_probackup init -B backup_dir

Step 2 Add a new backup instance. gs_probackup can store backups of multiple
database instances in the same backup directory.
gs_probackup add-instance -B backup_dir-D data_dir --instance instance_name

Step 3 Create a backup for a specified database instance. Before performing an
incremental backup, you must create at least one full backup.
gs_probackup backup -B backup_dir --instance instance_name -b backup_mode

Step 4 Restore data from the backup of a specified instance.
gs_probackup restore -B backup_dir --instance instance_name -D pgdata-path -i backup_id

----End
Troubleshooting
Problem Description Cause and Solution
ERROR: query failed: ERROR: canceling | Cause: The operation performed on
statement due to conflict with the standby node is accessing the
recovery storage row. The corresponding row is

modified or deleted on the primary
node, and the Xlog is replayed on the
standby node. As a result, the
operation is canceled on the standby
node.

Solution:

1. Increase the values of the following
parameters:

max_standby_archive_delay
max_standby_streaming_delay

2. Add the following configuration
item:

hot_standby_feedback = on
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5.27 pg_archivecleanup

Function

pg_archivecleanup is a tool used to clear old archive logs.

Syntax

pg_archivecleanup [OPTION]... ARCHIVELOCATION OLDESTKEPTWALFILE

Parameter Description
e d
Displays debug logs on the stderr.
° -N
Displays the name of the file to be deleted.
e -V--version
Displays the version of pg_archivecleanup and exits.
e -x extension

Provides an extension option to select only files with the corresponding
extension format when the program is used as a separate tool.

e -?--help
Displays the help information related to the pg_archivecleanup command

line parameters.
Examples

Delete logs generated earlier than 000000010000000000000010.

pg_archivecleanup [OPTION]... ARCHIVELOCATION OLDESTKEPTWALFILE

Extended Applications

Set the archive_cleanup_command parameter in the recovery.conf file during the
standby node recovery.

archive_cleanup_command = 'pg_archivecleanup /mnt/server/archiverdir %r'

After the recovery is complete, delete unnecessary files from the archive directory.

5.28 pssh

Basic Function

This tool is used to execute access between database nodes and send commands
to remote nodes.
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Syntax
python3 pssh [OPTIONS]

Parameter Description
e --help
Displays help information.
e -HHOSTNAME
Specifies the host list.
e -h HOSTFILE
Specifies the full path of the file to be written into the host list.
e -t TIMEOUT

Specifies the connection timeout interval, in seconds. The default value is
300s.

e -p PARALLEL
Specifies the maximum number of concurrent tasks. The default value is 32.

e -0 OUTDIR

Specifies the full file path of the execution result.
e -e ERRDIR

Specifies the full path of the error information output file.
e -P

Specifies the command executed on the online remote host.
e s
Displays the execution result.
e -xX EXTRA
Specifies the extra command line parameters.
o -
Displays the output and errors of all nodes.
e -OOPT
Specifies the added SSH parameters in offline mode.

5.29 pscp

Basic Function
This tool is used to transfer files between database nodes.

Syntax
python3 pscp [OPTIONS]

Parameter Description
e --help
Displays help information.
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-H HOSTNAME

Specifies the host list.

-h HOSTFILE

Specifies the full path of the file to be written into the host list.
-t TIMEOUT

Specifies the connection timeout interval, in seconds. The default value is
300s.

-p PARALLEL

Specifies the maximum number of concurrent tasks. The default value is 256.
-0 OUTDIR

Specifies the full file path of the execution result.

-e ERRDIR

Specifies the full path of the error information output file.
-r

Recursively copies a directory.

-V

Enables the diagnosis message function.

-S

Displays the execution result.

-x EXTRA

Specifies the extra command line parameters.

-i

Displays the output and errors of all nodes.

-O OPT

Specifies the added SCP parameters in offline mode.

5.30 transfer.py

Function

In non-single-node mode, you can use the transfer.py tool to send the dictionary
file used for full-text search and the files required by the PostGIS plug-in to other
nodes.

Prerequisites

Before running this tool, ensure that the following files exist in the
SGAUSSHOME directory. Otherwise, an error will be reported. The error code
is 52200:

- script/gspylib/common/DbClusterinfo.py
- script/gspylib/common/Common.py

- script/gspylib/common/GaussLog.py

- script/gspylib/threads/SshTool.py

Issue 01 (2022-03-31)

Copyright © Huawei Technologies Co., Ltd. 273



openGauss
Tool Reference 5 Tools Used in the Internal System

e The environment variable $GPHOME is set correctly.

Syntax

e Send the sourcefile to the destinationpath path of all nodes.
transfer.py 1 sourcefile destinationpath

e Send the sourcefile to the same path on the standby node of

pgxc_node_name.
transfer.py 2 sourcefile pgxc_node_name

e Display the help information.
transfer.py -? | --help

Parameter Description
e Options are as follows:
- 1:sends the current file to the destination file paths of all nodes.

- 2:sends the current file to the same path on the standby node of the
destination node.

e sourcefile

Path of the source file to be sent.
e destinationpath

Destination file path.
e pgxc_node_name

Destination node name.
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FAQs

6.1 An Error Is Reported Displaying "Failed to obtain the GPHOME" When a
Command Is Executed

6.2 Restoration Method for Incomplete Key Files Caused by Interruption During
Standby Instance Rebuilding Using gs_ctl

6.3 No Response Is Returned for a Long Time When gs_om -t status --all Is Used
to Query Database Status

6.4 gs_sshexkey Reports an Error When the Same User Has Different Passwords

6.1 An Error Is Reported Displaying "Failed to obtain
the GPHOME" When a Command Is Executed

Symptom
The following information is displayed if user root runs a command.

Failed to obtain the GPHOME.

Possible Cause

The GPHOME environment variable is not correctly configured. You need to check
whether the environment variable GPHOME contains gaussdbToolPath in
openGauss XML file.

Procedure
Check the $GPHOME path.
echo $GPHOME

Modify the $GPHOME path in the configuration file if it is not the default
installation path.

vim /etc/profile
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6.2 Restoration Method for Incomplete Key Files
Caused by Interruption During Standby Instance
Rebuilding Using gs_ctl

Symptom

The standby instance fails to be rebuilt because the rebuilding process is
interrupted. The following error information is displayed:

CRC checksum does not match value stored in file, maybe the cipher file is corrupt

non obs cipher file or random parameter file is invalid.

read cipher file or random parameter file failed.

2020-06-18 20:58:12.080 5eeb64e3.1 [unknown] 140697304617088 [unknown] 0 dn_6001_6002 FOO00 O
[BACKEND] FATAL: could not load server certificate file "server.crt": no start line

[2020-06-18 20:58:12.086][24066] [dn_6001_6002][gs_ctl]: waitpid 24446 failed, exitstatus is 256, ret is 2

Possible Cause

The certificate file is incomplete when the rebuilding is interrupted. The rebuilding
fails again due to the incomplete certificate file.

Procedure

Step 1 Check the size of the certificate file in the data directory.

1
Check the size of the key file.

-rW------- 1 omm omm 0 Jun 18 20:58 server.crt
-rW------- 1 omm omm 0 Jun 18 20:58 server.key
-rW------- 1 omm omm 0 Jun 18 20:58 server.key.cipher
“FW------- 1 omm omm 0 Jun 18 20:58 server.key.rand

Step 2 If the certificate file size is 0, delete the certificate file.

rm -rf server.crt serverkey serverkey.cipher server.key.rand

Step 3 Rebuild the standby instance.
gs_ctl build -D data_dir

----End
L] NOTE
If the database on the standby node is stopped, you need to regenerate a certificate file or
copy the certificate file (in $GAUSSHOME[share) to the data directory, start the standby

node, and rebuild the standby instance. For details about how to generate a certificate file,
see the Developer Guide.

6.3 No Response Is Returned for a Long Time When
gs_om -t status --all Is Used to Query Database Status

Symptom

The system does not respond for a long time after the gs_om -t status --all
command is executed.
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Cause Analysis

The possible cause is that the GaussDB process is hung. The query operation calls
the gsql or gs_ctl tool to query the database status. After the process is hung, no
response is returned until the query times out.

Procedure

Step 1 Check whether gsql can access the database. If the following information is
displayed, the GaussDB process is hung and the database is abnormal.

gsql -d postgres -p 29776
gsql: wait (null):29776 timeout expired, errno: Success

Step 2 Check whether the postgresql-*.log file contains error information. If yes, rectify
the fault based on the error information.

cd $GAUSSLOG/pg_log/dn_6001;grep "ERROR\|FATAL" postgresql-*.log

Step 3 If the database has been hung, and the gs_om command does not take effect,
search for the process ID on each node and kill the process.
ps -ef|grep $GAUSSHOME/bin/gaussdbjgrep -v grep
kill -9 $pid

Step 4 After the processes on all nodes are killed, run the following command on a node
to start the processes: In the test environment, directly restart the database. In the
manufacturer environment, contact Huawei technical support.

gs_om -t start

--—-End

6.4 gs_sshexkey Reports an Error When the Same User
Has Different Passwords

Symptom

In the openEuler environment, gs_sshexkey supports mutual trust between
different passwords of the same user. However, the authentication fails after the
correct password is entered.

Cause Analysis

Open the system log file /var/log/secure and check whether the
**pam_faillock(sshd:auth): Consecutive login failures for user** log exists. If yes, the
user account is locked because the number of incorrect password attempts
exceeds the upper limit.

Procedure

In the /etc/pam.d directory, modify the system-auth, password-auth, and
password-auth-crond configuration files, increase the value of deny=3 in the files,
and restore the value after the mutual trust relationships are established.
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Functions of openGauss Executable

Scripts

The following lists common executable scripts of openGauss, which are used only

by openGauss APIs.

Table 7-1 Script functions

Script Function
UpgradeUtility.py Upgrade tool.
KerberosUtility.py Installs or uninstalls the Kerberos authentication mode.

Uninstall.py

Uninstalls a database instance.

LocalCheck.py

Checks the local node.

Install.py

Installs a database node instance.

CheckUninstall.py

Checks whether a node has been uninstalled.

PrelnstallUtility.py

Pre-installation tool.

Cleanlnstance.py

Deletes a database instance.

CleanOsUser.py

Deletes the node osuser.

Resetreplconninfo.py

Resets the local replconninfo.

LocalPerformance- Checks SSD information.
Check.py
CheckUpgrade.py Checks environment variables of a node before the

upgrade.

Initinstance.py

Initializes a database.

Backup.py

Backs up binary files and parameter files.

Configlnstance.py

Configures a database instance.

CheckConfig.py

Checks the node configuration.

Issue 01 (2022-03-31)

Copyright © Huawei Technologies Co., Ltd.

278



openGauss
Tool Reference

7 Functions of openGauss Executable Scripts

Script

Function

ConfigHba.py

Configures the pghba.cong file.

ExecuteSql.py

Executes database SQL commands.

LocalCheckOS.py

Checks local OS information.

UnPreinstallUtility.py

Clears configurations in the pre-installation process.

CheckPreinstall.py

Checks whether a node has been pre-installed.

Checklnstall.py

Checks the node installation information.

GaussStat.py Collects information about nodes in a database.

CheckPythonVersion. | Checks the Python version.

py

expect.sh Enters an interactive password automatically.

CheckSshAgent.py Protects the ssh-agent process in SSH mutual trust.

LocalCollect.py Collects local file information and parameter
information.

killall killall is a self-developed tool used by the O&M
personnel when the killall command does not exist in
the system. It can replace some functions of the killall
command in the system.

transfer.py Transfers the lib file of the C function to all nodes or the
standby node.

Restore.py Restores binary files and parameter files.

Startlnstance.py

Starts a database.

Stoplnstance.py

Stops a database.

py_pstree.py

Kills a process.

install.sh

Installation script for a single node.

one_master_one_sla
ve.sh

Script for one-click deployment of one primary database
and one standby database.

sshexkey_encrypt_to
ol.sh

Script for running the ssh-keygen command to generate
a key file (encrypted using a passphrase). This script is
used by the mutual trust tool.

ssh-agent.sh

Shell script for starting the ssh-agent process. This script
is used by the mutual trust module.
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System Catalogs and Views Supported

by gs_collector

Table 8-1 System catalogs and views supported by gs_collector

Class

View Name

(0N

gs_os_run_info

pg_os_threads

Session
/Thread

gs_session_stat

gs_session_time

gs_session_cpu_statistics

gs_session_memory_statistics

gs_session_memory_context

gs_session_memory

gs_session_memory_detail

pg_stat_activity

gs_thread_memory_context

WLM

gs_cluster_resource_info

pg_total_user_resource_info

pg_total_user_resource_info_oid

gs_wlm_rebuild_user_resource_pool

gs_wlm_resource_pool

gs_wlm_workload_records

pg_wlm_statistics

pg_app_workloadgroup_mapping
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Class

View Name

Query-AP
Operator

gs_wlm_operator_info

gs_wlm_operator_history

gs_wlm_operator_statistics

Query-AP

gs_wlm_session_info_all

gs_wlm_session_history

gs_wlm_session_info

gs_wlm_user_session_info

gs_wlm_session_statistics

pg_session_iostat

pg_session_wlmstat

Cache 1/O

pg_statio_all_indexes

pg_statio_all_sequences

pg_statio_all_tables

pg_statio_sys_indexes

pg_statio_sys_sequences

pg_statio_sys_tables

pg_statio_user_indexes

pg_statio_user_sequences

pg_statio_user_tables

gs_stat_db_cu

gs_stat_session_cu

Memory

pg_total_memory_detail

pg_shared_memory_detail

gs_total_memory_detail

File

gs_file_stat

gs_redo_stat

pg_stat_bad_block

Object

pg_stat_user_tables

pg_stat_user_indexes

pg_stat_sys_tables
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Class View Name

pg_stat_sys_indexes

pg_stat_all_tables

pg_stat_all_indexes

pg_stat_database

pg_stat_database_conflicts

pg_stat_xact_all_tables

pg_stat_xact_sys_tables

pg_stat_xact_user_tables

pg_stat_xact_user_functions

Lock pg_locks

Utility pg_stat_replication

pg_replication_slots

pg_stat_bgwriter

Transaction pg_running_xacts
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